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Recommendation ITU-T X.1126

Guidelines on mitigating the negative effects of infected terminals in mobile
networks

Summary

Recommendation ITU-T X.1126 provides guidelines to mobile operators to restrain the infected
terminals by utilizing technologies in the mobile network to protect both subscribers and mobile
operators. This Recommendation describes the characteristics and effects of malicious software caused
by unhealthy ecosystems in the mobile environment. Based on network-side technologies, this
Recommendation focuses on mitigating the vicious effects caused by infected terminals. This
Recommendation defines and organizes the mitigating measures and corresponding technologies.

History
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1.0 ITU-T X.1126 2017-03-30 17 11.1002/1000/13194
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2017

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Introduction

The rapid expansion and development of operating systems for mobile devices has created a large
and vibrant market for the mobile industry. Around this valuable market, many ecosystems have
grown to in order to take advantage of its benefits. However, the powerful capabilities of current
mobiles could also be abused by malicious software to hack the vulnerabilities of terminals, as well
as networks and services, causing great damage.

Note that a healthy ecosystem should be promoted over a "closed garden™ in legacy mobile systems,
to secure the mobile market and protect the benefits of all relevant partners. Healthy ecosystems have
been successful in some countries.

Note also that mobile market ecosystems are highly diversified in some countries, although some of
them are irresponsible, unhealthy or even dangerous. The negative effects of irresponsible ecosystems
could cause great damage to mobile subscribers and networks, in addition to malicious software.
Sometimes, even mobile subscribers and networks in a healthy ecosystem can be affected by infected
terminals, as most mobile Internet services are currently global.

The potential risks of malicious software spreading primarily in irresponsible ecosystems are listed
as follows.

For subscribers:

. privacy theft, e.g., eavesdropping and location tracking;

. asset loss, e.g., system malfunction and data destruction;

. malicious transaction and consumption, e.g., sending expensive messages and dialling
international call centres;

. malicious software propagation to attack other terminals;

. sending spam to annoy other subscribers;

. fraud and blackmail.

For operators, attacks on network entities, mobile services and other terminals, include:

. occupation of massive resources of networks or mobile services, resulting in their
compromise and subscriber complaints about quality of service;
. hijacking service hosts and even network entities.

Malicious software brings more damaging effects to the mobile Internet than to the traditional wired
Internet for following reasons.

. The mobile Internet is an emerging market, with a relatively slow development of the
corresponding security mechanisms.

. Mobile terminals are often the carriers of private and confidential business deals, which are
highly attractive targets to the hackers.

. Mobile networks have fewer resources, and a flood-style attack consumes them more easily
and heavily.

. Many mobile terminals are strongly coupled with their networks. Malicious service and
privacy theft could lead to operator revenue loss, subscriber complaints and legal issues.

. Open or cracked mobile operating systems provide breeding grounds that are out of operator
control for malicious software.

. Mobile terminals often have numerous data exchange interfaces, e.g., universal serial bus

(USB), secure digital (SD) card slot, and Bluetooth, many of which operators cannot secure.

In order to mitigate the damage from malicious software and to trace the sources of threats, it is vital
to manage infected terminals on the network side, a responsibility and obligation of mobile operators.
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