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Recommendation ITU-T X.1127 

Functional security requirements and architecture 

for mobile phone anti-theft measures 

 

 

 

Summary 

Recommendation ITU-T X.1127 focuses on the functional security requirements and functional 

architecture for smartphone anti-theft mechanisms based on the general requirements described by the 

GSMA. 

Smartphones are rapidly proliferating and have become a nearly indispensable part of daily life. 

Unfortunately, many smartphone users have had their phones stolen. A smartphone anti-theft measure, 

i.e., a kill switch tool, for use in the event it is lost or stolen, should provide the capability to: 

– remotely delete the authorized user's data that is on the smartphone; 

– render the smartphone inoperable to an unauthorized user; 

– prevent reactivation without the authorized user's permission to the extent technologically 

feasible; and 

– reverse the inoperability if the smartphone is recovered by the authorized user, and restore 

user data on the smartphone to the extent feasible. 

 

 

History 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2017 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 
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Recommendation ITU-T X.1127 

Functional security requirements and architecture 

for mobile phone anti-theft measures 

1 Scope 

This Recommendation addresses the functional security requirements and architecture for the 

smartphone anti-theft measure (i.e., a kill switch), which allows users to remotely delete their  

personal data or disable stolen or lost smartphone devices. 

It is anticipated that functional security requirements and functional architecture identified in this 

Recommendation can be applicable to smartphones which are able to provide anti-theft measures 

reflecting the desires of smartphones customers, smartphone manufactures and mobile service operators. 

This Recommendation focuses on the functional requirements, functional architecture, and anti-theft 

mechanisms. It uses a reference model consisting of the device owner, the authorized server, the 

backup server, and lost or stolen devices. Anti-theft specific threats are described in Appendix III. 

This Recommendation does not modify the general requirements for smartphone anti-theft features 

developed by GSMA [b-GSMA]. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1254]  Recommendation ITU-T X.1254 (2012), Entity authentication assurance 

framework. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 data sanitization [b-NIST SP 800-88]: Actions taken to render data written on media 

unrecoverable by both ordinary and extraordinary means. 

3.1.2 entity authentication assurance (EAA) [ITU-T X.1254]: A degree of confidence reached 

in the authentication process that the entity is what it is, or is expected to be (this definition is based 

on the 'authentication assurance' definition given in [b-ITU-T X.1252]). 

NOTE – The confidence is based on the degree of confidence in the binding between the entity and the identity 

that is presented. 

3.1.3 identity [b-ITU-T X.1250]: The representation of an entity in the form of one or more 

information elements which allow the entity(s) to be sufficiently distinguished within context. For 

IdM purposes, the term identity is understood as contextual identity (subset of attributes), i.e., the 

variety of attributes is limited by a framework with defined boundary conditions (the context) in 

which the entity exists and interacts. 
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NOTE – Each entity is represented by one holistic identity, which comprises all possible information elements 

characterizing such entity (the attributes). However, this holistic identity is a theoretical issue and eludes any 

description and practical usage because the number of all possible attributes is indefinite. 

3.1.4 kill switch [b-GSMA]: A way to disable crucial functions of a mobile device. 

NOTE – It is essentially a function within the mobile equipment device, so that if triggered e.g., by a message 

of some format is sent to it, then the mobile device will cease to operate as it is intended to, and can only be 

reactivated or reused if the device owner authorizes the reactivation of the device. 

3.1.5 mobile phone [b-ITU-T X-Sup.19]: An electronic device used for making phone calls and 

sending text messages across a wide geographic area through radio access to public mobile networks, 

while allowing the user to be mobile. 

3.1.6 smartphone [b-ITU-T X-Sup.19]: A mobile phone with powerful computing capability, 

heterogeneous connectivity and advanced operating system providing a platform for third-party 

applications. 

3.1.7 threat [b-ISO/IEC 27000]: potential cause of an unwanted incident, which may result in 

harm to a system or organization 

3.1.8 tunnel [b-ISO/IEC 27033-1]: data path between networked devices which is established 

across an existing network infrastructure  

NOTE – Tunnels can be established using techniques such as protocol encapsulation, label switching, or virtual 

circuits. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 device hardware: The physical components that together make a functioning mobile device 

including screen, keys, printed circuit board, chips, SIM card, removable storage, etc. 

3.2.2 device software: All software programs on the device and SIM card, including applications, 

operating system, boot loader, boot-ROM, and firmware. 

3.2.3 device user: The authorized user of the mobile device. 

3.2.4 secure tunneling: A protocol that allows for the secure transfer of data or message from one 

network location to another. 

NOTE – Secure tunneling generally supports entity authentication, message integrity, and message confidentiality. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ATM Automated Teller Machine 

CRL Certificate Revocation List 

DER Distinguished Encoding Rules 

DDoS Distributed Denial-of-Service  

DM Device Management 

EAA Entity Authentication Assurance 

GPS Global Positioning System 

GSMA Groupe Speciale Mobile Association 

HTTP Hyper-Text Transfer Protocol 

LoA Level of Assurance 
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MAC Message Authentication Code 

OCSP Online Certificate Status Protocol 

OMA Open Mobile Alliance 

OTP One-Time Password 

PII Personally Identifiable Information 

PKI Public-Key Infrastructure 

SIM Subscriber Identity Module 

SMS-SC Short Message Service – Service Centre 

SSL Secure Socket Layer 

TCP Transmission Control Protocol 

TFA Three-Factor Authentication 

TLS Transport Layer Security 

U Universal 

UICC Universal Integrated Circuit Card 

USSD Unstructured Supplementary Service Data 

2FA 2-Factor Authentication 

5 Conventions 

This Recommendation applies the following verbal forms for the expression of provisions: 

a) "shall" indicates a requirement 

b)  "should" indicates a recommendation 

c)  "may" indicates a permission 

d)  "can" indicates a possibility and a capability. 

6 Overview of anti-theft measures 

6.1 Anti-theft measures 

Smartphones are rapidly proliferating and have become an indispensable part of daily life. However, 

millions of smartphone customers have had their phones stolen. A smartphone anti-theft measure, 

i.e., a kill switch tool, should provide the capability to: 

– remotely delete the user's personal data that is on the smartphone in the event it is lost or stolen; 

– render the smartphone inoperable to an unauthorized user; 

– store user's personal data in the backup server, if necessary, which is operated by cellular 

service operators or device manufacturers; 

– prevent reactivation without the authorized user's permission; and 

– reverse the inoperability if the smartphone is recovered by the authorized user and restore 

user personal data on the smartphone to the extent feasible from the backup server. 

Anti-theft software, installed in a mobile device, can disable a stolen or lost handset. 

When a device owner becomes aware that their mobile device is lost or stolen, there are two scenarios 

for initiating execution of disablement features: 

1) the device owner contacts their cellular service operator, which instructs the mobile device 

to be disabled; and 
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