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Recommendation ITU-T X.1147

Security requirements and framework for big data analytics in
mobile Internet services

Summary

Mobile Internet services harvest data in their big data infrastructure from multiple sources and multiple
data dimensions with characteristics including scale, diversity, speed and possibly others like
credibility or business value. Big data analysis drives nearly every aspect of mobile Internet services
to improve service quality and user experience. According to big data aggregation and analysis, service
providers can analyse users' interests more effectively and predict user's expectation more accurately,
thus, they can significantly improve and add value to their services. Consequently, big data analysis
becomes a valuable business trend in the telecommunication domain.

As the new technology develops, big data analytics will bring new security issues comparing to
previous data analytics in mobile Internet services domain. Without comprehensive security
mechanism, the unsecure and spiteful big data analysis will do harm to mobile Internet service
provider's business security, and user's data security. Consequently, in order to ensure secure big data
analysis in mobile Internet services, the security requirements need to be analysed exhaustively and
the overall security framework need to be established.

Recommendation ITU-T X.1147 will analyse the security requirements of big data analytics in mobile
Internet services and provide security framework.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1147 2018-11-13 17 11.1002/1000/13726

Keywords

Big data analytics, mobile Internet services, security framework.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2019

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1147

Security requirements and framework for big data analytics in
mobile Internet services

1 Scope

This Recommendation provides a security framework and requirements for big data analytics in
mobile Internet services. The intent of this Recommendation is to study the challenges brought
forward by big data analytics, and the specific security requirements for mobile Internet services as
well as the security framework. The scope of this Recommendation will focus on security threats
analysis, security requirements and a security framework.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.3600] Recommendation ITU-T Y.3600 (2015), Big data — Cloud computing
based requirements and capabilities.

[ISO/IEC DIS 11179-1] ISO/IEC 11179-1:2015, Information technology — Metadata registries
(MDR) — Part 1: Framework.

[ISO/IEC DIS 19763-1] ISO/IEC 19763-1:2015, Information technology — Metamodel framework
for interoperability (MFI) — Part 1: Framework.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following term defined elsewhere:

3.1.1 mobile terminal [b-ITU-T X.1121]: An entity that has wireless network access function and
connects to a mobile network for data communication with application servers or other mobile
terminals.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 smart device: A mobile terminal which has the capabilities to access additional wireless
networks (Bluetooth, Wi-Fi, Zigbee and near field communication (NFC)), a camera, microphone
and is able to launch applications.

3.2.2 mobile Internet service: A set of functions provided by a mobile Internet provider to a client
software or system.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

NFC Near Field Communication
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