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Recommendation ITU-T X.1161

Framework for secure peer-to-peer communications

Summary

Recommendation ITU-T X.1161 describes security threats and security requirements to the peer-to-
peer (P2P) communications based on the service scenarios and characteristics of P2P
communications. In addition, this Recommendation describes security functions that satisfy the
security requirements.

Source

Recommendation ITU-T X.1161 was approved on 29 May 2008 by ITU-T Study Group 17
(2005-2008) under Recommendation ITU-T A.8 procedure.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2009

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Recommendation I TU-T X.1161
Framework for secure peer-to-peer communications

1 Scope

Peer-to-peer (P2P) is an instantiation of network architectures where al peers have equivalent
authority and responsibility, differing completely from that of server and client system. In the case
of P2P communications, a peer can be both the server and the client. When data or messages are
exchanged in a P2P network, a peer communicates with other peers directly. Because traffic and
processing are distributed to each peer, the P2P network does not require high performance
computing power and high bandwidth network compared with the server and client system.

Because the P2P communication architecture differs from that of the server and client system,
further security threats emerge, which are not applicable to server and client architecture. With this
in mind, P2P applications should be carefully built while taking into consideration the security
threats to P2P communications.

This Recommendation describes the framework for secure P2P communications, which includes
security threats and security requirements for P2P communications. In addition, this
Recommendation describes the security functions for satisfying the security requirements of P2P
communications. Security architectures and operations of P2P communications are defined in
[ITU-T X.1162].

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1162] Recommendation ITU-T X.1162 (2008), Security architecture and operations
for peer-to-peer networks.

3 Definitions

31 Termsdefined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 access control [b-ITU-T X.800]: The prevention of unauthorized use of a resource,
including the prevention of use of aresource in an unauthorized manner.

3.1.2 authentication [b-ITU-T X.800]: See data origin authentication defined in clause 3.1.10,
and peer-entity authentication defined in clause 3.1.20.

NOTE - In this Recommendation, the term "authentication" is not used in connection with data integrity; the
term "data integrity" is used instead.

3.1.3 authentication information [b-ITU-T X.800]: Information used to establish the validity of
aclaimed identity.

3.1.4 authentication exchange [b-ITU-T X.800]: A mechanism intended to ensure the identity
of an entity by means of information exchange.
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