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Recommendation ITU-T X.1196

Framework for the downloadable service and content protection system
in the mobile Internet Protocol television environment

Summary

Recommendation ITU-T X.1196 provides a framework for the downloadable service and content
protection (SCP) scheme in the mobile Internet Protocol television (IPTV) environment. It also
describes functional architecture and requirements for the downloadable service and content
protection (SCP) scheme for roaming in the mobile IPTV environment.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basiswith 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2013

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Recommendation I TU-T X.1196

Framework for the downloadable service and content protection system
in the mobile Internet Protocol television environment

1 Scope

Recommendation ITU-T X.1196 provides a framework for the downloadable service and content
protection (SCP) scheme in the mobile Internet Protocol television (IPTV) environment. It also
describes the functional architecture and requirements for the downloadable SCP scheme for
roaming in the mobile IPTV environment.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.509] Recommendation ITU-T X.509 (2008) | 1SO/IEC 9594-8:2008, Information
technology — Open systems interconnection — The Directory: Public-key and
attribute certificate frameworks.

[ITU-T X.1191] Recommendation ITU-T X.1191 (2009), Functional requirements and
architecture for IPTV security aspects.

[ITU-T X.1193] Recommendation ITU-T X.1193 (2011), Key management framework for
secure Internet protocol television (IPTV) services.

[ITU-T X.1195] Recommendation ITU-T X.1195 (2011), Service and content protection
interoperability scheme.
[ITU-T Y.1910] Recommendation ITU-T Y.1910 (2008), IPTV functional architecture.

[ITU-T Y.1911] Recommendation ITU-T Y.1911 (2010), IPTV services and nomadism:
Scenarios and functional architecture for unicast delivery.

[IETF RFC 2315] |IETF RFC 2315 (1998), PKCS#7: Cryptographic Message Syntax Version 1.5.

3 Definitions

31 Termsdefined elsewhere
This Recommendation uses the following terms defined el sewhere:

3.1.1 certificate [b-ITU-T X.1252]: A set of security-relevant data issued by a security authority
or atrusted third party that, together with security information, is used to provide the integrity and
data origin authentication services for the data.

3.1.2 content protection [ITU-T X.1191]: Ensuring that an end user can only use the content
that he/she has aready acquired in accordance with the rights granted to him/her by the rights
holder; content protection involves protecting contents from illegal copying and distribution,
interception, tampering, unauthorized use, etc.
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3.1.3 key hierarchy [b-NIST SP 800-120]: A tree structure that represents the relationship of
different keys. In akey hierarchy, a node represents a key used to derive the keys represented by the
descendent nodes. A key can only have one precedent, but may have multiple descendent nodes.

3.1.4 roaming[b-ITU-T Q.1706]: The ability for a user to function in a serving network different
from the home network.

NOTE — This is the ability of the users to access services according to their user profile while moving
outside of their subscribed home network, i.e., by using an access point of a visited network. This requires
the ability of the user to get access to the visited network, the existence of an interface between home
network and visited network, as well as a roaming agreement between the respective network operators.

3.1.5 security policy [b-1ITU-T X.800]: The set of criteriafor the provision of security services.

3.1.6 service and content protection [ITU-T X.1191]: A combination of service protection and
content protection or the system or implementation thereof.

3.1.7 service protection [ITU-T X.1191]: Ensuring that an end user can only acquire a service

and the content hosted therein by extension as to what he/she is entitled to receive; service

protection includes protecting service from unauthorized access as IPTV contents traverse through
- the IPTV service connections.

| 3.2 Termsdefined in this Recommendation

This Recommendation defines the following terms:

- 3.2.1 certificate hierarchy: A tree structure of certificates that represent the relationships of
different certificates to allow individuals to verify the validity of a certificate's issuer. In a
certificate hierarchy, a node represents a certificate that is issued and signed by the corresponding
private key in the certificate that resides at a higher node in the certificate hierarchy. A certificate
can only have one precedent, but may have multiple descendent nodes. The validity and
trustworthiness of a given certificate is determined by the corresponding validity of the certificate
that signed it.

3.2.2 certificate chain: An ordered list of certificates, containing an end-user subscriber's
certificate, intermediate certificates, which represents the intermediate certification authority (CA),
and aroot certificate, which allows the receiver of the certificate to verify that the certificate of the
sender and all intermediates certificates are trustworthy.

3.2.3 coordinator model: A model in which the brokering service provider acts as a negotiator
or a connector between the service providers and the end users for the service.

3.2.4 delegator model: A model in which the brokering service provider acts as an intermediary
between the service provider and the end user during the entire process of the service.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
BSP  Brokering Service Provider

CA Certification Authority

CP Content Protection

CVC Code Verification Certificate

CVS Code Verification Signature

DoS Denial-of-Service

EAP  Extensible Authentication Protocol
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EK Encryption Key

HN Home Network

IMS  IP Multimedia Subsystem

IPTV Internet Protocol Television
NACF Network Access Control Function
NGN Next Generation Network

OAM  Operations, Administration and Maintenance
OSP  Origina Service Provider

RACF Resource Access Control Function
SCF  Service Control Function

SCP  Service and Content Protection

SP Service Protection

SSL  Secure Sockets Layer

TA Trusted Authority

TD Termina Device

TLS  Transport Layer Security

TLV  Type/Length/Vaue

WM  Watermark Metadata

5 Conventions
In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "is recommended” indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "is prohibited from" indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "can optionally" indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor’'s
implementation must provide the option, and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with this Recommendation.

6 Overview

The downloadable SCP system for the mobile environment gives great benefits to both IPTV
service providers and IPTV users, in terms of enabling convenient and portable IPTV service. The
IPTV service in the mobile environment is different from the existing one in that the former
provides more mobility since it is based on a mobile IPTV terminal device (TD), e.g., smartphone.
Therefore, in order to provide a downloadable SCP system in the mobile IPTV service, the mobility
of aTD and a user shall be taken into account. The downloadable SCP for all IPTV services may be
considered as an optional requirement, rather than mandatory.

Documents
Rec. ITU-T X.1196 (10/20g2ynent Shaging Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T X.1196 2012


http://www.avadocuments.com/doc/itu-t-x-1196-2012
http://www.avadocuments.com/doc/itu-t-x-1196-2012

