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Recommendation ITU-T X.1213 

Security capability requirements for countering smartphone-based botnets 

 

 

Summary 

Recommendation ITU-T X.1213 analyses the background and potential security threats of 

smartphone-based botnets, and provides security capability requirements. 

Along with the rapid development of mobile Internet devices and the widespread use of smartphones, 

surveys from worldwide organizations show that botnets, formerly targeting mostly personal computer 

(PC)-based networks, are now being replicated very quickly on smartphones. Currently, countries and 

regions with differing conditions and ecosystems have varying levels of constraints on the propagation 

of smartphone-based botnets. Analytical reports from various security companies and investigative 

organizations show noticeably different statistical data on the severity of the propagation of 

smartphone-based botnets. The potential threat of smartphone-based botnets is increasing very quickly 

in some regions and could possibly spread worldwide and turn from a regional issue into a serious 

global issue. 

Compared with PCs and servers, smartphones have less processing power, storage space and battery 

life. However, the adversarial influence of smartphone-based botnets could have greater repercussions 

on users for the following reasons: 1) smartphones often store very important personally identifiable 

information (PII) and 2) if attacks on smartphones or on the operator's infrastructure occur, user 

experience may degrade significantly due to the prevalence of, and user dependence on, smartphones. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2017 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 
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Recommendation ITU-T X.1213 

Security capability requirements for countering smartphone-based botnets 

1 Scope 

This Recommendation aims to provide security capability requirements for countering 

smartphone-based botnets. The intent of this Recommendation is to study the challenges 

presented by smartphone-based botnets, and their specific threats to, and requirements on, 

operators' networks as well as on the smartphones themselves. This Recommendation focuses on 

threat analysis and requirement enumeration. The purpose is to safeguard operators ' 

infrastructures and smartphones, ensure operators' services and service qualities, and to enhance 

user experience. Detailed technical solutions, and other intelligent terminals such as tablet devices 

are beyond the scope of this Recommendation. 

2 References 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 bot [b-ITU-T X-Sup.8]: An automated software program used to carry out specific tasks 

designed for malicious purposes. It is interchangeable with a robot. 

3.1.2 botmaster [b-ITU-T X-Sup.8]: An individual responsible for controlling and maintaining 

a botnet. 

3.1.3 botnet [b-ITU-T X-Sup.8]: Remotely controlled malicious software robots (bots) that are run 

autonomously or automatically on compromised computers together with a command-and-control 

server owned by botmasters. 

3.1.4 personally identifiable information (PII) [b-ITU-T X.1252]: Any information a) that 

identifies or can be used to identify, contact, or locate the person to whom such information pertains; 

b) from which identification or contact information of an individual person can be derived; or c) that 

is or can be linked to a natural person directly or indirectly. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

2G  Second Generation of mobile telecommunication 

2FA Two Factor Authentication 

3G  Third Generation of mobile telecommunication 

4G Fourth Generation of mobile telecommunication 

API  Application Programming Interface 

C&C  Command and Control 
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CPU  Central Processing Unit 

DDoS  Distributed Denial of Service 

DNS  Domain Name System 

GPS  Global Positioning System 

HTTP  Hyper Text Transfer Protocol 

IDS  Intrusion Detection System 

IoT  Internet of Things 

IP  Internet Protocol 

IPS  Intrusion Prevention System 

MITM  Man-in-the-Middle 

MMS  Multimedia Messaging Service 

NFC  Near Field Communication 

OTP  One-Time Passcode 

P2P  Peer-to-Peer 

PC  Personal Computer 

PII  Personally Identifiable Information 

PNG  Portable Network Graphic 

QoS  Quality of Service 

QRcode  Quick Response code 

SIM  Subscriber Identity Module 

SMS  Short Message Service 

USB  Universal Serial Bus 

WiFi  Wireless Fidelity 

5 Conventions 

None. 

6 Background 

Along with the rapid development of mobile Internet devices, mobile terminals are becoming more 

intelligent with higher performance capabilities. In this Recommendation, the term smartphone refers 

to the type of mobile phone with the following characteristics: 

– an independent operating system; 

– an ability to continuously expand the functions and capabilities of the phone via the 

installation of third-party applications; 

– wireless network access capability including the capability to access mobile Internet through 

a mobile operator's communication network. 

In recent years, the population of smartphone users has continued to rapidly grow. While providing 

convenience to people's lives, security threats to smartphones are also increasing. 
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