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Recommendation ITU-T X.1217

Guidelines for applying threat intelligence in telecommunication network
operation

Summary

Threat intelligence from a telecommunication operator's point of view is a collection of organized,
analysed, and refined information about potential and current attacks that may threaten an
organization. This information can also include attackers' motivations, intentions, characteristics, and
methods, along with their modus operandi or techniques, tactics, and procedures.

In the network and information security area, the occurrence of large-scale and unexpected
cybersecurity incidents has triggered the urgent need for threat intelligence. Threat intelligence can
help an organization to reduce risk and improve its overall security. A unified taxonomy, grammar,
and presentation of threat intelligence has been defined so that threat intelligence can be shared
between different organizations.

Recommendation ITU-T X.1217 specifies guidelines for applying threat intelligence in
telecommunication network operation after an overview analysis.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall” or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Introduction

Threat intelligence from a telecommunication operator's point of view is a collection of organized,
analysed and refined information about potential and current attacks that may threaten an
organization. This information can also include attackers' motivations, intentions, characteristics
and methods, along with their modus operandi or techniques, tactics and procedures.

In the area of network and information security, the occurrence of large-scale and unexpected
cybersecurity incidents has triggered the urgent need for threat intelligence. Threat intelligence can
help an organization reduce risk and improve overall security by understanding who is most likely
to attack, what they will attack, what they want to accomplish, why they want it, and how they plan
to do it.

[OASIS STIXv2] defines a language and serialization format used to exchange cyberthreat
intelligence. [OASIS TAXIIv2] specifies a protocol used to exchange cyberthreat intelligence over
HTTPS. [ITU-T X.1215] describes how the structured threat information expression (STIX)
language may be used to support cyberthreat intelligence and information sharing.

A unified taxonomy, grammar and presentation of threat intelligence has been defined so that threat
intelligence can be shared between different organizations. The next problem that needs to be taken
into consideration is how to use the threat intelligence to solve security problems in the network.

[OASIS OpenC2-L] specifies a command and control (C2) language for controlling cybersecurity
functions. [OASIS OpenC2-H] specifies a HTTPS application programming interface (API) to
transport OpenC2 commands to cybersecurity devices. [OASIS OpenC2-P] specifies the use of the
OpenC2 language for controlling stateless firewalls. Profiles for other cybersecurity functions are
under development in OASIS.

This Recommendation specifies the guidelines for the application of threat intelligence after an
overview analysis.
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