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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommuni cations on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express regquirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU [had/had not] received notice of intellectual
property, protected by patents, which may be required to implement this Recommendation. However,
implementers are cautioned that this may not represent the latest information and are therefore strongly urged
to consult the TSB patent database at http://www.itu.int/I TU-T/ipr/.

©I1TU 2011

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Draft new Recommendation I TU-T X.1253 (X.idmsg), Security guidelinesfor identity
management systems

Summary

This Recommendation proposes security guidelines for identity management (IdM) systems. The
security guidelines provide how an [dM system should be deployed and operated for secure identity
services in NGN (Next Generation Network) or cyberspace environment. The security guidelines
focus on providing officia advice how to employ various security mechanisms to protect a general
I[dM system and it also provides proper security procedures required when two IdM systems are

interoperated.
Documents
Rec. ITU-T X.1253 (09/2011) — Prepublished version Document Sha&ing Hub
Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,

No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T X.1253 2011


http://www.avadocuments.com/doc/itu-t-x-1253-2011
http://www.avadocuments.com/doc/itu-t-x-1253-2011

Table of Contents

1 o0 0SSR 4
2 RE O ONCES. ..o 4
3 TerMS AN AEfINITIONS .....eei ettt e e e e e e e e e e e e e e e e e e e e eeeeeaaeens 4
31 TermsS defiNEd @ SEWNETE........oooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e eeeeeeeeeeeeenenenees 4
3.2 Terms defined in this Recommendation...........oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeenens 5
4 Abbreviations and aCrONYIMS ..........cceeiieiie et e e saeeneesreenes 6
5 (©00) 01775 01 1T0] 8L THTTT TR 6
6 INEFOAUCTION ...t e e et e e e e e e e e e e e e e e e eeeeeesaa e eeeeaeeesnaaeennneeeeees 6
7 Overview of identity management SYSEEM .........cccvrierere e 7
7.1 General model Of [dM SYSEEM ......c.coiiiirirereee e 7
7.2 [AENTITY SEIVICES.....eiceieeeeeie e ceee e ee sttt ae e s ne e teeneesneenee e 7
8 Security threatSin 1AM SYSEEM .....cc.ecviiecece e 8
8.1 SYSLEIMS SECUNTY ..ttt et s nn e sare e ne e e nneenes 8
8.2 PasSIVe SECUNLY tNIEaLS. ........ccevveieiiereeie et 9
8.3 ACLIVE SECUNTY thIEALS.......eieeeceiee et eneens 9
84 [dM system related security threatS.........cccevveeeeeerie e 10
9 Security guidelinesfor 1AM SYStEM........cueiiieiie e 11
9.1 Security guidelines for deployment of 1dM systems.........cccocevcevveveeneceene. 11
9.2 Security guidelines for operation of |dM SyStems..........cccceeeveeererceseenennnn. 12
9.3 Security guidelinesfor IdM SEIVErS .......ccoveece e 12
94 Security guidelinesfor IdM ClientS.........ccoceeiiceececce e, 14
95 Security guidelines for mobile IdM clients.........cccceccvveeiecce e, 14
9.6 Privacy considerationsin [dM SyStEMS.........cooereereeienieeneere e 15
2T o] ToT | "] V70 17

Rec. ITU-T X.1253 (09/2011) — Prepublished version

Documents
Document Shg’ring Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector

Provided by IHS Markit under license with ITU-T

Licensee=/, User=,

No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T X.1253 2011


http://www.avadocuments.com/doc/itu-t-x-1253-2011
http://www.avadocuments.com/doc/itu-t-x-1253-2011

Recommendation I TU-T X.1253
Security guidelinesfor identity management systems

1 Scope
The scope of this Recommendation is as follows:
— Genera 1dM system models and services
— 1dM system related security threats and risks
— Security guidelines for deployment of IdM systems
—  Security guidelines for operation of |dM systems
— Privacy considerationsin IdM systems

The scope of this Recommendation mainly focuses on multi-domain based identity management
services. However the guideline is also applicable for the centralized identity management system.

Note: Implementers and users of the described guidelines shall comply with all applicable national
and regional laws, regulations and policies. Some specific regulation and legislation may require
implementation of mechanisms to protect personally identifiable information.

2 References

The following ITU-T Recommendations and other references contain provisions, which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published.

[ITU-T X.1205] Recommendation ITU-T X.1205, Overview of cybersecurity.

[ITU-T X.1252] Recommendation ITU-T X.1252, Baseline identity management terms
and definitions.

3 Termsand definitions
3.1 Termsdefined elsawhere

This Recommendation uses the following terms defined el sewhere:

311 accesscontrol [ITU-T X.1252]: A procedure used to determineif an entity should be
granted access to resources, facilities, services, or information based on pre-established
rules and specific rights or authority associated with the requesting party.

3.1.2 attribute[ITU-T X.1252]: Information bound to an entity that specifies a characteristic of
the entity.

3.1.3 (entity) authentication [ITU-T X.1252]: A process used to achieve sufficient confidence
in the binding between the entity and the presented identity.
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314 credential [ITU-T X.1252]: A set of data presented as evidence of a claimed identity
and/or entitlements.

3.15 entity [ITU-T X.1252]: Anything that has separate and distinct existence and that can be
identified in context.

NOTE: An entity can be a physical person, an animal, ajuridical person, an organization,
an active or passive thing, adevice, software application, service etc. or agroup of these
individuals. In the context of telecommunications, examples of entities include access
points, subscribers, users, network elements, networks, software applications, services and
devices, interfaces, etc.

3.1.6 identity [ITU-T X.1252]: The representation of an entity in the form of one or more
information elements which allow the entities to be sufficiently distinguished within
context. For |[dM purposes the term identity is understood as contextual identity (subset of
attributes) i.e., the variety of attributesis limited by a framework with defined boundary
conditions (the context) in which the entity exists and interacts.

NOTE: Each entity is represented by one holistic identity, which comprises all possible
information elements characterizing such entity (the attributes). However, this holistic
identity isatheoretical issue and eludes any description and practical usage because the
number of all possible attributesis indefinite.

3.1.7 identity management [ITU-T X.1252]: A set of functions and capabilities (e.g.,
administration, management and maintenance, discovery, communication exchanges,
correlation and binding, policy enforcement, authentication and assertions) used for:

e Assurance of identity information (e.g., identifiers, credentials, attributes);

e assurance of the identity of an entity (e.g., users/subscribers, groups, user devices,
organizations, network and service providers, network elements and objects, and virtual
objects); and

e supporting business and security applications.

3.1.8 user [ITU-T X.1252]: Any entity that makes use of aresource, e.g., System, equipment,
terminal, process, application, or corporate network.

3.1.9 user-centric[ITU-T X.1252]: An identity management (IdM) system that provides the
user with the ability to control and enforce various privacy and security policies governing
the exchange of identity information, including the users personaly identifiable
information (PII), between entities.

32 Termsdefined in this Recommendation
This Recommendation defines the following terms:

3.21 1dM client: Theclient program that interact with IdM server to retrieve identity
information.

3.2.2 1dM server: The server that manages the lifecycle of identity for a user.

3.2.3 MobhileldM client: IdM client that isinstalled and used in a mobile device.
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