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Recommendation ITU-T X.1276 

Authentication step-up protocol and metadata Version 1.0 

 

 

 

Summary 

Electronic identity credential trust elevation methods are used to increase assurance in entity 

identification using authentication events and related entity information for the purpose of risk 

mitigation when making access control policy decisions. The goals of this Recommendation are: 

– To propose simple trust elevation architectural patterns demonstrating the use of trust 

elevation in modern access control architectures. 

– To describe a common metadata set mechanisms and protocol elements for trust elevation 

information exchanges. 

– To promote the use of trust elevation elements to facilitate standardization among the many 

technologies and approaches currently in use for credential and authentication risk mitigation. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2018 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 
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Recommendation ITU-T X.1276 

Authentication step-up protocol and metadata Version 1.0 

1 Scope 

Electronic identity credential trust elevation methods are used to increase assurance in entity 

identification using authentication events and related entity information for the purpose of risk 

mitigation when making access control policy decisions. The goals of this Recommendation are: 

– To propose simple trust elevation architectural patterns demonstrating the use of trust 

elevation in modern access control architectures. 

– To describe a common metadata set, mechanisms and protocol elements for trust elevation 

information exchanges. 

– To promote the use of trust elevation elements to facilitate standardization among the many 

technologies and approaches currently in use for credential and authentication risk 

mitigation. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation.  

[ITU-T X.1141] Recommendation ITU-T X.1141 (2006), Security Assertion Markup 

Language (SAML 2.0). 

[ITU-T X.1142] Recommendation ITU-T X.1142 (2006), eXtensible Access Control Markup 

Language (XACML 2.0). 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 authentication [b-ITU-T X.1252]: A process used to achieve sufficient confidence in the 

binding between the entity and the presented identity. 

NOTE – Use of the term authentication in an identity management (IdM) context is taken to mean entity 

authentication.  

3.1.2 authentication assurance [b-ITU-T X.1252]: The degree of confidence reached in the 

authentication process that the communication partner is the entity that it claims to be or is expected 

to be.  

NOTE – The confidence is based on the degree of confidence in the binding between the communicating entity 

and the identity that is presented. 

3.1.3 access control [b-ITU-T X.1252]: A procedure used to determine if an entity should be 

granted access to resources, facilities, services, or information based on pre-established rules and 

specific rights or authority associated with the requesting party. 
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3.1.4 trust [b-ITU-T X.1252]: The firm belief in the reliability and truth of information or in the 

ability and disposition of an entity to act appropriately, within a specified context.  

3.1.5 trust framework [b-ITU-T X.1254]: A set of requirements and enforcement mechanisms 

for parties exchanging identity information. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 trust elevation: The task of increasing the strength of trust by adding factors from the same 

or different categories of authentication methods that do  not have the same vulnerabilities.  

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ABAC Attribute Based Access Control 

AL Authentication Level 

BAE Backend Attribute Exchange Model 

LOA Level of Assurance 

PDP Policy Decision Point 

PEP Policy Evaluation Point 

PIP Policy Information Point 

RP Relying Party 

RPT Requesting Party Token  

SAML Security Assertion Markup Language 

TE Trust Elevation 

UMA  User Managed Access 

XACML extensible Access Control Markup Language 

5 Conventions 

This Recommendation applies the following verbal forms for the expression of provisions: 

a) "must", "shall" indicates a requirement. 

b) "should" indicates a recommendation. 

c) "may" indicates a permission. 

d) "can" indicates a possibility and a capability. 

6 Conceptual models 

This clause covers trust elevation conceptual models. 

6.1 Trust elevation core model 

Figure 1 depicts the core model for trust elevation. 
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Figure 1 – Trust elevation core model 

6.2 Trust elevation concepts 

While the flow diagram above is easy to understand, implicit in the core model are several key 

components and processes, as shown in clause 7.2. The first of these is a component which functions 

as a policy engine capable of consuming the asserted user data and making a determination as to 

whether that data satisfies the resource's policy for authentication risk mitigation. The resource 

manager must have previously performed a risk assessment and adopted a risk mitigation strategy. 

The second key component is again an antecedent service generated during the risk assessment and 

mitigation process. It is composed of a capability to recognize which, if any, risks have been 

adequately mitigated by the initial transaction, which risks remain to be mitigated and preferred 

methods for satisfying the remaining needs.  

The third key component is a component for evaluating the success of the trust elevation transaction. 

This could be an iteration of the first component, but it has been broken out in the above graphic to 

clarify the decision flow.  

While these components are necessary to implement the trust elevation of a presented online identity, 

they require the resource manager to have engaged in prior planning and assessments in order to 

generate the information necessary to direct the behaviour of the components.  

Trust elevation methods are used to increase confidence in entity identification using authentication 

events and related entity information for the purpose of increased risk mitigation when making access 

control policy decisions. 

Levels of assurance models are structured such that increased risk mitigation results in increased 

credential or identity assurance level trust. These models require the determination of a given 

transaction's identity and authentication risk, expressed in terms of level of assurance (LOA) 

requirements. Policies are designed such that a credential or identity assurance level must meet or 

exceed the transaction's level of assurance requirement. 

Entity identification confidence may be increased by: mitigating an authentication threat not 

addressed by the original authentication exchange; improved mitigation of the original authentication 

threat, or examination of contextual or environmental factors to corroborate the existing 

identification.  

The definition of the composition of a particular assurance level scheme, and related policy evaluation 

criteria, is the responsibility of the parties involved in the transactions. The scheme should be tailored 
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to the risk tolerance and requirements of the relying party (RP). In other words, it is up to the resource 

manager to determine when sufficient mitigations of risk have occurred. 

6.3 Use of authorization architectures and models 

Another way to look at trust elevation is as a type of transaction or access control authorization. From 

this perspective, evaluation of the current state versus policy requirements results in decisions to 

'Permit', 'Deny', or 'Require Elevation'. 

The trust elevation core model is compatible with other published authorization models, such as: 

attribute based access control (ABAC) [ITU-T X.1142]. 

6.3.1 Attribute based access control model 

This clause illustrates how trust elevation (TE) would fit into an attribute based access control model. 

In [b-NIST SP800-162] the work describes the elements of an attribute based access control model.  

As shown in Figure 2, the primary components of authorization services are the policy enforcement 

point (PEP) which intercepts resource requests; and, the policy decision point (PDP) which checks 

supplied attributes versus access control policy. The PDP can obtain additional attributes from 

environmental conditions, policy information point (PIP) and other sources. Based on the policy 

evaluation, the PDP instructs the PEP to permit or deny access to the resource. 

 

Figure 2 – Attribute based access control model 

As depicted in Figure 3, when the authorization services determine that trust elevation is required, 

the trust elevation services take information from "Authentication Services" and "Risk-Based Engine" 

to evaluate what trust elevation method should be used to achieve the desired result. 
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