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Recommendation ITU-T X.1279 

Framework of enhanced authentication using telebiometrics with anti-spoofing 

detection mechanisms 

 

 

 

Summary 

Recommendation ITU-T X.1279 provides an architectural framework of enhanced authentication 

using telebiometrics with anti-spoofing detection. This Recommendation analyses threats to traditional 

telebiometric authentication solutions and specifies an architectural framework, authentication process 

flows and security considerations for enhanced authentication using telebiometrics with anti-spoofing 

detection mechanisms. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 
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Introduction 

Telebiometric authentication technology is frequently used in various areas that require a high level 

of reliability such as e-banking and procurement services. Efforts must be made to develop a security 

system that can pre-emptively cope with potential security threats for the purpose of ensuring 

telebiometric data security. 

This Recommendation analyses threats to traditional telebiometric authentication solutions and 

proposes a framework of enhanced authentication using telebiometrics with anti-spoofing 

detection (ASD). Anti-spoofing detection aims to determine that the user who sends the telebiometric 

authentication request is the active person who owns the biometric data. Anti-spoofing detection can 

be used together with telebiometric verification to enhance security and avoid fake biometric 

situations. Anti-spoofing detection functionality can be designed to enhance security and avoid the 

biometric data leakage. 
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Recommendation ITU-T X.1279 

Framework of enhanced authentication using telebiometrics with anti-spoofing 

detection mechanisms 

1 Scope 

This Recommendation provides an architectural framework of enhanced authentication using 

telebiometrics with the capabilities of anti-spoofing detection. This Recommendation analyses threats 

to traditional telebiometric authentication solutions and specifies an architectural framework, 

authentication process flows and security considerations for enhanced authentication using 

telebiometrics with anti-spoofing detection mechanisms.  

The architectural framework specified in this Recommendation can be used as guidance to help in 

the deployments of enhanced telebiometric authentication solutions using anti-spoofing detection 

functionalities. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1086]  Recommendation ITU-T X.1086 (2008), Telebiometrics protection procedures 

– Part 1: A guideline to technical and managerial countermeasures for 

biometric data security. 

[ITU-T X.1087]  Recommendation ITU-T X.1087 (2016), Technical and operational 

countermeasures for telebiometric applications using mobile devices. 

[ISO/IEC 24745] ISO/IEC 24745:2011, Information technology - Security techniques -Biometric 

information protection. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 authentication [b-ISO/IEC 2382-37]: The act of proving or showing to be of undisputed. 

3.1.2 biometric (adjective) [b-ISO/IEC 2382]: Pertaining to the field of biometrics. 

3.1.3 biometric capture [b-ISO/IEC 2382-37]: Obtain and record, in a retrievable form, signal(s) 

of biometric characteristic(s) directly from individual(s), or from representation(s) of biometric 

characteristic(s). 

3.1.4 biometric characteristic [b-ISO/IEC 2382-37]: Biological and behavioural characteristic of 

an individual from which distinguishing, repeatable biometric features can be extracted for the 

purpose of biometric recognition. 
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3.1.5 biometric data [b-ISO/IEC 2382-37]: Biometric sample or aggregation of biometric samples 

at any stage of processing, e.g., biometric reference, biometric probe, biometric feature r biometric 

property. 

3.1.6 biometric feature [b-ISO/IEC 2382-37]: Numbers or labels extracted from biometric 

samples and used for comparison. 

3.1.7 biometric recognition/biometrics [b-ISO/IEC 2382-37]: Automated recognition of 

individuals based on their biological and behavioral characteristics. 

3.1.8 biometric reference database [b-ISO/IEC 2382-37]: Database of biometric reference data 

records. 

3.1.9 biometric template [b-ISO/IEC 19784-1]: Set of stored biometric features comparable 

directly to biometric features of a recognition biometric sample. 

3.1.10 biometric verification [b-ISO/IEC 2382-37]: Process of confirming a biometric claim 

through biometric comparison. 

3.1.11 comparison (match/matching) [b-ISO/IEC 19784-1]: Estimation, calculation or 

measurement of similarity or dissimilarity between recognition biometric sample(s)/biometric 

features/biometric models and biometric reference(s). 

3.1.12 comparison decision [b-ISO/IEC 19784-1]: Determination of whether the recognition 

biometric sample(s) and biometric reference(s) have the same biometric source, based on a 

comparison score(s), a decision policy(ies) including a threshold, and possibly other inputs. 

3.1.13 mobile device [b-ISO 18461]: portable computing device, typically having a display screen 

with touch, pen and/or keyboard input and Internet connection. 

3.1.14 user [b-ISO/IEC 2382-37]: Any person or organization interacting in any way with a 

biometric system.  

3.1.15 telebiometrics [b-ITU-T X.1081]: The application of biometrics to telecommunications. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 anti-spoofing detection: A process of detecting and preventing spoofing of a biometric 

system through illegitimate actions. 

3.2.2 obfuscation: A deliberate act of creating source or machine code that is difficult for humans 

to understand. This technique relies on a collection of transformations that change the apparent 

operation of the software without changing the results. An obfuscated program should produce 

exactly the same results as a non-obfuscated program. 

NOTE – Obfuscation is a technique that is normally used to hide the meaning of some software by rearranging 

the operations, but it can also be used to add weak watermarks to the code. In both cases, the algorithms rely 

on a collection of transformations that change the apparent operation of the software without changing the 

results. An obfuscated program should produce exactly the same results as a non-obfuscated program. [b-

Disappearing Cryptography] 

3.2.3 quality detection: A measure of fitness of a biometric sample to accomplish or fulfil the 

biometric comparison decision. 

3.2.4 spoofing: The pretense assumed by an entity to be a different entity, by presenting a recorded 

image or other biometric data sample, or an artificially derived biometric characteristic, in order to 

impersonate an individual.  

NOTE – This definition has been adapted from [b-ITU M.3016.0]. 
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