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Recommendation ITU-T X.1331

Security guidelines for home area network (HAN) devices
in smart grid systems

Summary

A home area network (HAN) in smart grid systems is a premises network.. Unlike the traditional HAN,
the HAN in smart grids includes smart grid devices, such as distributed energy resources (DERS), an
electric vehicle (EV) charger, a home energy management system (HEMS) and a customer energy
display (CED). Customer electricity loads and DERs are connected to the HAN, so that customers can
turn the loads and DERs on or off based on the information from the utility in order to maximize the
efficiency of electricity usage. A HAN is usually connected to the Internet, so attackers can easily
access to a HAN and HAN devices. Thus, HAN devices should provide capabilities that prevent
attackers from compromising the HAN and its devices. Recommendation ITU-T X.1331 provides
threat analysis for a HAN in smart grid systems, security requirements and security functions. Since
the role and functions of each HAN device are different, the security requirements and security
functions by device are provided.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2018

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1331

Security guidelines for home area network (HAN) devices
In smart grid systems

1 Scope

This Recommendation provides security guidelines for home area network (HAN) devices in smart
grid systems. This Recommendation covers:

— security risks to devices and communications in a HAN;
— security requirements for devices and communications in a HAN;
— security functions of devices and communications in a HAN.

2 References
None.
3 Terms and definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 energy services interface (ESI) [b-ITU-T Y.2071]: A set of functions consisting of gateway
functions and functions required for smart grid applications to control and manage the smart grid
services in the customer premises.

3.1.2 energy storage system (ESS) [b-ITU-T L.1430]: The physical unit or component that has
the capability to store or accumulate energy produced by an energy generator or energy captured from
an energy consumer.

NOTE — An ESS provides storage functions for electricity using various types of battery. One example of use
of energy storage is to respond effectively to a dynamic price mechanism from a utility network. Electrical
energy is stored during a relatively low-cost period, while the stored electrical energy may replace higher-
priced electrical power from a utility network.

3.1.3 home area network (HAN) [b-ITU-T G.9959]: A network capable of connecting devices in
home premises.

3.1.4 home energy management system (HEMS) [b-ITU-T Y.4409]: A computer system
comprising a software platform providing basic support services and a set of applications providing
the functionality needed for the effective operation of home equipment, such as home appliances and
storage batteries, so as to assure adequate security of energy supply at minimum cost.

NOTE — A HEMS is designated by a HAN in a smart grid.

3.1.5 in-home display (IHD) [b-ITU-T Y.4409]: A user screen device to present home energy
consumption information. Users can optionally control their home devices with its user interface.

NOTE — The control and usage information are transferred in a HAN communication system environment.
A user screen device can also be a mobile or smart phone, (Internet protocol) television, internet video phone,
personal computer, tablet or wall-pad.

3.1.6  wide area network (WAN) [b-ITU-T Y.4409]: An IP based communication network that
covers a wide geographical area including the Internet and accommodates devices and local area
networks.
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3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 electric vehicle (EV): A motor vehicle that can be recharged from any external source of
electricity and that can work as a power-providing system at the same time.

Examples include all-electric vehicles, battery EVs, plug-in hybrid EVs and plug-in conversions of
hybrid EVs. A plug-in EV is sometimes referred to as a grid-enabled vehicle or an electrically
chargeable vehicle.

3.2.2 neighbourhood area network (NAN): An access network that allows smart grid end-
devices and home area networks (HANS) to connect to a wide area network (WAN).

NOTE — Adapted from [b-Smart-O-33].

3.2.3 smart meter: A device installed in premises to monitor and control the electrical power usage
of smart home devices based on their demand response information.

NOTE — Adapted from [b-ITU-T Y.4409].

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AMI Advanced Metering Infrastructure
CED Customer Energy Display

DER Distributed Electricity Resource
DG Distributed Generator

DoS Denial of Service

DTLS Datagram Transport Layer Security

ESI Energy Services Interface
ESS Energy Storage System
EV Electric Vehicle

G/W Gateway

HAN Home Area Network

HEMS Home Energy Management System
HMAC Hash-based Message Authentication Code

ID Identifier

IP Internet Protocol

IHD In-Home Display

NAN Neighbourhood Area Network
TLS Transport Layer Security

WAN Wide Area Network
WPA Wi-Fi Protected Access

5 Conventions
None.
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