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Recommendation ITU-T X.1333 

Security guidelines for the use of remote access tools  

in Internet-connected control systems 

 

 

 

Summary 

Remote access tools (RATs) are widely used on control systems for monitoring, control and 

maintenance to reduce maintenance costs and minimize the response time in the event of a 

malfunction. RATs provide the ability to manipulate control systems remotely, but at the same time, 

an insecure configuration of RATs and vulnerabilities in RATs could significantly increase the 

attack surface of control systems. The most serious problem is an interface to access a control system 

from the external networks that could allow attackers access to the control system from the Internet. 

Recommendation ITU-T X.1333 describes an overall picture to employ RATs securely for 

monitoring, control and maintenance. In this Recommendation, threats to network configuration due 

to the use of RATs are identified and security guidelines are provided to adapt secure configuration 

and security measures for the use of RATs in Internet-connected control systems. 

Providing well-organized security controls on the use of RATs would be helpful for digital service 

providers operating control systems to reduce the attack surface and the threats from external 

networks. Moreover, it would be beneficial to align the security levels between developed and 

developing countries, since this is not a local problem, but a global problem. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T X1333 

Security guidelines for the use of remote access tools  

in Internet-connected control systems 

1 Scope 

This Recommendation provides security guidelines for the use of remote access tools (RATs) in 

Internet-connected control systems over telecommunication networks. It covers the following: 

• Identification of threats against the insecure configuration of RATs and their impact on 

Internet-connected control systems; 

• Security controls and their rationale for secure configuration of RATs; 

• Implementation guidelines for each security control; and 

• An example of a secure configuration of RAT in Appendix I. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following term defined elsewhere: 

3.1.1 human machine interface (HMI) [b-IEC 61924-2]: The part of a system an operator 

interacts with. The interface is the aggregate of means by which the users interact with a machine, 

device, and system. The interface provides means for input, allowing the users to control the system 

and output, allowing the system to inform the users. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

DDoS  Distributed Denial of Service 

DMZ  Demilitarized Zone 

DNS  Domain Name Service 

DoS  Denial of Service 

EWS  Engineering Workstation 

HMI  Human Machine Interface 
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ICMP  Internet Control Message Protocol 

IDS  Intrusion Detection System 

IPsec  Internet Protocol Security 

LAN  Local Area Network 

MAC  Media Access Control 

MDM  Mobile Device Management 

MDMS  Meter Data Management System 

NAC  Network Access Control 

NFC  Near Field Communication 

PIN  Personal Identification Number 

PLC  Programmable Logic Controller 

RAT  Remote Access Tool 

RFID  Radio Frequency Identification 

SIEM  Security Information and Event Management 

SSH  Secure Shell 

SSL  Secure Socket Layer 

TLS  Transport Layer Security 

URL  Uniform Resource Locator 

VM  Virtual Machine 

VPN  Virtual Private Network 

5 Conventions 

This Recommendation uses the following conventions: 

The keywords "should" indicate a requirement which is recommended but which is not absolutely 

required. 

The keyword "may" indicate an optional requirement which is permissible, without implying any 

sense of being recommended. 

In the body of this Recommendation, the word "can" or "could" sometimes appear, in which case 

they are to be interpreted as "is able to" or "was able to".  

The appearance of the words "must", "should", "will" in Appendix I is to be interpreted as having 

no normative intent. 

6 Overview – RATs in Internet-connected control systems 

Control systems are employed to achieve an industrial objective such as manufacturing and 

transportation of matter or energy. The control system is responsible for ensuring the desired 

outcome or performance of the industrial objective. To ensure the performance of the control 

system, operators monitor information and data from sensors in field networks (see Figure 1). Based 

on the data and the information, operators may control the system if needed. To maintain the control 

system or solve technical problems, maintenance engineers from a control system vendor may 

access the control system. 
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