International Telecommunication Union

ITU-T X.1333

TELECOMMUNICATION (01/2022)
STANDARDIZATION SECTOR
OF ITU

SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

Secure applications and services (2) — Smart grid security

Security guidelines for the use of remote access
tools in Internet-connected control systems

Recommendation ITU-T X.1333

e | TU-T X.1333 2022


http://www.avadocuments.com/doc/itu-t-x-1333-2022
http://www.avadocuments.com/doc/itu-t-x-1333-2022

ITU-T X-SERIES RECOMMENDATIONS
DATA NETWORKS, OPEN SYSTEM COMMUNICATIONS AND SECURITY

PUBLIC DATA NETWORKS
OPEN SYSTEMS INTERCONNECTION
INTERWORKING BETWEEN NETWORKS
MESSAGE HANDLING SYSTEMS
DIRECTORY
OSI NETWORKING AND SYSTEM ASPECTS
OSI MANAGEMENT
SECURITY
OSI APPLICATIONS
OPEN DISTRIBUTED PROCESSING
INFORMATION AND NETWORK SECURITY
General security aspects
Network security
Security management
Telebiometrics
SECURE APPLICATIONS AND SERVICES (1)
Multicast security
Home network security
Mobile security
Web security (1)
Application Security (1)
Peer-to-peer security
Networked ID security
IPTV security
CYBERSPACE SECURITY
Cybersecurity
Countering spam
Identity management
SECURE APPLICATIONS AND SERVICES (2)
Emergency communications
Ubiquitous sensor network security
Smart grid security
Certified mail
Internet of things (IoT) security
Intelligent transportation system (ITS) security
Distributed ledger technology (DLT) security
Application Security (2)
Web security (2)
CYBERSECURITY INFORMATION EXCHANGE
Overview of cybersecurity
Vulnerability/state exchange
Event/incident/heuristics exchange
Exchange of policies
Heuristics and information request
Identification and discovery
Assured exchange
Cyber Defence
CLOUD COMPUTING SECURITY
Overview of cloud computing security
Cloud computing security design
Cloud computing security best practices and guidelines
Cloud computing security implementation
Other cloud computing security
QUANTUM COMMUNICATION
Terminologies
Quantum random number generator
Framework of QKDN security
Security design for QKDN
Security techniques for QKDN
DATA SECURITY
Big Data Security
Data protection
IMT-2020 SECURITY

X.1-X.199

X.200-X.299
X.300-X.399
X.400-X.499
X.500-X.599
X.600-X.699
X.700-X.799
X.800-X.849
X.850-X.899
X.900-X.999

X.1000-X.1029
X.1030-X.1049
X.1050-X.1069
X.1080-X.1099

X.1100-X.1109
X.1110-X.1119
X.1120-X.1139
X.1140-X.1149
X.1150-X.1159
X.1160-X.1169
X.1170-X.1179
X.1180-X.1199

X.1200-X.1229
X.1230-X.1249
X.1250-X.1279

X.1300-X.1309
X.1310-X.1319
X.1330-X.1339
X.1340-X.1349
X.1350-X.1369
X.1370-X.1399
X.1400-X.1429
X.1450-X.1459
X.1470-X.1489

X.1500-X.1519
X.1520-X.1539
X.1540-X.1549
X.1550-X.1559
X.1560-X.1569
X.1570-X.1579
X.1580-X.1589
X.1590-X.1599

X.1600-X.1601
X.1602-X.1639
X.1640-X.1659
X.1660-X.1679
X.1680-X.1699

X.1700-X.1701
X.1702—-X.1709
X.1710-X.1711
X.1712-X.1719
X.1720-X.1729

X.1750-X.1759
X.1770-X.1789
X.1800-X.1819

For further details, please refer to the list of ITU-T Recommendations. Documents
Document Sharing Hub

Full document details: ITU-T X.1333 2022


http://www.avadocuments.com/doc/itu-t-x-1333-2022
http://www.avadocuments.com/doc/itu-t-x-1333-2022

Recommendation ITU-T X.1333

Security guidelines for the use of remote access tools
in Internet-connected control systems

Summary

Remote access tools (RATs) are widely used on control systems for monitoring, control and
maintenance to reduce maintenance costs and minimize the response time in the event of a
malfunction. RATSs provide the ability to manipulate control systems remotely, but at the same time,
an insecure configuration of RATs and vulnerabilities in RATs could significantly increase the
attack surface of control systems. The most serious problem is an interface to access a control system
from the external networks that could allow attackers access to the control system from the Internet.

Recommendation ITU-T X.1333 describes an overall picture to employ RATs securely for
monitoring, control and maintenance. In this Recommendation, threats to network configuration due
to the use of RATS are identified and security guidelines are provided to adapt secure configuration
and security measures for the use of RATs in Internet-connected control systems.

Providing well-organized security controls on the use of RATs would be helpful for digital service
providers operating control systems to reduce the attack surface and the threats from external
networks. Moreover, it would be beneficial to align the security levels between developed and
developing countries, since this is not a local problem, but a global problem.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1333 2022-01-07 17 11.1002/1000/14798

Keywords

Control system, guideline, remote access tool, security.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall” or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2022

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T X1333

Security guidelines for the use of remote access tools
Iin Internet-connected control systems

1 Scope

This Recommendation provides security guidelines for the use of remote access tools (RATS) in
Internet-connected control systems over telecommunication networks. It covers the following:

. Identification of threats against the insecure configuration of RATs and their impact on
Internet-connected control systems;

. Security controls and their rationale for secure configuration of RATS;

. Implementation guidelines for each security control; and

. An example of a secure configuration of RAT in Appendix I.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following term defined elsewhere:

3.1.1 human machine interface (HMI) [b-IEC 61924-2]. The part of a system an operator
interacts with. The interface is the aggregate of means by which the users interact with a machine,
device, and system. The interface provides means for input, allowing the users to control the system
and output, allowing the system to inform the users.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
DDoS Distributed Denial of Service

DMZ Demilitarized Zone

DNS Domain Name Service
DoS Denial of Service

EWS Engineering Workstation
HMI Human Machine Interface
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ICMP Internet Control Message Protocol

IDS Intrusion Detection System
IPsec Internet Protocol Security
LAN Local Area Network

MAC Media Access Control

MDM Mobile Device Management
MDMS Meter Data Management System

NAC Network Access Control

NFC Near Field Communication

PIN Personal Identification Number
PLC Programmable Logic Controller
RAT Remote Access Tool

RFID Radio Frequency Identification
SIEM Security Information and Event Management
SSH Secure Shell

SSL Secure Socket Layer

TLS Transport Layer Security

URL Uniform Resource Locator

VM Virtual Machine

VPN Virtual Private Network

5 Conventions

This Recommendation uses the following conventions:

The keywords "should" indicate a requirement which is recommended but which is not absolutely
required.

The keyword "may" indicate an optional requirement which is permissible, without implying any
sense of being recommended.

In the body of this Recommendation, the word "can" or "could" sometimes appear, in which case
they are to be interpreted as "is able to" or "was able to".

The appearance of the words "must", "should", "will" in Appendix I is to be interpreted as having
no normative intent.

6 Overview — RATSs in Internet-connected control systems

Control systems are employed to achieve an industrial objective such as manufacturing and
transportation of matter or energy. The control system is responsible for ensuring the desired
outcome or performance of the industrial objective. To ensure the performance of the control
system, operators monitor information and data from sensors in field networks (see Figure 1). Based
on the data and the information, operators may control the system if needed. To maintain the control
system or solve technical problems, maintenance engineers from a control system vendor may
access the control system.
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