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Recommendation ITU-T X.1366 

Aggregate message authentication schemes for Internet of things environment 

 

 

 

Summary 

The number of Internet of things (IoT) devices is increasing, and in the near future there will be an 

enormous number of devices connected to the IoT network including 5G. Recommendation 

ITU-T X.1366 specifies two message authentication schemes. One is an aggregate message 

authentication (AMA) scheme for IoT as a basic mechanism. The other is an interactive aggregate 

message authentication (IAMA) scheme with interactive protocol in a lightweight and secure manner. 

Both aggregate message authentication schemes can be applied for ensuring "entity (identity) 

authentication" as well as for ensuring "message authentication". These schemes may not be applicable 

in all use cases for utilizing IoT devices, but they are quite effective and suitable for use cases in the 

following conditions where: 

• Message authentication is required from tens to tens of thousands of IoT devices. 

• Data or message being handled for an authentication process that occurs frequently and 

intermittently. 

For example, "surveillance applications for use of image data" and "remote telemetry" such as 

monitoring of plant or factory operations and health monitoring are the typical candidates of use cases 

for these schemes. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T X.1366 

Aggregate message authentication schemes for Internet of things environment 

1 Scope 

This Recommendation specifies two message authentication schemes. One is an aggregate message 

authentication (AMA) scheme for IoT as a basic mechanism. The other is an interactive aggregate 

message authentication (IAMA) scheme with interactive protocol in a lightweight and secure manner. 

Both aggregate message authentication schemes can be applied for ensuring "entity (identity) 

authentication" as well as for ensuring "message authentication". 

How to implement these schemes in a specific IoT environment, as well as aggregate signature 

technologies are outside the scope of this Recommendation. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following term defined elsewhere: 

3.1.1 message authentication code (MAC) [b-ITU-T X.813]: A cryptographic check value that 

is used to provide data origin authentication and data integrity. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 message authentication: A property that guarantees that a message has not been modified 

while in transit to ensure data integrity, and allows the receiving party to verify the source of the 

message. 

3.2.2 aggregate message authentication (AMA): A property that allows multiple message 

authentication codes, generated by multiple senders, to be aggregated into a shorter authentication 

code that can still be verified by a recipient who has the secret keys of the senders. 

3.2.3 authentication tags: A piece of data to be used for message authentication. 

4 Abbreviations and acronyms  

This Recommendation uses the following abbreviations and acronyms: 

AGT Adaptive Group Testing protocol 

AMA Aggregate Message Authentication 

AMAC Aggregate Message Authentication Code 

Full document details: ITU-T X.1366 2020

https://en.wikipedia.org/wiki/Data_integrity
http://www.avadocuments.com/doc/itu-t-x-1366-2020
http://www.avadocuments.com/doc/itu-t-x-1366-2020


 

2 Rec. ITU-T X.1366 (09/2020) 

IAMA Interactive Aggregate Message Authentication 

IoT Internet of Things 

MAC Message Authentication Code 

XOR Exclusive OR operation 

5 Conventions 

None. 

6 Overview and basic concept 

6.1 Overview 

The number of Internet of things (IoT) devices is continually increasing, and in the near future there 

will be an enormous number of devices connected to the IoT network including 5G. This 

Recommendation provides a lightweight and secure authentication system that can be applied in such 

a situation. 

Message authentication code (MAC) is one of the most fundamental cryptographic primitives, and 

the MAC can be used as a lightweight cryptographic primitive for message authentication. However, 

as shown in Figure 1, in current IoT systems, for messages sent from IoT devices, authentication tags 

(see clause 3.2.3) are individually generated at the IoT device side, and each message with a generated 

tag is basically verified by a verification process on the receiver side. The major problem recognized 

in this current IoT scenario is that the load of existing authentication and verification processes is 

increasing in proportion to the increase in the number of IoT devices. 

Aggregate message authentication code (AMAC) is an existing technology that allows for the 

compression of multiple MAC tags on multiple messages generated by different devices into a single 

aggregate tag without compromising security (see Appendix II). The advantage of AMAC lies in the 

fact that the size of an aggregate tag is much smaller than the combined total sizes of MAC tags, and 

hence it will be useful in applications in mobile networks or IoT networks where many devices 

sending messages are connected. Specifically, AMAC can be used in applications to make networks 

using MACs more efficient. However, this method cannot identify invalid messages among the 

multiple messages once these messages are regarded as invalid using an aggregate-tag in AMAC in 

general. In this Recommendation, the existing AMAC scheme is extended so that it allows to 

compress multiple MAC tags with detection capability to specify invalid messages. 

 

Figure 1 – One-to-one authentication system (conventional system) 
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