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Recommendation ITU-T X.1367 

Standard format for Internet of things (IoT) error logs for  

security incident operations 

 

 

 

Summary 

There are two issues to handle security incidents from the Internet of things (IoT) ecosystem: The first 

is the incompatibility of protocols between computer networks using transmission control 

protocol/Internet protocol (TCP/IP) and IoT edge devices. The second is the lack of compatibility of 

error codes among edge device manufacturers. 

Recommendation ITU-T X.1367 specifies a standardized error log format that can be placed in a 

protocol payload, such as syslog (see IETF RFC 5424) to be used for converting an error log 

information issued by an edge device to the standard error log format.  

This Recommendation also specifies a standardized error code table to solve the second issue. As a 

result, security incidents across computer networks and networks for IoT edge devices can be 

integrally managed. 
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browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T X.1367 

Standard format for Internet of things (IoT) error logs for  

security incident operations 

1 Scope 

This Recommendation specifies a standardized error format for Internet of things (IoT) error logs that 

can be placed in a protocol payload, such as syslog [b-IETF RFC 5424] for converting an error log 

information issued by an edge device to the standard error log format.  

This Recommendation also specifies a standardized error code table to solve the lack of compatibility 

of error codes among edge device manufacturers. As a result, security incidents across computer 

networks and networks for IoT edge devices can be integrally managed. 

2 References 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 actuator [b-ITU-T Y.4109]: A device performing physical actions caused by an input signal. 

3.1.2 attack [b-ISO 13491-1]: Attempt by an adversary on the device to obtain or modify sensitive 

information or a service they are not authorized to obtain or modify. 

3.1.3 authentication [b-ITU-T X.1277]: Authentication is the process in which a user employs their 

FIDO authenticator to prove possession of a registered key to a relying party. 

3.1.4 authorization [b-ITU-T X.800]: The granting of rights, which includes the granting of access 

based on access rights. 

3.1.5 device [b-ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment 

with the mandatory capabilities of communication and the optional capabilities of sensing, actuation, 

data capture, data storage and data processing. 

3.1.6 Internet of things (IoT) [b-ITU-T Y.4000]: A global infrastructure for the information 

society, enabling advanced services by interconnecting (physical and virtual) things based on existing 

and evolving interoperable information and communication technologies. 

3.1.7 human/machine interface (HMI) [b-ITU-T H.320]: Human-machine interface between 

user and terminal/system which consists of a physical section (electro-acoustic, electro-optic 

transducer, keys, etc.) and a logical section dealing with functional operation states. 

3.1.8 malware [b-ISO/IEC 27033-1]: Malicious software designed specifically to damage or 

disrupt a system, attacking confidentiality, integrity and/or availability. 

3.1.9 sensor [b-ITU-T Y.4105]: An electronic device that senses a physical condition or chemical 

compound and delivers an electronic signal proportional to the observed characteristic. 

3.1.10 thing [b-ITU-T Y.4000]: With regard to the Internet of things, this is an object of the physical 

world (physical things) or the information world (virtual things), which is capable of being identified 

and integrated into communication networks. 
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