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Recommendation ITU-T X.1376

Security-related misbehaviour detection mechanism using big data for connected
vehicles

Summary

Recommendation ITU-T X.1376 describes a security-related misbehaviour detection mechanism for
connected vehicles to help stakeholders to utilize automotive data to improve vehicle security.

As connectivity of vehicles increases, the number of vulnerabilities is rising due to the development
of complex technology. These vulnerabilities bring more threats to connected vehicles. Analysis of a
large amount of automotive data is very useful for assessing security of connected vehicles.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

Documents
i Rec. ITU-T X.1376 (01/2021) Document Sharing Hub

Full document details: ITU-T X.1376 2021


http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-x-1376-2021
http://www.avadocuments.com/doc/itu-t-x-1376-2021

Table of Contents
Page

DETINITIONS ..o
3.1 Terms defined EISEWNEIE .......ooeeeeeeeeee
3.2 Terms defined in this Recommendation..........oooovveeeeccccc,

ADbDreviations and aCrONYIMS .........eoiiiiiieiie i re e e ae e
(@00 11Y7=] 11 o] SRRSO
Model of misbehaviour detection MechaniSM ...........cccoveeieiieiieicnee e
Datal CAPTUIE ... e

o N oo o1 b»

DBLECTION ...t ettt bbbt bbb nr e
8.1 Data SEIECTION ..ottt e
8.2 DEteCION BNGINE ...ttt
8.3 OPLIMIZALION ...t bbb

Appendix | — Use cases of different detection methods...........cccocoevieiiiiiicic i
1.1 StALUS CNAIN CASE....c.viiiieiiieiesie ettt sne s
1.2 CONIOL FIOW CASE.....eeueeieieciieieee et
1.3 THMIE SEITES CASE....veeuveireeeeeseeeteesieesteaseesteeseesreesseaseesseesaeaseesseesseesseaneesseeneensennes
1.4 Associative intelligence detection Case ........cccvveveiierveie s

© © 00 O B~ b WODNMNDNPFP PP PP PP

N
= O O

[EEN
w

BIDHOGIAPNY ...

Documents
Rec. ITU-T X.1376 (01/2651y"ent Shggjing Hub

Full document details: ITU-T X.1376 2021


http://www.avadocuments.com/doc/itu-t-x-1376-2021
http://www.avadocuments.com/doc/itu-t-x-1376-2021

Documents

Document Sharing Hub

Full document details: ITU-T X.1376 2021


http://www.avadocuments.com/doc/itu-t-x-1376-2021
http://www.avadocuments.com/doc/itu-t-x-1376-2021

Recommendation ITU-T X.1376

Security-related misbehaviour detection mechanism using big data for
connected vehicles

1 Scope

This Recommendation describes a security-related misbehaviour detection mechanism for connected
vehicles. The mechanism includes the following steps.

a) Data capture. Specification of the types of data and information that can be captured from
different sources, including automotive, infrastructure, original equipment manufacturers
(OEMSs) and suppliers, for misbehaviour detection. Data capture methods and procedures lie
outside the scope of this Recommendation.

b) Detection. Analysis of the data captured to detect misbehaviour.

This Recommendation applies to connected vehicles to detect misbehaviour by designers and security
solution providers. Notification utilization methods lie outside the scope of this Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
None.

3.2 Terms defined in this Recommendation
This Recommendation defines the following term:

3.2.1 misbehaviour: Act of providing false or misleading data, operating in such a fashion as to
impede other service recipients or to operate outside of their authorized scope. Misbehaviour may
arise from internal, or external components to the vehicular system.

NOTE 1 — Based on [b-ISO/TR 17427-4].

NOTE 2 — Misbehaviour includes suspicious behaviour as in wrong message types or frequencies, invalid
logins and unauthorized access, or incorrect signed or encrypted messages, either purposeful or unintended.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
ADAS Advanced Driver Assistance System

ABS Anti-skid Braking System

AEB Autonomous Emergency Braking o t
ocuments
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