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Recommendation ITU-T X.1383 

Security requirements for categorized data in vehicle-to-everything (V2X) 

communication 

 

 

 

Summary 

Data security is one of the most important considerations for vehicle-to-everything (V2X) 

communication. However, in a resource constrained environment such as in-vehicle communication, 

data protection consumes a lot of resources since cryptographic functions are required.  

Recommendation ITU-T X.1383 categorizes the data used in V2X communication into several types 

such as object attribute data, vehicle status data, environmental perception data, vehicle control data, 

application service data and user personal data, and assigns three security levels for the categorized 

data types. Based on these categorized data types and assigned data security levels, this 

Recommendation provides security requirements for categorized data in V2X communication. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T X.1383 

Security requirements for categorized data in vehicle-to-everything (V2X) 

communication 

1 Scope 

This Recommendation categorizes the data used in vehicle-to-everything (V2X) communication into 

several types and defines the security level for each categorized data type. Based on these categorized 

data types in each security level, this Recommendation provides security requirements for categorized 

data in V2X communication. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1641] Recommendation ITU-T X.1641 (2016), Guidelines for cloud service customer 

data security. 

[ITU-T X.1603] Recommendation ITU-T X.1603 (2018), Data security requirements for the 

monitoring service of cloud computing. 

[ITU-T X.1372] Recommendation ITU-T X.1372 (2020), Security guidelines for vehicle-to-

everything (V2X) communication. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 data desensitization [b-ITU-T X.1217]: A process to hide the sensitive data.  

3.1.2 data lifecycle [b-ITU-T X.1751]: The entire survival process after data are generated, 

including data collection, data transmission, data storage, data usage (covering data analysis and 

visualization), data sharing and data destruction.  

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ABS  Anti-skid Braking System 

BSM  Basic Safety Message 

CAM  Cooperative Awareness Message 

DoS  Denial of Service 

GDPR  General Data Protection Regulation 

ICV  Intelligent Connected Vehicle 
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TLS  Transport Layer Security 

V2I  Vehicle-to-Infrastructure 

V2D  Vehicle-to-nomadic Device 

V2P  Vehicle-to-Pedestrian 

V2V  Vehicle-to-Vehicle 

V2X  Vehicle-to-Everything 

5 Conventions 

This Recommendation uses the following conventions: 

The keywords "is required to" indicate a requirement which must be strictly followed and from 

which no deviation is permitted if conformance to this document is to be claimed.  

The keywords "should" indicate a requirement which is recommended but which is not absolutely 

required. Thus, this requirement need not be present to claim conformance. 

The keyword "can" indicate an optional requirement which is permissible, without implying any 

sense of being recommended. 

The keywords "should not" indicates a requirement which must be strictly followed and from which 

no deviation is permitted, if conformance to this Recommendation is to be claimed. 

6 Data lifecycle in V2X communication 

6.1 Data lifecycle 

Data lifecycle is defined based on the data flow in the relevant organization businesses in a vehicle-

to-everything (V2X) communication environment. Based on the actual situation in V2X 

communication, the data security lifecycle is similar to that presented in [ITU-T X.1641], which 

includes the stages described below of data collection, data transmission, data storage, data usage, 

data migration, data destruction and data backup and restoration: 

− Data collection: The process of generating new data in the system within the organization 

and collecting data from the outside. There are two forms of data collection in V2X 

communication, one is the data generated in various V2X communication business processes 

and the other is the data collected by related users, partners and other third parties. 

− Data transmission: The process in which data flows from one entity to another within the 

organization. Data transmission in V2X communication mainly involves the realization of 

data flow between systems and equipment related to V2X communication services. 

− Data storage: The process of physical storage or cloud storage of data in any digital format. 

This stage typically occurs nearly simultaneously with the data collection. 

− Data usage: A series of activities conducted by organizations for dynamic data in V2X 

communication, such as data query, analysis and processing. In this stage, data update and 

new data production will be involved. 

− Data migration: The process of transferring data to external third parties. It includes data 

display and provision to users in V2X communication. It also includes the process of 

providing data to each other in cooperation between enterprises and institutions in V2X 

communication. 

− Data destruction: The process to make data permanently or temporarily unavailable by using 

physical or technical means. Data destruction can come from both cost considerations of the 

enterprise and external compliance or business requirements. Especially, if there are relevant 
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