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Recommendation ITU-T X.1403

Security guidelines for using distributed ledger technology for decentralized
identity management

Summary

Distributed ledger technology (DLT) and its specific implementations such as blockchain offer a
unique opportunity for utilizing a trust infrastructure and a platform that could be useful in enabling
trusted federation for exchanging identity attributes and identity information. Recommendation
ITU-T X.1403 provides a telecom-specific privacy and security considerations for using DLT data in
identity management.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1403

Security guidelines for using distributed ledger technology for decentralized
identity management

1 Scope

Distributed ledger technology (DLT) provides a trusted infrastructure that is useful for enabling
decentralized identity management systems for the exchange of identity attributes and identity
information.

This Recommendation provides an overview of using DLT for decentralized identity management.
The scope of the work includes:

— a brief overview of using distributed ledgers for the management of identity and identity data,
— discussion on security benefits of decentralized identity,

— guidance concerning necessary controls that should be used to mitigate threats to identity
data.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1252] Recommendation ITU-T X.1252 (2010), Baseline identity management terms
and definitions.

[ITU-T X.1254] Recommendation ITU-T X.1254 (2012), Entity authentication assurance
framework.

[ITU-T X.1277] Recommendation ITU-T X.1277 (2018), Universal authentication framework.

[ITU-T X.1278] Recommendation ITU-T X.1278 (2018), Client to authenticator
protocol/Universal 2-factor framework.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1 claim [ITU-T X.1252]: To state as being the case, without being able to give proof.

3.1.2 credential [ITU-T X.1252]: A set of data presented as evidence of a claimed identity and/or
entitlements.

3.1.3 DID document [b-W3C-2]: A set of data describing the DID subject, including mechanisms,
such as public keys and pseudonymous biometrics, that the DID subject can use to authenticate itself
and prove their association with the DID.

3.1.4 entity [ITU-T X.1252]: Something that has separate and distinct existence and that can be
identified in a context.
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3.1.5 federation [ITU-T X.1252]: An association of users, service providers, and identity service
providers.

3.1.6 identity service provider (IdSP) [ITU-T X.1252]: An entity that verifies, maintains,
manages, and may create and assign identity information of other entities.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 decentralized identifier (DID): A globally unique identifier that does not require a
centralized registration authority because it is registered with distributed ledger technology (DLT) or
other form of decentralized systems.

NOTE — Based on definition from [b-W3C-2].

3.2.2 DID subject: The entity the DID document is about. That is, the entity identified by the DID
and described by the DID document.

NOTE — Based on definition from [b-W3C-2].

3.2.3 key-chain: Refers to the task of securing the storage of private keys or data on a trusted
hardware unit in a device.

3.2.4 service endpoint: A distributed ledger address at which a service operates on behalf of a
DID subject. Examples of specific services include discovery services, social networks, file storage
services, and verifiable claim repository services. Service endpoints might also be provided by a
generalized data interchange protocol, such as extensible data interchange.

NOTE - Based on definition from [b-W3C-2].

3.25 trust framework: A legally enforceable set of specifications, rules, and agreements that
governs an identity system.

3.2.6 wallet (identity wallet): An application that primarily allows a user to hold identifiers and
credentials by storing the corresponding private keys on the user device.

3.2.7 zero knowledge proof: A proof that uses special cryptography and a master secret to permit
selective disclosure of information in a set of claims. A zero knowledge proof proves that some or all
of the data in a set of claims is true without revealing any additional information, including the identity
of the prover.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
DDO DID Document

DID Decentralized Identifier

DIdAm Decentralized Identity and Access Management

DLT Distributed Ledger Technology
I[dAM Identity Access and Management
IdSP Identity Service Provider
IT Information Technology
PKI Public Key Infrastructure
Pl Personally Identifiable Information
RP Relying Party
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