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Recommendation ITU-T X.1404

Security assurance for distributed ledger technology

Summary

Recommendation ITU-T X.1404 defines three levels of security assurance for the distributed ledger
technology (DLT) in order to facilitate design and development of security assurance mechanisms. It
further defines ten security assurance components encompassing the security assurance and specifies
criteria and guidelines for achieving each of the three levels of a security assurance component.
Finally, it also provides a mapping between specific threats and security assurance components and a
mapping between specific security capabilities and security assurance components.

Distributed ledger technology (DLT) is defined as a shared digital ledger, which is a continually
updated list of all transactions. The assurance of DLT is defined as the degree of confidence that the
process or deliverable meets defined characteristics or objectives. An assurance level could be
considered as a quantitative expression of assurance agreed among the relevant parties.

There is a need for specifying criteria and guidelines for achieving each of the three levels of a
security assurance component: data integrity, data confidentiality, credential management, identity
proofing of users, entity authentication, authorization, data obfuscation, consensus mechanism
strength, smart contract and personally identifiable information (PI1) data protection. To facilitate the
design and development of security assurance mechanisms, this Recommendation is based on three
levels of security assurance.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1404 2020-10-29 17 11.1002/1000/14450

Keywords

Consensus mechanism, distributed ledger technology, integrity, proof of work, security assurance.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en. Documents
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T X.1404

Security assurance for distributed ledger technology

1 Scope

This Recommendation defines three levels of security assurance for the distributed ledger
technology (DLT). It further defines ten security assurance components encompassing security
assurance and specifies criteria and guidelines for achieving each of the three levels of a security
assurance component. Finally, it also provides a mapping between specific threats and security
assurance components and a mapping between specific security capabilities and security assurance
components.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1401] Recommendation ITU-T X.1401 (2019), Security threats of distributed ledger
technology.

[ITU-T X.1402] Recommendation ITU-T X.1402 (2020), Security framework for distributed
ledger technology.

[ISO/IEC 27034-3] ISO/IEC 27034-3:2018, Information technology — Application security — Part
3: Application security management process.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 block [b-ITU-T X.1400]: Individual data unit of a blockchain (see clause 3.1.2), composed
of a collection of transactions and a block header.

3.1.2 blockchain [b-ITU-T X.1400]: A type of distributed ledger which is composed of digitally
recorded data arranged as a successively growing chain of blocks with each block cryptographically
linked and hardened against tampering and revision.

3.1.3 Byzantine fault tolerance [b-ITU-T X.1400]: Property that enables a system to continue
operating properly even if some of its components fail or existence of intentional bad actors.

3.1.4 consensus [b-ITU-T X.1400]: Agreement that a set of transactions is valid.

3.1.5 consensus mechanism [b-ITU-T X.1400]: Rules and procedures by which consensus is
reached.

3.1.6  control [b-ISO/IEC 27000]: Measure that is modifying risk.
NOTE 1 - Controls include any process, policy, device, practice, or other actions which modify risk.
NOTE 2 — Controls may not always exert the intended or assumed modifying effect.
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3.1.7 credentials [b-ITU-T X.1311]: Set of security-related information consisting of keys,
keying materials, and cryptographic algorithm-related parameters permitting successful interaction
with a security system.

3.1.8 data integrity [b-1TU-T X.800]: The property that data has not been altered or destroyed in
an unauthorized manner.

3.1.9 distributed ledger [b-ITU-T X.1400]: A type of ledger, that is shared, replicated, and
synchronized in a distributed manner.

3.1.10 distributed ledger technology [b-ISO 22739]: Technology that enables the operation and
use of distributed ledgers.

NOTE — This is the technology underlying Bitcoin and other crypto currencies.

3.1.11 hardware security module [b-1SO 13491-1]: Secure cryptographic device that provides a

set of secure cryptographic services, e.g., key generation, cryptogram creation, PIN translation, and
certificate signing.

3.1.12 hash function [b-NISTIR 8202]: A function that maps a bit string of arbitrary length to a
fixed-length bit string. Approved hash functions satisfy the following properties:

1. One-way: It is computationally infeasible to find any input that maps to any pre-specified
output, and
2. Collision resistant: It is computationally infeasible to find any two distinct inputs that map

to the same output

3.1.13 identity proofing [b-ISO/IEC 24760-1]: Verification based on identity evidence aimed at
achieving a specific level of assurance.

NOTE 1 — Identity proofing is typically performed as part of enrolment. Identity evidence can also be needed
during maintenance of registered identity information, e.g., recovery of a user account.

NOTE 2 — Typically, identity proofing involves a verification of provided identity information and can
include uniqueness checks, possibly based on biometric techniques.

NOTE 3 — Verification for identity proofing is usually based on an enrolment policy that includes
specification of the verification criteria of the identity evidence to be provided by the entity.

NOTE 4 — The verified identity information obtained when performing identity proofing can be included in
the registration and can serve to facilitate future identification of the entity.

3.1.14 node [b-ITU-T X.1400]: Device or process that participates in a distributed ledger network.
NOTE — A node can store a complete or partial replica of the distributed ledger.

3.1.15 off-chain [b-1SO/TC 307]: Related to a blockchain system, but located, performed or run
outside that blockchain system.

3.1.16 on-chain [b-ISO/TC 307]: Located, performed or run inside a blockchain system

3.1.17 personally identifiable information (PII) [b-ISO/IEC 29100]: Any information that (a)
can be used to identify the PII principal to whom such information relates, or (b) is or might be
directly or indirectly linked to a PII principal.

NOTE —To determine whether a PII principal is identifiable, account should be taken of all the means which

can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that
natural person.

3.1.18 proof of stake [b-ITU-T X.1400]: Consensus process, where an existing stake in the
distributed ledger system (e.g., the amount of that currency that you hold) is used to reach
CONSensus.

3.1.19 proof of work [b-ITU-T X.1400]: Consensus process to solve a difficult (costly, time-

consuming) problem that produces a result that is easy for others to correctly verify.
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