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Recommendation ITU-T X.1407

Security requirements for digital integrity proofing service based on distributed
ledger technology

Summary

Recommendation X.1407 specifies the security threats and requirements in digital integrity proofing
based on distributed ledger technology (DLT).

The original proof protected is stored in the off-chain. The hashed data values are stored in the
on-chain. Recommendation ITU-T X.1407 analyses the security threats to the digital integrity proofing
services based on DLT, namely, proof registration and proof provenance. This Recommendation also
describes the security requirements that could address security threats.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1407 2022-01-07 17 11.1002/1000/14800

Keywords

Digital integrity proofing, distributed ledger technologies, security threats and requirements.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2022

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

Documents
i Rec. ITU-T X.1407 (01/2022) Document Sharing Hub

Full document details: ITU-T X.1407 2022


http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-x-1407-2022
http://www.avadocuments.com/doc/itu-t-x-1407-2022

Table of Contents
Page

DETINITIONS ..o
3.1 Terms defined EISEWINEIE ........ooeeeeeeeee
3.2 Terms defined in this Recommendation..........oooovveveecccc,

P AN o] o] AV T LA 0] 0 T
G0NV EINTIONS .ttt s s s e s e e s s nnnsssnssnnsnsnnnnnnnnnnnnn
OVEIVIBW .ot e s s s ss s s s s sssesssnsssnsnsssnsssssnnnnnnnnnnnnnns

~N oo o1 b~

Stakeholders and processes for DLT-based digital integrity proofing...........cc.cccceeee.
7.1 SEAKENOIUETS ...
7.2 Processes of DLT-based digital integrity proofing ..........ccccceevevveveiieieenns

8 Security threats for DLT-based digital integrity proofing.........c.ccccoovvveiiiincncnennnn
8.1 SECUNItY tNIEALS WL L USEI ....vvieiiieieiirie e
8.2 Security threats w.r.t proof registration..............cccoceveiveiieii s,
8.3 Security threats w.r.t proof provenance...........ccccevveveeieiieese e

9 Security requirements for DLT-based digital integrity proofing...........cccocvevvvieiinnne
9.1 Security requIirements fOr @ USET .........coviiiirieieenie e
9.2 Security requirements for proof registration ............cccceecevveviesvesieese e,
9.3 Security requirements for proof provenance...........cccccecevveevvscesieese e

© 00 N o o o B B WWWDNDDNDDNDNDNDNPE P P P

Appendix | — Use case of e-invoice based on distributed ledger technology ...........c.cccccoveeee

Appendix Il — Use case for verification of academic certificates based on distributed
ledger teCNNOIOGY ......cc.oiiiiiie e 12

T o] [ToTo =T o] Y2 SS 14

Documents
Rec. ITU-T X.1407 (01/2622)"ent Shing Hub

Full document details: ITU-T X.1407 2022


http://www.avadocuments.com/doc/itu-t-x-1407-2022
http://www.avadocuments.com/doc/itu-t-x-1407-2022

Documents

Document Sharing Hub

Full document details: ITU-T X.1407 2022


http://www.avadocuments.com/doc/itu-t-x-1407-2022
http://www.avadocuments.com/doc/itu-t-x-1407-2022

Recommendation ITU-T X.1407

Security requirements for digital integrity proofing service based on distributed
ledger technology

1 Scope

This Recommendation specifies the security threats and requirements for digital proofing of the
integrity of an entity based on distributed ledger technology (DLT). The DLT-based digital integrity
proofing platform provides services for distributing, querying, and tracking digital proof of the
integrity of an entity using distributed ledger technologies.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1401] Recommendation ITU-T X.1401 (2019), Security threats to distributed ledger
technology.

[ITU-T X.1402] Recommendation ITU-T X.1402 (2020), Security framework for distributed
ledger technology.

[ITU-T X.1404] Recommendation ITU-T X.1404 (2020), Security assurance for distributed
ledger technology.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined in section 1.4 of [b-1SO 23257], and
elsewhere:

3.1.1 distributed ledger [b-ITU-T X.1400]: A type of ledger that is shared, replicated, and
synchronized in a distributed and decentralized manner.

3.1.2 distributed ledger technologies (DLTs) [b-ISO 22739]: Technology that enables the
operation and use of distributed ledgers.

3.1.3 distributed ledger technology platform [b-ISO 22739]: Set of processing, storage and
communication entities which together provide the capabilities of the DLT system on each DLT node.

3.1.4 integrity [b-ISO 13491-2]: Property that data has not been altered or destroyed in an
unauthorized manner.

3.1.5 ledger [b-ITU-T X.1400]: Information store that keeps final and definitive (immutable)
records of transactions.

3.1.6 smart contract [b-1SO 22739]: Computer program stored in a DLT system wherein the
outcome of any execution of the program is recorded on the distributed ledger.
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