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Recommendation ITU-T X.1410

Security architecture of data sharing management
based on the distributed ledger technology

Summary

Recommendation ITU-T X.1410 specifies a security architecture of data-sharing management based
on distributed ledger technologies (DLTs). Based on the architecture, this Recommendation specifies
the interfaces between the functional entities and the procedures of data-sharing management based
on DLT. Distributed ledger technology is transforming the industries with innovative solutions and
changing the way governments, institutions and businesses operate. It provides a solution for securely
replicating, sharing and synchronizing data across a distributed computer network, considering its
decentralization and tamper-proof features. Current approaches for sharing business data and
personally identifiable information (PI1) data with companies and digital platforms have led to privacy
vulnerabilities from hacks or poor data management. Adopting DLT or blockchain in data-sharing
management allows individuals or companies to maintain more direct control over their own
confidential information. In the DLT-based solution, only non-PIl data, e.g., hashed data values, are
stored in the on-chain. PIl data about a data owner are stored in the off-chain. A DLT-based solution
provides a way that improves the traceability, verifiability and changeability of status of data.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1410 2023-03-03 17 11.1002/1000/15109
Keywords

Data sharing, DLT, security architecture.

™ To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example,
http://handle.itu.int/11.1002/1000/11830-en. Documents
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2023

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1410

Security architecture of data sharing management
based on the distributed ledger technology

1 Scope

This Recommendation specifies a security architecture for data sharing based on DLTs. This
Recommendation includes:

- design of security architecture for data sharing based on distributed ledger technology (DLT);
- specification of the logical functions of the data-sharing security architecture;

- specification of the interfaces between the logical functions of the security architecture;

— specification of the procedures for data sharing based on DLT.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1408] Recommendation ITU-T X.1408 (2021), Security threats and requirements
for data access and sharing based on the distributed ledger technology.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 address [b-ITU-T FG DLT D1.1]: Identifier for entity(ies) performing transactions or other
actions in a blockchain or distributed ledger network.

3.1.2  blockchain [b-ITU-T X.1400]: A type of distributed ledger which is composed of digitally
recorded data arranged as a successively growing chain of blocks with each block cryptographically
linked and hardened against tampering and revision.

3.1.3 certification authority (CA) [b-1TU-T X.509]: An authority trusted by one or more entities
to create and digitally sign public-key certificates. Optionally the certification authority may create
the users' keys.

3.1.4 data provider [b-1SO/IEC/IEEE 15939]: Individual or organization that is a source of data.

3.1.5 identity [b-ISO/IEC 29100]: Set of attributes which make it possible to identify the
personally identifiable information principal.

3.1.6 off-chain [b-1SO 22739]: Related to a blockchain system, but located, performed, or run
outside that blockchain system.

3.1.7 on-chain [b-1SO 22739]: Located, performed, or run inside a blockchain system.
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3.1.8 personally identifiable information (PI11) [b-ISO/IEC 29100]: Any information that (a) can
be used to identify the PII principal to whom such information relates, or (b) is or might be directly
or indirectly linked to a PII principal.

NOTE — To determine whether a PII principal is identifiable, account should be taken of all the means which
can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that
natural person.

3.1.9 public-key infrastructure (PKI) [b-ITU-T X.509]: The infrastructure able to support the
management of public keys able to support authentication, encryption, integrity or non-repudiation
services.

3.1.10 smartcontract [b-1TU-T X.1400]: A program written on the distributed ledger system which
encodes the rules for specific types of distributed ledger system transactions in a way that can be
validated, and triggered by specific conditions.

3.1.11 symmetric encryption system [b-ISO/IEC 18033-1]: Cryptographic technique used to
protect the confidentiality of data, and which consists of three component processes: an encryption
algorithm, a decryption algorithm, and a method for generating keys, where the encryption and
decryption algorithms make use of the same key.

3.2 Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1 dataconsumer: User that reads data and then processes it to the extent that lexical or coding
boundaries are discovered.

NOTE - Adapted from [b-ISO/IEC 20944-1].

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
APl Application Programming Interface

CA Certification Authority

DLT Distributed Ledger Technology

Pl Personally Identifiable Information

PKI Public Key Infrastructure

5 Conventions
In this Recommendation:

The keywords "is recommended” indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "can" and "optionally™ indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option, and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.

Italics are used in this Recommendation to indicate functions.
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6 Architecture of DLT-based data sharing

Distributed ledger technology provides a solution for securely replicating, sharing and synchronizing
data across a distributed computer network, considering its decentralization and tamper-proof
features. Current approaches for sharing business data and personally identifiable information (PII)
data with companies and digital platforms have led to privacy vulnerabilities from hacks or poor data
management. Adopting DLT or blockchain in data-sharing management allows individuals or
companies to maintain more direct control over their own confidential information. In the DLT-based
solution, only non-PlI data, e.g., hashed data values, are stored in the on-chain. P11 data about a data
owner are stored in the off-chain. A DLT-based solution provides a way that improves the traceability,
verifiability and changeability of status of data. In this context, this Recommendation specifies the
security architecture of data-sharing management based on DLTs. The data sharing management
makes use of a symmetric encryption system where the encryption and decryption algorithms use the
same key. The security threats are described in [ITU-T X.1408].

This Recommendation is developed based on [ITU-T X.1408]. While [ITU-T X.1408] is designed
from a conceptual point of view this Recommendation is developed from the implementation point
of view. The mapping of terminology between this Recommendation and [ITU-T X.1408] is shown
in Table 1.

Table 1 — Mapping of terminologies between this Recommendation and [ITU-T X.1408]

This Recommendation [ITU-T X.1408]
Data provider Data-sharing agent (data owner)
Data consumer Data consumer client (data processor)
Key storage server Key management server
Data storage server Data storage server (data storage service provider)
DL T-based data-sharing management Data broker

6.1 Overview of functional architecture

Figure 1 illustrates the functional architecture of DLT-based data sharing management from the
implementation point of view. This is consistent with the architecture of DLT-based data access and
sharing shown in Figure B.1 of [ITU-T X.1408]. The latter one is designed from a conceptual point
of view and is a high-level architecture. The functional architecture in Figure 1 consists of the five
blue functional components and the three grey functional components.
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Figure 1 — Functional architecture of DLT-based data-sharing management

These components are described as follows:

- The five blue functional components are data provider, data consumer, data-sharing service
management, key storage server and data storage server, which are defined and described in
detail in clause 6.2.

- The three grey functional components are DLT infrastructure, DLT-based smart contract
management and system management (e.g., fault, configuration, performance, account,
security), which reuse the existing open source DLT platforms (e.g., Hyperledger Fabric) and
lie outside the scope of this Recommendation.

The procedures of DLT-based data-sharing management are described in Annex A.

6.2 Functional components

6.2.1 Data provider and data consumer

This Recommendation introduces two types of user: data provider (i.e., users to share their data) and
data consumer (i.e., users to consume the shared data by other users). Both types have the same

capabilities:
1) to obtain digital certificates (including public keys) and the corresponding private keys from

the certification authority (CA);
2) to store the obtained digital certificates and the corresponding private keys securely;
3) to communicate with the DLT-based data-sharing management server;
4) to get and store the digital certificates, network parameters and network configurations of the

DLT network nodes;
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