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Recommendation ITU-T X.1450 

Guidelines on hybrid authentication and key management mechanisms 

in the client-server model 

 

 

Summary 

Client and server are often asymmetric regarding security credential management. Since in most cases 

there are many clients and a few servers, server credentials are distributed and managed with relatively 

low cost, but client credentials are apparently not. As most mobile services increasingly communicate 

security and privacy sensitive data, industry need to provide secure channel in client-server model 

using secure yet cost-effective methods addressing such asymmetric security requirements. 

Passwords could be effective in terms of client credential management, and guidelines such as 

[ITU-T X.1151] are available for password-authenticated key exchange protocols. When client 

credentials are compromised, however, the adversary could impersonate not only clients but also 

service providers. Such server impersonation attacks could be mitigated by using public key 

techniques for server authentication with low credential management cost.  

Recommendation ITU-T X.1450 provides guidelines for hybrid authentication and key exchange 

mechanisms in the client-server model. The underlying mechanism suggests the use of shared secrets 

and public key techniques for authentication and key exchange. This Recommendation covers service 

scenarios, and security threats and methods to mitigate such attacks.  
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had received notice of intellectual property, protected 

by patents, which may be required to implement this Recommendation. However, implementers are cautioned 

that this may not represent the latest information and are therefore strongly urged to consult the TSB patent 

database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2019 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 
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Recommendation ITU-T X.1450 

Guidelines on hybrid authentication and key management mechanisms 

in the client-server model 

1 Scope 

This Recommendation describes hybrid authentication and key management mechanisms in the 

client-server model. It analyses the typical service scenarios, security threats and attack methods, and 

provides technical methods to mitigate these risks. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation.  

[ITU-T X.509]  Recommendation ITU-T X.509 (2016) | ISO/IEC 9594-8:2017, Information 

technology – Open Systems Interconnection – The Directory: Public-key and 

attribute certificate frameworks. 

[ITU-T X.1151]  Recommendation ITU-T X.1151 (2007), Guideline on secure password-based 

authentication protocol with key exchange. 

[ITU-T X.1158]  Recommendation ITU-T X.1158 (2014), Multi-factor authentication 

mechanisms using a mobile device. 

3 Terms and definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere:  

3.1.1 authentication [b-ITU-T Q.1743]: A property by which the correct identity of an entity or 

party is established with a required assurance. The party being authenticated could be a user, 

subscriber, home environment or serving network. 

3.1.2 authentication factor [b-ITU-T X.1154]: A type of credential; there are three types of 

authentication factors: ownership factor, knowledge factor and biometric factor. 

3.1.3 authentication protocol [b-ITU-T X.1254]: A defined sequence of messages between an 

entity and a verifier that enables the verifier to perform authentication of an entity. 

3.1.4 certification authority (CA) [ITU-T X.509]: An authority trusted by one or more entities to 

create and digital sign public-key certificates. Optionally the certification authority may create the 

subjects' keys. 

3.1.5 credential [b-ITU-T X.1252]: A set of data presented as evidence of a claimed identity 

and/or entitlements. 

3.1.6 digital signature [b-ITU-T X.843]: A cryptographic transformation of a data unit that allows 

a recipient of the data unit to prove the origin and integrity of the data unit and protect the sender and 
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the recipient of the data unit against forgery by third parties, and the sender against manipulated 

forgery by the recipient. 

3.1.7 hybrid authentication [b-ISO/IEC 25185-1]and [b-CCHK15]: A type of authentication 

using symmetric (or weak secret) and asymmetric authentication systems. 

3.1.8 mobile device [ITU-T X.1158]: A small, hand-held computing device with a subscriber 

identity module (SIM) card, typically having a display screen with touch input and/or a miniature 

keyboard and is not heavy. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 hybrid authentication and key exchange (HAKE): A type of authenticated key agreement 

where a client and a server make use of hybrid authentication to negotiate and authenticate one or 

more shared secret keys. 

3.2.2 identity-based cryptography: A type of public-key cryptography in which a publicly known 

string representing an individual or organization is used as a public key. The public string could be 

an email address, domain name, or an IP address (Definition based on [b-S84]). 

3.2.3 identity-based signature scheme: A type of digital signature scheme in which a publicly 

known string representing an individual or organization is used as a public verification key to verify 

a signature (Definition based on [b-S84]). 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

CA  Certification Authority 

DNS  Domain Name System 

HAKE  Hybrid Authentication and Key Exchange 

IBC  Identity-based Cryptosystem 

IBE  Identity-based Encryption 

IBS  Identity-based Signature 

KE  Key Exchange 

KGA  Key Generation Authority 

MFA  Multi-Factor Authentication 

MITM  Man-in-the-middle 

OTP  One-Time Password 

PA  Password-based Authentication 

PAKE  Password-based Authentication and Key Exchange or Password-Authenticated 

Key Exchange 

PKC  Public Key Cryptography 

PKI  Public Key Infrastructure 

RP  Relying Party 
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