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Recommendation ITU-T X.1451

Risk identification to optimize authentication

Summary

Recommendation ITU-T X.1451 specifies a risk identification function in an information and
communication technology (ICT) service system as a pre-processor before the authentication function
is invoked. It enables the ICT service system to optimize user authentication based on identified risks.

With this specific risk identification function, the ICT service system can make choices on
authentication mechanisms adaptively to its users and achieve multiple benefits such as: 1) to improve
user experiences; 2) to increase the capacity and reduce the per transaction cost of user authentication;
and 3) to reduce the risk of user identity forgery.

For ICT systems, user authentication is a critical security function. Various authentication mechanisms
are available, but it may not be clear how to make the best choice from a number of options.
Authentication of ICT services should strive to balance multiple functional objectives such as security,
user experience, cost and performance.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.
The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2020

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1451

Risk identification to optimize authentication

1 Scope

This Recommendation specifies a risk identification function in an information and communication
technology (ICT) service system as a pre-processor before the authentication function is invoked. It
enables the ICT service system to optimize user authentication based on identified risks.

This Recommendation covers the following topics:

— a reference model of an ICT service system where a risk identification function is introduced
in between the core service-handling subsystem and the authentication subsystem;

— a detailed explanation of the component modules of this risk identification function, and how
risks are identified, and user authentication is optimized,

— alternative processing designs for the risk identification engine.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 level of risk [b-ISO Guide 73]: Magnitude of a risk (3.1.4) or combination of risks, expressed
in terms of the combination of consequences and their likelihood.

3.1.2 risk evaluation [b-1SO Guide 73]: Process of comparing the results of risk analysis (3.1.5)
with risk criteria (3.1.6) to determine whether the risk (3.1.4) and/or its magnitude is acceptable or
tolerable.

NOTE - Risk evaluation assists in the decision about risk treatment (3.1.9).

3.1.3 risk identification [b-ISO Guide 73]: Process of finding, recognizing and describing risks
(3.1.4).

NOTE 1 — Risk identification involves the identification of risk sources, events (3.1.2), their causes and their
potential consequences (3.1.1).

NOTE 2 — Risk identification can involve historical data, theoretical analysis, informed and expert opinions,
and stakeholder's needs.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1 consequence: Outcome of an event (see clause 3.1.2) affecting objectives.
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NOTE 1 — An event can lead to a range of consequences.

NOTE 2 — A consequence can be certain or uncertain and in the context of information security is usually
negative.

NOTE 3 — Consequences can be expressed qualitatively or quantitatively.
NOTE 4 — Initial consequences can escalate through knock-on effects.
NOTE 5 — Based on the definition given in [b-1SO Guide 73].

3.2.2 event: Occurrence or change of a particular set of circumstances.
NOTE 1 — An event can be one or more occurrences and can have several causes.
NOTE 2 — An event can consist of something not happening.

NOTE 3 — An event can sometimes be referred to as an "incident" or "accident".
NOTE 4 — Based on the definition given in [b-1SO Guide 73].

3.2.3  risk: Effect of uncertainty on objectives.
NOTE 1 — An effect is a deviation from the expected — positive and/or negative.

NOTE 2 — Objectives can have different aspects (such as financial, health and safety, information security, and
environmental goals) and can apply at different levels (such as strategic, organization-wide, project, product
and process).

NOTE 3 — Risk is often characterized by reference to potential events and consequences, or a combination of
these.

NOTE 4 — Information security Risk is often expressed in terms of a combination of the consequences of an
information security event and the associated likelihood of occurrence.

NOTE 5 — Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

NOTE 6 — Information security risk is associated with the potential that threats will exploit vulnerabilities of
an information asset or group of information assets and thereby cause harm to an organization.

NOTE 7 — Based on the definition given in [b-1SO Guide 73].

3.2.4  risk analysis: Process to comprehend the nature of risk and to determine the level of risk.
NOTE 1 - Based on the definition given in [b-1SO Guide 73].

3.2.5 risk criteria: Terms of reference against which the significance of a risk is evaluated.

NOTE 1 — Risk criteria are based on internal and external context, and are regularly reviewed to ensure
continued relevance.

NOTE 2 — Risk criteria can be derived from standards, laws and policies.
NOTE 3 — Based on the definition given in [b-1SO Guide 73].

3.2.6  risk treatment: Process to modify risk.
NOTE 1 — Risk treatment can involve:
- avoiding the risk by deciding not to start or continue with the activity that give rise to the risk;

- seeking an opportunity by deciding to start or continue with an activity likely to create or enhance
the risk;

— removing the source of the risk;

— changing the nature and magnitude of likelihood,
- changing the consequences;

— sharing the risk with another party or parties; and
- retaining the risk by choice.

NOTE 2 — Risk treatments that deal with negative consequences are sometimes referred to as risk mitigation,
risk elimination, risk prevention, risk reduction, risk repression and risk correction.

NOTE 3 — Risk treatment can create new risks or modify existing risks.
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NOTE 4 — Based on the definition given in [b-1SO Guide 73].

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
CAPTCHA Completely Automated Public Turing test to tell Computers and Humans Apart

ICT Information and Communication Technology
ID Identifier

IP Internet Protocol

OoTP One-Time Password

PIN Personal Identification Number

SMS Short Message Service

5 Conventions

None.

6 Introduction

For many ICT service systems, user authentication is a critical security function. Various
authentication mechanisms are available, but it may not be clear how to make the best choice from a
number of options. Authentication of ICT services should strive to balance multiple functional
objectives such as security, user experience, cost and performance.

Multi-factor authentication is a successful technology in ICT, but should not be regarded as universal
for all cases. Example considerations follow.

— User needs to remember a password, bring a hard token, install a soft certificate, check a
mobile phone short message service (SMS), look into a camera, etc. The login and
authentication process can be complicated and not user friendly.

— For an ICT service system with both a very large number of users and a high access
concurrence, simply applying multi-factor authentication to every single user will impose an
extremely large burden on both its authentication subsystem and communication network.
This will further increase delay in response and impair user experience, as well as imposing
a high authentication cost per transaction.

— Although multi-factor authentication ensures fairly good security for the identification of ICT
users, it is still not sufficient for applications related directly to monetary resources, such as
digital financial services. Forgery or cloning of authentication credentials, Trojans, phishing
websites and ever-changing attack techniques of adversaries are great risks to such services
and cannot be solved by multi-factor authentication alone.

Considering these challenges, this Recommendation introduces a risk identification function to
optimize user authentication.

Traditionally, an authentication subsystem is closely coupled with the core service-handling
subsystem and is invoked according to fixed rules when service requests are received.
This Recommendation recommends that the core service-handling subsystem and the authentication
subsystem be decoupled and a risk identification function (called a "risk identification subsystem")
inserted between them. This helps to make authentication-related risk decisions before the
authentication subsystem is invoked.
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With this specific risk identification function, the ICT service system can adapt choices of
authentication mechanisms to its users and achieve the following benefits:

1) to improve user experience;
2) to increase the capacity and reduce the per transaction cost of authentication; and
3) to reduce the risk of user identity forgery.

7 Reference model of an ICT service system with risk identification

A reference model of an ICT service system with risk identification to optimize user authentication
is shown as Figure 1.
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Figure 1 — Reference model of an ICT service system with risk identification
to optimize user authentication

In this reference model, the risk identification subsystem is shown as a new function introduced into
a traditional ICT service system.

The risk identification subsystem composes the following components, shown in boxes with dashed
borders in Figure 1.

— The risk-monitoring module resides in the core service-handling subsystem side. It
monitors and collects information relevant to risk identification when the core service-
handling subsystem receives a service request from the user. The relevant information
includes, but is not limited to, information about the user device, user behaviour and user
account, and information about the service request itself. All information collected by the
risk-monitoring module regarding a given service request should be passed to the risk
identification engine in real time.

— The risk identification engine is located between the core service-handling and the
authentication subsystems. It identifies and evaluates the risk(s) associated with a given

service request based on the risk evaluation ticket fed by the risk-monitoring rB%JcI(:a &rﬁj‘ tgi‘l ts
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