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Recommendation ITU-T X.1452

Guidelines for security services provided by operators

Summary

Recommendation ITU-T X.1452 classifies potential use cases of security services provided by
operators and analyse specific requirements for security services, thus providing guidelines for
operators to safeguard and improve their security services.

Due to the growing number of innovations in services in network and telecommunication domains,
operators face a pressing need to explore new services based on their network and services capabilities.
In this transformation, operators have not only accumulated new assets and experiences with
technologies and services for network and telecommunication, but also the capability of offering
security services based on the full extent of their network and infrastructure deployments and
operations. The specific nature of this class of services makes them exhibit a number of differences
with more traditional telecommunication services (e.g., phone call, short message or mobile network
access). In this context, the portfolio of security services that are currently in production and explored
by operators need specific integration with the resources and assets of the telecommunication network
and infrastructure; the risk level of this portfolio is actually higher should the security service itself be
compromised as it is precisely supposed to turn the operator offering it into a security provider for end
market customers. A compromise of the service will result in loss of trust by customers and will affect
the whole range of services offered by the operator and will significantly increase the overall churn
level, and customer dissatisfaction and disloyalty. Therefore, security assurance, defined as the degree
of confidence reached in the security service, needs to be studied thoroughly. In order to offer a
technical reference for operators and to guarantee security, security service guidelines provided by the
operator need to be analysed and established.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1452 2020-10-29 17 11.1002/1000/14451

Keywords

Guidelines, operator, security services.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11

830-en. Documents

Document Sharing Hub
Rec. ITU-T X.1452 (10/2020) i

Full document details: ITU-T X.1452 2020


http://handle.itu.int/11.1002/1000/14451
http://handle.itu.int/11.1002/1000/11830-en
http://handle.itu.int/11.1002/1000/11830-en
http://www.avadocuments.com/doc/itu-t-x-1452-2020
http://www.avadocuments.com/doc/itu-t-x-1452-2020

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1452
Guidelines for security services provided by operators

1 Scope

This Recommendation classifies potential use cases of security services provided by operators,
analyses their specific requirements and specifies guidelines for operators to safeguard and improve
their security services.

2 References
None.
3 Definitions

3.1 Terms defined elsewhere
None.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 collaboration agreement: A contract between two or more business organizations that
results from the first step of the onboarding process and that specifies all onboarding parameters
between the business organizations.

3.2.2 non-technical onboarding process: The non-technical steps, for legal, compliancy, risk,
financial and sales support, for the integration of security services from a third party security service
provider and relevant parties into the operator, specifying all parameters. including roles and
responsibilities.

3.2.3 onboarding process: The steps taken to establish a collaboration agreement followed by the
necessary technical and non-technical onboarding process steps, which integrate (e.g., merge the
security services into one) a given security service from one business organization into another.

3.2.4 secure portable wireless access point (SPWAP): A portable device with a connecting
function that transports traffic and data from a terminal to the Internet or intranet, together with
security analysis and security filtering functions, such as analysing and filtering malicious uniform
resource locators (URLS) or phishing websites. It is preconfigured with a subscriber identification
module (SIM) card. It is similar to a mobile wireless local area network (WLAN) hotspot device.

3.2.5 security mechanism: A technical method to ensure security compliance of the security
service being onboarded for both the third-party service provider and the relevant parties, as well as
the operator.

3.2.6  security service: A service offering value to end customers based on security functionalities.

3.2.7 security service customer: A human being, organization, or system that uses a security
service provided by operators.

3.2.8  security service provider: A business organization offering a portfolio of services based on
security functionalities to end customers.

3.29 technical onboarding process: The technical steps for the pre-deployment, pre-
configuration and security mechanisms of the security services to be integrated from a third-party
security service provider and relevant parties into the operator.
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3.2.10 third party security service provider: A given security service provider offering a security
service to be onboarded by an operator.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

APN Access Point Name

CPSC Cloud Platform of Security Capabilities
CT Communication Technology

IP Internet Protocol

IT Information Technology

SIM Subscriber Identification Module
SPWAP  Secure Portable Wireless Access Point
UE User Equipment

URL Uniform Resource Locator

USIM Universal Subscriber Identity Module
VPDN Virtual Private Dial-up Network
VPN Virtual Private Network

WLAN Wireless Local Area Network

5 Conventions
In this Recommendation:

The phrase "is required™ indicates a requirement that must be strictly followed and from which no
deviation is permitted if conformance to this document is to be claimed.

The phrase "is recommended” indicates a requirement that is recommended, but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

In this Recommendation, the keywords "shall" and "should" may sometimes appear, in which case
they are to be interpreted as “is required to” and “is recommended” respectively.

6 Overview of security services provided by operators

Due to the growing number of innovations in services in network and telecommunication domains,
operators face a pressing need to explore new services based on their network and service capabilities.

In this transformation, operators have not only accumulated new assets and experiences with
technologies and services for networks and telecommunications, but also the capability of offering
security services based on the full extent of their network and infrastructure deployments and
operations.

The specific nature of this class of services makes them exhibit a number of differences with the more
traditional telecommunication services (e.g., phone calls, short messages or mobile network access).
In this context, see the following.

— The portfolio of security services that are currently in production and explored by operators
need specific integration with the resources and assets of telecommunication networks and
infrastructure.
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— The risk level on this portfolio is higher, should the security service itself be compromised.
The security service is to be offered by an operator as a security provider to their end user. A
compromise of such service will result in a loss of trust by end users. This loss of trust will
span the whole range of services offered by the operator and will significantly damage end-
user satisfaction and loyalty, thus increase the overall churn level.

7 Typical use cases

7.1 Secure connecting service

7.1.1 Customer

The customer of a secure connecting service provided by operators is an enterprise customer. This
service aims to protect the enterprise customer by guaranteeing the security of the mobile office
through secure access to the Internet and intranet of the enterprise.

7.1.2  Technical onboarding
1) Pre-deployment

The onboarding of a secure connecting service includes two main parts: a SPWAP and a cloud
platform of security capabilities (CPSC). The secure connecting service can provide functions such
as internet access, malicious website filtering, link selection and remote device monitoring.

Figure 7-1 illustrates onboarding of secure connecting services.
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Figure 7-1 — Technical onboarding of secure connecting service

In Figure 7-1, the SPWAP is a portable device with security analysis and security filtering functions,
which has been preconfigured with a SIM or universal subscriber identity module (USIM) card. It
can be similar to a mobile WLAN hotspot device. The terminal can access the SPWAP by WLAN.
The SPWAP is used as a network access point for connecting to the Internet or intranet of the
enterprise through a mobile network. To connect to the Internet, the SPWAP will take advantage of
various URL feature libraries on the CPSC to check the customer's accessing website or URL by
access control, and then block the malicious URL or phishing website. To connect to the intranet of
the enterprise, the SPWAP will make use of various link selection modes to access the intranet
securely, such as access point name (APN), virtual private network (VPN) and virtual private dial-up
network (VPDN).

The CPSC provides the security capabilities on the cloud and the ability to configure devices
connected to it, such as recognizing malicious websites and managing resources. The SPWAP can

query the CPSC, which shall respond. The CPSC can help the SPWAP to hold up maliBog%Lﬂerﬁseohts
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