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Recommendation ITU-T X.1470 

Security guidelines of web-based online customer service 

 

 

 

Summary 

Web-based online customer service is an important service for a service provider. It contains the 

user's important data and provides critical operational functions of the user's services. It is the service 

provider's responsibility to provide security for web-based online customer service.  

Recommendation ITU-T X.1470 analyses the security threats of web-based online customer service 

in three aspects: network security, system security and service security. It specifies security 

guidelines of web-based online customer service and corresponding security measures. It also 

proposes test procedures to verify that the specified security requirements are satisfied by 

corresponding security measures. 

This Recommendation can help service providers to ensure their web-based online customer 

services' security and protect benefits of their users. 

 

 

History 

Edition Recommendation Approval Study Group Unique ID* 

1.0 ITU-T X.1470 2021-11-13 17 11.1002/1000/14803 
 

 

 

Keywords 

Security guidelines, security test, web-based online customer service. 

 

 

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web 

browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11

830-en. 

Full document details: ITU-T X.1470 2021

http://handle.itu.int/11.1002/1000/14803
http://handle.itu.int/11.1002/1000/11830-en
http://handle.itu.int/11.1002/1000/11830-en
http://www.avadocuments.com/doc/itu-t-x-1470-2021
http://www.avadocuments.com/doc/itu-t-x-1470-2021


 

ii Rec. ITU-T X.1470 (11/2021) 

FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 

 

 

 

© ITU 2021 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the 

prior written permission of ITU. 

Full document details: ITU-T X.1470 2021

http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-x-1470-2021
http://www.avadocuments.com/doc/itu-t-x-1470-2021


 

  Rec. ITU-T X.1470 (11/2021) iii 

Table of Contents 

 Page 

1 Scope ............................................................................................................................  1 

2 References.....................................................................................................................  1 

3 Definitions ....................................................................................................................  1 

3.1 Terms defined elsewhere ................................................................................  1 

3.2 Terms defined in this Recommendation .........................................................  1 

4 Abbreviations and acronyms ........................................................................................  1 

5 Conventions ..................................................................................................................  2 

6 Overview ......................................................................................................................  2 

6.1 System life cycle .............................................................................................  2 

6.2 System components ........................................................................................  4 

6.3 Security risks ..................................................................................................  4 

6.4 Security requirements .....................................................................................  4 

6.5 Security tests ...................................................................................................  5 

7 Security risks analysis...................................................................................................  5 

7.1 Security risks ..................................................................................................  5 

7.2 Relationship between security risks and system components ........................  6 

8 Security requirements and measures ............................................................................  7 

8.1 Fundamental component security ...................................................................  7 

8.2 Information inquiry scenario ..........................................................................  8 

8.3 Commodity purchase scenario .......................................................................  9 

8.4 Subscription service scenario .........................................................................  9 

8.5 User identity authentication scenario .............................................................  10 

9 Security tests .................................................................................................................  11 

9.1 Fundamental component security ...................................................................  11 

9.2 Information inquiry ........................................................................................  13 

9.3 Commodity purchase ......................................................................................  15 

9.4 Subscription service ........................................................................................  17 

9.5 User identity authentication ............................................................................  18 

Bibliography.............................................................................................................................  21 

 

 

Full document details: ITU-T X.1470 2021

http://www.avadocuments.com/doc/itu-t-x-1470-2021
http://www.avadocuments.com/doc/itu-t-x-1470-2021


Full document details: ITU-T X.1470 2021

http://www.avadocuments.com/doc/itu-t-x-1470-2021
http://www.avadocuments.com/doc/itu-t-x-1470-2021


 

  Rec. ITU-T X.1470 (11/2021) 1 

Recommendation ITU-T X.1470 

Security guidelines of web-based online customer service 

1 Scope 

This Recommendation analyses security threats of web-based online customer service, specifies 

security guidelines and measures, and proposes testing methods to verify the security requirements 

are satisfied by corresponding security measures.  

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ISO/IEC/IEEE 15288] ISO/IEC/IEEE 15288: 2015(E), Systems and Software Engineering – 

System Life Cycle processes. 

[NIST SP 800-160] NIST SP 800-160 Vol. 1: 2018, Systems Security Engineering – 

Considerations for a Multidisciplinary Approach in the Engineering of 

Trustworthy Secure Systems. 

3 Definitions 

3.1 Terms defined elsewhere 

None. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 web-based online customer service: A web-based interface provided by a service provider 

for supporting self-services. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

API Application Programming Interface 

CSRF Cross Site Request Forgery 

HTTPS Hyper Text Transfer Protocol Secure 

ID Identifier 

SDLC System Development Life Cycle 

SIM Subscriber Identity Module 

SMS Short Message Service 

SQL Structured Query Language 
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SSH Secure Shell 

XSS Cross Site Scripting 

5 Conventions 

None. 

6 Overview 

Web-based online customer service is becoming an essential service offered by service providers. A 

web-based online customer service contains important data of the user (such as the user's call 

records, etc.) and provides critical inputs to operational functions of the user's services (e.g., 

recharges, payments, etc.). It is the responsibility for the provider to provide secure web-based 

online customer service.  

6.1 System life cycle 

The life cycle of a typical service (system) can be summarized as a series of stages and processes. 

As shown in Figure 1, [ISO/IEC/IEEE 15288] describes the system life cycle stages as concept, 

development, production, utilization, support, and retirement. The system development life cycle 

(SDLC) model is helpful in order to visualize the mapping of the security requirements, control 

measures and testing methods and where each of these should be applied to the entire web-based 

online customer service development life cycle. 

 

Figure 1 – System development life cycle  

The stages included in the SDLC model are: 

Full document details: ITU-T X.1470 2021

http://www.avadocuments.com/doc/itu-t-x-1470-2021
http://www.avadocuments.com/doc/itu-t-x-1470-2021


 

  Rec. ITU-T X.1470 (11/2021) 3 

– Concept: This stage is an initial exploration, fact-finding, and planning period. It develops 

preliminary system requirements and a feasible architecture and design solution. 

– Development: This stage begins with sufficiently detailed technical refinements of the 

system requirements, system architecture, and the security solution and transforms these 

into one or more feasible products that enable one or more services during the utilization 

stage.  

– Production: This stage begins with the approval to produce the system-of-interest. This 

stage is executed to produce or manufacture the system-of-interest, test it and produce 

related enabling systems as needed. 

– Utilization: This stage includes those processes related to the use of the system to provide 

services, as well as monitoring performance and identifying, classifying, and reporting 

anomalies, deficiencies, and failures. 

– Support: This stage provides logistics, maintenance, and support services. It also includes 

those processes related to providing services that support the utilization of the system-of-

interest. 

– Retirement: This stage begins whenever a system-of-interest reaches its end-of-service 

life. In this stage a system-of-interest and related operational and support services, and the 

retirement system itself are removed.  

According to [NIST SP 800-160] and [ISO/IEC/IEEE 15288], system development life cycle 

processes, as shown in Figure 2, were proposed as a complement along with the SDLC model. 

These processes and the six stages of the model do not have a one-to-one mapping relationship. 

Instead, engineers or managers can use the necessary processes based on the actual needs of a 

system during any stage.  

Among processes defined in [ISO/IEC/IEEE15288], risk management and verification, shown in 

bold in Figure 2, are related to system security. It is recommended to use them throughout the 

system development life cycle. 

 

Figure 2 – System development life cycle processes [ISO/IEC/IEEE15288] 
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