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Recommendation I TU-T X.1526

Language for the open definition of vulnerabilities
and for the assessment of a system state

Summary

Recommendation ITU-T X.1526 on the language for the open definition of vulnerabilities and for
the assessment of a system state (also known as, open vulnerability and assessment language,
(OVAL)) includes the three main steps of the assessment process. representing configuration
information of endpoints for testing; analysing the endpoint for the presence of the specified
machine state (vulnerability, configuration, patch state, etc.) and reporting the results of this
assessment. The purpose of OVAL isto provide an international, information security, community
standard to promote open and publicly available security content and to standardize the transfer of
this information across the entire spectrum of security tools and services. OVAL is alanguage used
to encode endpoint details, and an assortment of content repositories held throughout the community.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2014

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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I ntroduction

Recommendation ITU-T X.1526 describes the use of the language for the open definition of
vulnerabilities and for the assessment of a system state (also known as open vulnerability and
assessment language (OVAL)), an international, information security, community standard to
promote open and publicly available security content, and to standardize the transfer of this
information across the entire spectrum of security tools and services. OVAL includes a language
used to encode endpoint details, and an assortment of content repositories held throughout the
community. The language standardizes the three main steps of the assessment process: representing
configuration information of endpoints for testing; analysing the endpoint for the presence of the
specified machine state (vulnerability, configuration, patch state, etc.); and reporting the results of
this assessment. The repositories are collections of publicly available and open content that utilize
the language.

The OVAL community has developed three schemas written in extensible markup language (XML)
to serve as the framework and vocabulary of the OVAL language. These schemas correspond to the
three steps of the assessment process. an OVAL System Characteristics schema for representing
endpoint information, an OVAL Definition schema for expressing a specific machine state, and an
OVAL Results schemafor reporting the results of an assessment.

Content written in the OVAL Language is located in one of the many repositories found within the
community. One such repository is known as the OVAL repository. It is the central meeting place
for the OVAL community to discuss, analyse, store, and disseminate OVAL Definitions. Each
definition in the OVAL repository determines whether a specified software vulnerability,
configuration issue, program, or patch is present on an endpoint.

The information security community contributes to the development of OVAL by participating in
the creation of the OVAL Language on the OVAL developer's forum and by writing definitions for
the OVAL repository through the OVAL community forum. An OVAL board consisting of
representatives from a broad spectrum of industry, academia, and government organizations from
around the world, oversees and approves the OVAL Language and monitors the posting of the
definitions hosted on the OVAL website. This means that OV AL reflects the insights and combined
expertise of the broadest possible collection of security and system administration professionals
worldwide. Recommendation ITU-T X.1526 has been developed bearing in mind the importance of
maintaining, to the extent possible, technical compatibility between Recommendation
ITU-T X.1526 and [b-MITRE Adoption].

Documents
v Rec, ITU-T X.1526 (01/2014) Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T X.1526 2014


http://www.avadocuments.com/doc/itu-t-x-1526-2014
http://www.avadocuments.com/doc/itu-t-x-1526-2014

