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Recommendation I TU-T X.1546

M alwar e attribute enumer ation and char acterization

Summary

The malware attribute enumeration and characterization (MAEC) language includes enumerations of
malware attributes and behaviour that provide a common vocabulary. These enumerations are at
different levels of abstraction: low-level observables, mid-level behaviours and high-level
taxonomies. Recommendation ITU-T X.1546, which is the initial version of MAEC, focuses on the
creation of the enumeration of low-level malware attributes, and leverages the few instances of
similar work aready done in this area. Thus it will initially be capable of characterizing the most
common malware types, including Trojans, worms and rootkits, but it will ultimately be applicable
to more esoteric malware types.

History
Edition = Recommendation Approval Study Group Unique ID*
1.0 ITU-T X.1546 2014-01-24 17 11.1002/1000/12038
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2014

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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I ntroduction

Recommendation ITU-T X.1546 on the use of malware attribute enumeration and characteristics
(MAEC) is an international, information security, community standard to promote open and
publicly available security content about malware and malware behaviours. This Recommendation
also aims to standardize the transfer of this information across the entire spectrum of security tools
and services that can be used to monitor and manage defences against malware. MAEC is a
language used to encode malware relevant details.

The MAEC language aims to: 1) improve human-to-human, human-to-tool, tool-to-tool, and tool-
to-human communication about malware, 2) reduce potential duplication of maware analysis
efforts by researchers, and 3) allow for the faster development of countermeasures by enabling the
ability to leverage responses to previously observed maware instances. Threat analysis, intrusion
detection, and incident management are processes that deal with al manners of cyberthreats.
MAEC, through its uniform encoding of malware attributes, provides a standardized format for the
incorporation of actionable information regarding malware in these processes.

Malicious software — also called "malware" — has existed in one form or another since the advent of
the first PC virusin 1971. It is presently responsible for a host of malicious activities, ranging from
the vast majority of spam email distribution through botnets, to the theft of sensitive information via
targeted social engineering attacks. Effectively an autonomous agent operating on behaf of the
attacker, malware has the ability to perform any action that is capable of being expressed in code,
and as such it represents a prodigious threat to cybersecurity.

The protection of computer systems from malware is therefore currently one of the most important
information security concerns for organizations and individuals because even a single instance of
uncaught malware can result in damaged systems and compromised data. Being disconnected from
a computer network does not completely mitigate this risk of infection, as exemplified by malware
that makes use of USB as its insertion vector. As such, the main focus of the majority of anti-
malware efforts to date has been on preventing damaging effects through early detection.

There are currently several common methods used for malware detection, based mainly on physical
signatures and heuristics. These methods are effective in terms of their narrow scope, although they
have their own individual drawbacks, such as the fact that signatures are unsuitable for dealing with
zero-day, targeted, polymorphic and other forms of emerging malware. Similarly, heuristic
detection may be able to generically detect certain types of malware while missing those that it does
not have patterns for, such as kernel-level rootkits. Therefore, it would be safe to say that these
methods, while still useful, cannot be exclusively relied upon to deal with the current influx of
malware.

Malware attribute enumeration and characterization (MAEC, pronounced "mike") aims to eliminate
the ambiguity and inaccuracy that currently exists in malware descriptions and to reduce reliance on
signatures. In this way, MAEC seeks to improve human-to-human, human-to-tool, tool-to-tool, and
tool-to-human communication about malware; reduce potential duplication of maware analysis
efforts by researchers; and alow for the faster development of countermeasures by enabling the
ability to leverage responses to previously observed maware instances. As will be illustrated, the
MAEC language enables correlation, integration and automation for sharing structured information
about malware based upon attributes such as behaviours, artefacts and attack patterns.

As shown in Figure 1, MAEC is composed of a data model that spans several interconnected
schemas, thus representing the grammar that defines the language. These schemas permit different
forms of MAEC output to be generated, which can be considered as specific uses of the
aforementioned grammar.
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