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Recommendation ITU-T X.1602 

Security requirements for software as a service application environments 

 

 

Summary 

Recommendation ITU-T X.1602 analyses the maturity levels of software as a service (SaaS) 

application and proposes security requirements to provide a consistent and secure service execution 

environment for SaaS applications. These proposed requirements originate from cloud service 

providers (CSP) and cloud service partners (CSN) as they need a SaaS application environment to 

meet their demands on security. The requirements are general and independent of any service or 

scenario specific model (e.g., web services, or representational state transfer (REST)), assumptions or 

solutions.  

 

 

History 

Edition Recommendation Approval Study Group Unique ID* 

1.0 ITU-T X.1602 2016-03-23 17 11.1002/1000/12615 
 

 

 

Keywords 

Security requirement, software as a service (SaaS) application environment, SaaS maturity level. 

 

                                                 

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web 

browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11

830-en. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2016 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 

Copyright International Telecommunication Union/ITU Telcommunication Sector 
Provided by IHS Markit under license with ITU-T Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

--`,,```,,,,````-`-`,,`,,`,`,,`---

Full document details: ITU-T X.1602 2016

http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-x-1602-2016
http://www.avadocuments.com/doc/itu-t-x-1602-2016


 

  Rec. ITU-T X.1602 (03/2016) iii 

Table of Contents 

 Page 

1 Scope .............................................................................................................................  1 

2 References .....................................................................................................................  1 

3 Definitions ....................................................................................................................  1 

3.1 Terms defined elsewhere ................................................................................  1 

3.2 Terms defined in this Recommendation .........................................................  1 

4 Abbreviations and acronyms ........................................................................................  2 

5 Conventions ..................................................................................................................  2 

6 Overview .......................................................................................................................  2 

7 Maturity levels of SaaS application ..............................................................................  3 

7.1 Level 1: Custom SaaS application ..................................................................  3 

7.2 Level 2: Configurable SaaS application .........................................................  4 

7.3 Level 3: Multi-tenant SaaS application ..........................................................  5 

7.4 Level 4: Scalable SaaS application .................................................................  6 

8 Security requirements for SaaS application environment ............................................  7 

8.1 Common security requirements ......................................................................  8 

8.2 Security requirements of CSP ........................................................................  11 

8.3 Security requirements of CSN ........................................................................  12 

Bibliography.............................................................................................................................  13 

 

 

Copyright International Telecommunication Union/ITU Telcommunication Sector 
Provided by IHS Markit under license with ITU-T Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

--`,,```,,,,````-`-`,,`,,`,`,,`---

Full document details: ITU-T X.1602 2016

http://www.avadocuments.com/doc/itu-t-x-1602-2016
http://www.avadocuments.com/doc/itu-t-x-1602-2016


Copyright International Telecommunication Union/ITU Telcommunication Sector 
Provided by IHS Markit under license with ITU-T Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

--`,,```,,,,````-`-`,,`,,`,`,,`---

Full document details: ITU-T X.1602 2016

http://www.avadocuments.com/doc/itu-t-x-1602-2016
http://www.avadocuments.com/doc/itu-t-x-1602-2016


 

  Rec. ITU-T X.1602 (03/2016) 1 

Recommendation ITU-T X.1602 

Security requirements for software as a service application environments 

1 Scope 

This Recommendation focuses mainly on the security requirements of software as a service (SaaS) 

application environments based on the SaaS application maturity level. The target audiences of this 

Recommendation are cloud service providers (CSPs) and cloud service partners (CSNs) such as 

application developers. 

2 References 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 cloud service [b-ITU-T Y.3500]: One or more capabilities offered via cloud computing 

invoked using a defined interface. 

3.1.2 cloud service category [b-ITU-T Y.3500]: Group of cloud services that possess some 

common set of qualities. 

3.1.3 cloud service customer [b-ITU-T Y.3500]: Party which is in a business relationship for the 

purpose of using cloud services. 

3.1.4 cloud service partner [b-ITU-T Y.3500]: Party which is engaged in support of, or auxiliary 

to, activities of either the cloud service provider or the cloud service customer, or both. 

3.1.5 cloud service provider [b-ITU-T Y.3500]: Party which makes cloud services available. 

3.1.6 cloud service user [b-ITU-T Y.3500]: Natural person, or entity acting on their behalf, 

associated with a cloud service customer that uses cloud services. 

3.1.7 desktop as a service [b-ITU-T Y.3500]: The capabilities provided to the cloud service 

customer are the ability to build, configure, manage, store, execute, and deliver users' desktop 

functions remotely. 

3.1.8 infrastructure as a service (IaaS) [b-ITU-T Y.3500]: Cloud service category in which the 

cloud capabilities type provided to the cloud service customer is an infrastructure capabilities type. 

3.1.9 software as a service (SaaS) [b-ITU-T Y.3500]: Cloud service category in which the cloud 

capabilities type provided to the cloud service customer is an application capabilities type. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ASP Application Service Provider 

CaaS Communications as a Service 
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