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Recommendation ITU-T X.1816

Guidelines and requirements for classifying security capabilities
in IMT-2020 network slice

Summary

The definition of basic network slicing technology functions and processes has laid a solid foundation
for the first wave of IMT-2020 deployment and commercial use of network slicing services. As an
end-to-end logical network that is customized on demand, slicing can provide differentiation security
capabilities: First, the IMT-2020 network slicing provides the supporting security measures for the
differentiated network implementation. Second, the IMT-2020 network supports some optional
security measures at the slice level. Some security measures can also provide multiple security options
and operators may own different security resources. These may bring different degrees of security
guarantee or non-security performance. Slice customers also have specific security requirements and
may request customized network slices with different security protection levels from slice operators.
There exist some challenges for the slice customers or the slice operators choosing the security
capabilities of their slices such as management cost and definition inconsistency, etc. The objective of
Recommendation ITU-T X.1816 is to provide a description of differentiated IMT-2020 network slice
security capabilities and guidelines for classifying the IMT-2020 network slice security capabilities
and IMT-2020 network slice security to help the ecosystem more clearly understand and choose the
slicing security capabilities.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall” or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2023

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1816

Guidelines and requirements for classifying security capabilities
in IMT-2020 network slice

1 Scope

The objective of this Recommendation is to provide guideline and requirements for classifying
IMT-2020 network slice security. This Recommendation specifies:

. Definition of the differentiated IMT-2020 network slice security capabilities;

. Principles and methods for identifying the classification of IMT-2020 network slice security
capabilities.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.805] Recommendation ITU-T X.805 (2003), Security architecture for systems
providing end-to-end communications.

[ITU-T X.1047] Recommendation ITU-T X.1047 (2021), Security requirements and
architecture for network slice management and orchestration.

[3GPP TS 33.501] Technical Specification 3GPP TS 33.501 VV17.1.0 (2021), 3rd Generation
Partnership Project; Technical Specification Group Services and System
Aspects; Security architecture and procedures for 5G system (Release 17).

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1 network slice [b-ITU-T Y.3100]: A logical network that provides specific network

capabilities and network characteristics.

NOTE 1 — Network slices enable the creation of customized networks to provide flexible solutions for different
market scenarios which have diverse requirements, with respect to functionalities, performance and resource
allocation.

NOTE 2 — A network slice may have the ability to expose its capabilities.
NOTE 3 — The behaviour of a network slice is realized via network slice instance(s).

3.1.2 network slice instance [b-ITU-T Y.3100]: An instance of a network slice, which is created
based on a network slice blueprint.

3.1.3  network slice subnet [b-ETSI TS 128 530]: A representation of the management aspects of
a set of managed functions and the required resources (e.g., compute, storage and networking
resources).
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3.2 Terms defined in this Recommendation
None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AAA Authentication, Authorization, and Accounting
ACL Access Control List

AMF Access and Mobility Management Function
CN Core Network

Cu Central Unit

DDoS Distributed Denial-of-Service

DU Distributed Unit

EAP Extensible Authentication Protocol

ENSI External Network Slice Information

gNB NR Node B

IMT-2020 International Mobile Telecommunications-2020
NAT Network Address Translation

NFV Network Function Virtualization

ng-eNB Next Generation Evolved Node-B
NSSAI Network Slice Selection Assistance Information
S-NSSAI  Single Network Slice Selection Assistance Information

PDU Protocol Data Unit

PNF Physical Network Function
RAN Radio Access Network

RB Radio Bearer

TLS Transport Layer Security
UE User Equipment

URL Uniform Resource Locator
VNF Virtual Network Function
WAF Web Application Firewall
5 Conventions

In this Recommendation:

The keywords ""is recommended™ indicate a requirement that is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "can optionally' indicate an optional requirement that is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option, and the feature can be optionally enabled by the network
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