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Recommendation ITU-T X.2013 

Security measures for digital twin federation in smart cities and communities 

 

 

 

 

 

Summary 

A digital twin is developed for specific purposes in domains such as manufacturing, transportation, 

energy and safety. It is suitable for providing functions and services for each domain, but functional 

expansion is required to provide services for smart sustainable cities and communities with multiple 

domains. Digital twin federation (DTF) is a combination of digital twin systems in various fields. 

A digital twin federation may face security threats such as a system denial of service, data 

tampering, distributed denial of service attacks, illegal data sharing, authority upgrading, etc. 

Sending illegal instructions or malicious codes to other digital twin systems through the DTF could 

seriously affect the security and operation of the DTF. 

To ensure the security of a DTF, security threats and relevant security requirements specific to DTFs 

need to be analysed and security measures established. 

Recommendation ITU-T X.2013 identifies security threats specific to DTFs, analyses security 

requirements and thus establishes security measures for DTFs. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, and information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

https://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T X.2013 

Security measures for digital twin federation in smart cities and communities 

1 Scope 

This Recommendation provides security measures for digital twin federation (DTF) in smart cities 

and communities. In particular it: 

– identifies security threats to DTFs; 

– analyses security requirements for DTFs; 

– provides technical and management measures for countering identified security threats. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.4224] Recommendation ITU-T Y.4224 (2023), Requirements for digital twin 

federation in smart cities and communities. 

[ITU-T Y.4489] Recommendation ITU-T Y.4489 (2023), Reference architecture of digital twin 

federation in smart cities and communities. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 digital twin [b-ITU-T Y.4600]: A digital representation of an object of interest. 

NOTE – A digital twin may require different capabilities (e.g., synchronization, real-time support) according 

to the specific domain of application. 

3.1.2 digital twin federation [ITU-T Y.4224]: Sharing data and functions for collaboration 

across different digital twins. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AP-FE Adaptation Process Functional Entity 

CFIM-FE Candidate Feature Information Management Functional Entity 

CSIM-FE Communication Status Information Management Functional Entity 

DDoS Distributed Denial of Service 

DFA-FE Data Format Adaptation Functional Entity 
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DoS Denial of Service 

DTD-FE Digital Twin Discovery Functional Entity 

DTF Digital Twin Federation 

DTR-FE Digital Twin Registration Functional Entity 

FC-FE Federation Communication Functional Entity 

FIM-FE Feature Information Management Functional Entity 

FM-FE Federation Management Functional Entity 

FSIM-FE Federation Status Information Management Functional Entity 

IDS Intrusion Detection Systems 

IPS Intrusion Prevention Systems 

IPSec Internet Protocol Security 

PA-FE Protocol Adaptation Functional Entity 

PKI Public Key Infrastructure 

RBAC Role-Based Access Control 

SA-FE Semantic Adaptation Functional Entity 

SD-FE Semantic Dictionary Functional Entity 

TLS Transport Layer Security 

5 Conventions 

In this Recommendation: 

The keywords "must" indicate a requirement which must be strictly followed and from which no 

deviation is permitted if conformance to this document is to be claimed. 

The keywords "should" and "shall" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 

6 Overview 

6.1 Introduction of DTF in smart cities and communities 

A digital twin can be defined as a digital representation of an object of interest that may require 

different capabilities according to the specific domain of application, and it can be used to predict 

future situations possible to be occurred in the real world. The object of interest refers to an 

observable object. 

The digital twins are developed for their specific purposes and dedicated requirements in each 

domain, such as manufacturing, transportation, energy and safety. However, a functional expansion 

is required to provide cross-domain services for smart sustainable cities and communities, since 

smart sustainable cities and communities include multiple domains and stakeholders as mentioned 

above, and they may suffer from conflicts of interest. These problems can be solved by 

pre-simulating various complex situations through sharing data and functions for collaboration 

across different digital twins. This collaboration is defined as DTF. 
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