International Telecommunication Union

ITU-T X.697

TELECOMMUNICATION (02/2021)
STANDARDIZATION SECTOR
OF ITU

SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

OSI networking and system aspects — Abstract Syntax
Notation One (ASN.1)

Information technology — ASN.1 encoding rules:
Specification of JavaScript Object Notation
Encoding Rules (JER)

Recommendation ITU-T X.697

Ssnmeraranins SETOerans. ITU-T X.697 2021


http://www.avadocuments.com/doc/itu-t-x-697-2021
http://www.avadocuments.com/doc/itu-t-x-697-2021

ITU-T X-SERIES RECOMMENDATIONS
DATA NETWORKS, OPEN SYSTEM COMMUNICATIONS AND SECURITY

PUBLIC DATA NETWORKS
Services and facilities
Interfaces
Transmission, signalling and switching
Network aspects
Maintenance
Administrative arrangements
OPEN SYSTEMS INTERCONNECTION
Model and notation
Service definitions
Connection-mode protocol specifications
Connectionless-mode protocol specifications
PICS proformas
Protocol Identification
Security Protocols
Layer Managed Objects
Conformance testing
INTERWORKING BETWEEN NETWORKS
General
Satellite data transmission systems
IP-based networks
MESSAGE HANDLING SYSTEMS
DIRECTORY
OSI NETWORKING AND SYSTEM ASPECTS
Networking
Efficiency
Quality of service
Naming, Addressing and Registration
Abstract Syntax Notation One (ASN.1)
OSI MANAGEMENT
Systems management framework and architecture
Management communication service and protocol
Structure of management information
Management functions and ODMA functions
SECURITY
OSI APPLICATIONS
Commitment, concurrency and recovery
Transaction processing
Remote operations
Generic applications of ASN.1
OPEN DISTRIBUTED PROCESSING
INFORMATION AND NETWORK SECURITY
SECURE APPLICATIONS AND SERVICES (1)
CYBERSPACE SECURITY
SECURE APPLICATIONS AND SERVICES (2)
CYBERSECURITY INFORMATION EXCHANGE
CLOUD COMPUTING SECURITY
QUANTUM COMMUNICATION
DATA SECURITY
5G SECURITY

X.1-X.19
X.20-X.49
X.50-X.89
X.90-X.149
X.150-X.179
X.180-X.199

X.200-X.209
X.210-X.219
X.220-X.229
X.230-X.239
X.240-X.259
X.260-X.269
X.270-X.279
X.280-X.289
X.290-X.299

X.300-X.349
X.350-X.369
X.370-X.379
X.400-X.499
X.500-X.599

X.600-X.629
X.630-X.639
X.640-X.649
X.650-X.679
X.680-X.699

X.700-X.709
X.710-X.719
X.720-X.729
X.730-X.799
X.800-X.849

X.850-X.859
X.860-X.879
X.880-X.889
X.890-X.899
X.900-X.999
X.1000-X.1099
X.1100-X.1199
X.1200-X.1299
X.1300-X.1499
X.1500-X.1599
X.1600-X.1699
X.1700-X.1729
X.1750-X.1799
X.1800-X.1819

For further details, please refer to the list of ITU-T Recommendations.

Full document details: ITU-T X.697 2021

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/itu-t-x-697-2021
http://www.avadocuments.com/doc/itu-t-x-697-2021

INTERNATIONAL STANDARD ISO/IEC 8825-8
RECOMMENDATION ITU-T X.697

Information technology — ASN.1 encoding rules: Specification of JavaScript
Object Notation Encoding Rules (JER)

Summary

Rec. ITU-T X.697 | ISO/IEC 8825-8 specifies a set of JavaScript Object Notation Encoding Rules (JER) that may be used
to derive a transfer syntax for values of types defined in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC
8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3 and Rec. ITU-T X.683 | ISO/IEC 8824-4. It is implicit in the specification of
these encoding rules that they are also to be used for decoding.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall” or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Introduction

Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3 and Rec.
ITU-T X.683 | ISO/IEC 8824-4 together describe Abstract Syntax Notation One (ASN.1), a notation for the definition of
messages to be exchanged between peer applications.

This Recommendation | International Standard defines encoding rules that may be applied to values of ASN.1 types
defined using the notation specified in the publications listed in the previous paragraph. Application of these encoding
rules produces a transfer syntax for such values. It is implicit in the specification of these encoding rules that they are also
to be used for decoding.

There is more than one set of encoding rules that can be applied to values of ASN.1 types. This Recommendation |
International Standard defines a set of JavaScript Object Notation Encoding Rules (JER), so called because the encodings
they produce are instances of the JSON grammar specified in ECMA-404.

This Recommendation | International Standard specifies the syntax and semantics of JER encoding instructions that
modify the JSON text produced by the application of JER to certain ASN.1 types.

Clauses 8 to 12 list the JER encoding instructions and specify the syntax for their assignment to an ASN.1 type or
component using either a JER type prefix (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 31.3) or a JER encoding
control section (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 54).

Clause 13 defines the order of precedence if JER encoding instructions are present in both a JER type prefix and in a JER
encoding control section.

Clauses 14 to 19 specify:
a) the syntax of each JER encoding instruction used in a type prefix or a JER encoding control section;

b) restrictions on the JER encoding instructions that can be associated with a particular ASN.1 type (resulting
from inheritance and multiple assignments).

Clauses 20 to 41 specify the JER encoding of ASN.1 types, referencing earlier clauses that define the JER encoding
instructions.

Annex A is informative and contains examples of JER encodings where JER encoding instructions are not used.

Annex B is informative and contains examples of JER encoding instructions and their effect on the JER encodings.
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ISO/IEC 8825-8:2021 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — ASN.1 encoding rules: Specification of JavaScript
Object Notation Encoding Rules (JER)

1 Scope

This Recommendation | International Standard specifies a set of JavaScript Object Notation Encoding Rules (JER) that
may be used to derive a transfer syntax for values of types defined in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T
X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3 and Rec. ITU-T X.683 | ISO/IEC 8824-4. It is implicit in
the specification of these encoding rules that they are also to be used for decoding.

The encoding rules specified in this Recommendation | International Standard:
—  are used at the time of communication;

— are intended for use in circumstances where interoperability with applications using JSON is the major
concern in the choice of encoding rules;

— allow the extension of an abstract syntax by addition of extra values for all forms of extensibility described
in Rec. ITU-T X.680 | ISO/IEC 8824-1.

This Recommendation | International Standard also specifies the syntax and semantics of JER encoding instructions, as
well as the rules for their assignment and combination. JER encoding instructions can be used to control JER encoding
for specific Abstract Syntax Notation One (ASN.1) types.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

NOTE — This Recommendation | International Standard is based on ISO/IEC 10646:2003 and the Unicode standard version
3.2.0:2002. It cannot be applied using later versions of these two standards.

2.1 Identical Recommendations | International Standards

—  Recommendation. ITU-T X.226 (1994) | ISO/IEC 8823-1:1994, Information technology — Open Systems
Interconnection — Connection-oriented Presentation protocol: Protocol specification.

— Recommendation ITU-T X.680 (2021) | ISO/IEC 8824-1:2021, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

—  Recommendation ITU-T X.681 (2021) | ISO/IEC 8824-2:2021, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

— Recommendation ITU-T X.682 (2021) | ISO/IEC 8824-3:2021, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

— Recommendation ITU-T X.683 (2021) | ISO/IEC 8824-4:2021, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

— Recommendation ITU-T X.690 (2021) | ISO/IEC 8825-1:2021, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

—  Recommendation ITU-T X.691 (2021) | ISO/IEC 8825-2:2021, Information technology — ASN.1 encoding
rules: Specification of Packed Encoding Rules (PER).

NOTE — The references above shall be interpreted as references to the identified Recommendations | International Standards
together with all their published amendments and technical corrigenda.

2.2 Additional references
— ECMA Standard ECMA-404 (2017), The JSON Data Interchange Syntax.
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ISO/IEC 8825-8:2021 (E)

— IETF RFC 2045 (1996), Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies.

— ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet coded character set (UCS).

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

3.1 Specification of basic notation

For the purposes of this Recommendation | International Standard, all the definitions in Rec. ITU-T X.680 |
ISO/IEC 8824-1 apply.

3.2 Information object specification

For the purposes of this Recommendation | International Standard, all the definitions in Rec. ITU-T X.681 |
ISO/IEC 8824-2 apply.

3.3 Constraint specification

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.682 | ISO/IEC
8824-3:

a) component relation constraint;
b) table constraint.

34 Parameterization of ASN.1 specification

This Recommendation | International Standard makes use of the following term defined in Rec. ITU-T X.683 |
ISO/IEC8824-4:

—  variable constraint.

35 Basic Encoding Rules (BER)

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.690 |
ISO/IEC 8825-1:

a) data value;

b) dynamic conformance;

¢) encoding (of a data value);
d) receiver;

e) sender;

f)  static conformance.

3.6 Packed Encoding Rules (PER)

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.691 |
ISO/IEC 8825-2:

a) composite type;

b) composite value;

C) outermost type;

d) relay-safe encoding;
e) simple type;

f) textually dependent.

3.7 Additional definitions

3.7.1 abstract syntax value: A value of an abstract syntax (defined as a set of values of a single ASN.1 type) which
is to be encoded by JER or which is generated by JER decoding.
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3.7.2 associated encoding instruction (for a type): A set of JER encoding instructions associated with a type.

3.7.3 effective value constraint (of an integer type): The smallest integer range that includes all the values of the
integer type that are permitted by the JER-visible constraints (see clause 7.2.7).

3.74 effective size constraint (of a bitstring type): The smallest integer range that includes the lengths of all the
values of the string type that are permitted by the JER-visible constraints (see clause 7.2.8).

3.75 final encoding instructions (for a type): The set of JER encoding instructions associated with a type as a result
of the complete ASN.1 specification, and which are applied in producing encodings of that type.

3.7.6 inherited encoding instructions: A set of JER encoding instructions that are associated with the type identified
by a type reference.

3.7.7 JSON array: A series of JSON tokens that constitute an array structure as specified in ECMA-404, clause 7.

3.7.8 JSON member name string (of a component of a sequence, set or choice type that is encoded as a JSON
object): The Unicode character string denoted by the name of the member of the JSON object identifying the component
in the JER encoding.

3.79 JSON number: A JSON token that is a number as specified in ECMA-404, clause 8.
3.7.10 JSON object: A series of JSON tokens that constitute an object structure as specified in ECMA-404, clause 6.

3.7.11  JSON string: A JSON token that is a string as specified in ECMA-404, clause 9.

NOTE — A JSON string is part of a JER encoding, it begins and ends with a quotation mark, may contain escapes, and is distinct
from the Unicode character string that it denotes.

3.7.12  JSON token: A Unicode character string that is one of the several kinds of tokens specified in ECMA-404,
clause 4.

3.7.13  JER encoding instruction: Notation used to change the JER encoding of a type.

3.7.14  JER-visible constraint: An instance of use of the ASN.1 constraint notation that affects the JER encoding of
a value.

3.7.15 octet: A group of eight consecutive bits, numbered from bit 8 (the most significant bit) to bit 1 (the least
significant bit).

3.7.16  prefixed encoding instruction: A JER encoding instruction that is assigned to a type using a type prefix.

NOTE - Prefixed encoding instructions can delete, replace or add to the associated encoding instructions of a type.

3.7.17 targeted encoding instruction: A JER encoding instruction that is assigned to multiple types using a target list
in a JER encoding control section.

NOTE — Targeted encoding instructions can delete, replace or add to the associated encoding instructions of multiple types.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1  Abstract Syntax Notation One
BER Basic Encoding Rules
JER JavaScript Object Notation Encoding Rules
OSlI Open Systems Interconnection
PER Packed Encoding Rules
UTF-8 Unicode Transformation Format 8 bit

5 Encodings specified by this Recommendation | International Standard

5.1 This Recommendation | International Standard specifies a set of encoding rules that can be used to encode and
decode the values of an abstract syntax defined as the values of a single (known) ASN.1 type. This clause describes their
applicability and properties.

5.2 JER encodings are always relay-safe provided the abstract values of the types EXTERNAL, EMBEDDED PDV, and
CHARACTER STRING are constrained to prevent the carriage of open systems interconnection (OSI) presentation context
identifiers.
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5.3 If a type encoded with JER contains EXTERNAL, EMBEDDED PDV, O CHARACTER STRING types, then the outer
encoding ceases to be relay-safe unless the transfer syntax used for all the EXTERNAL, EMBEDDED PDV, Of CHARACTER
STRING types is relay-safe.

NOTE - The character transfer syntaxes supporting all character abstract syntaxes of the form {iso standard 10646

level-1(1) ...} are canonical. Those supporting {iso standard 10646 level-2(2) ...} and {iso standard 10646
level-3(3) ...} are notalways canonical. All these character transfer syntaxes are relay-safe.

5.4 JER encodings are self-delimiting. Encodings are always a whole multiple of 8 bits. When carried in an
EXTERNAL type, they shall be carried in the oCTET STRING choice alternative, unless the EXTERNAL type itself is encoded
in JER, in which case the value may be encoded as a single ASN.1 type (i.e., an open type). When carried in an OSI
presentation protocol, the "full encoding” (as defined in Rec. ITU-T X.226 | ISO/IEC 8823-1) with the OCTET STRING
alternative shall be used.

55 This Recommendation | International Standard also specifies the syntax and semantics of JER encoding
instructions (see clauses 14 to 19).

5.6 ASN.1 forms a basic JSON schema notation. The ASN.1 schema is used to define the content and structure of
data using ASN.1 and the JavaScript Object Notation Encoding Rules. It can be used without JER encoding instructions.
5.7 JER encoding instructions provide wider flexibility in the JSON texts that can be specified.

5.8 JER encoding instructions are assigned to ASN.1 type definitions or to type references using either or both JER

type prefixes (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 31.3) and a JER encoding control section (see
Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 54). If encoding instructions are associated with a type definition, they are
carried with the ASN.1 type (through its type reference) into other type definitions and other ASN.1 modules. The final
encoding instructions of a type are applied when the type is encoded in JER and modify the JSON text produced.

6 Conformance

6.1 Dynamic conformance for the JavaScript Object Notation Encoding Rules is specified in clauses 7 to 41.

6.2 Static conformance is specified by those standards that specify the application of these encoding rules.

6.3 Alternative encodings are permitted by the JavaScript Object Notation Encoding Rules as encoder's options.

Decoders that claim conformance to JER shall support all JER encoding alternatives.

6.4 The rules in this Recommendation | International Standard are specified in terms of an encoding procedure.
Implementations are not required to mirror the procedure specified, provided the octet string produced as the complete
encoding of an abstract syntax value is identical to one of those specified in this Recommendation | International Standard
for the applicable transfer syntax.

6.5 Implementations performing decoding are required to produce the abstract syntax value corresponding to any
received octet string that could be produced by a sender conforming to the encoding rules identified in the transfer syntax
associated with the material being decoded.

6.6 If an ASN.1 specification assigns JER encoding instructions in accordance with clauses 8 to 13 such that an
ASN.1 type or component has final encoding instructions that violate the restrictions specified in clauses 14 to 19, then
that ASN.1 specification is not in conformity with this Recommendation | International Standard, even if (without the
encoding instructions) it would conform to all the requirements of Rec. ITU-T X.680 | ISO/IEC 8824-1.

NOTE - It is only occasionally invalid to assign an encoding instruction to a "type", as it can be negated (removed from the set of
associated encoding instructions) by a further assignment. It is the final encoding instructions that determine conformity of the
specification.

7 General provisions

7.1 Use of the type notation

711 These encoding rules make specific use of the ASN.1 type notation as specified in Rec. ITU-T X.680 | ISO/IEC
8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3 and Rec. ITU-T X.683 | ISO/IEC
8824-4, and can only be applied to encode the values of a single ASN.1 type specified using that notation.

7.1.2 In particular, but not exclusively, they are dependent on the following information being retained in the ASN.1
type and value model underlying the use of the notation:

a) the identifiers of the components of a sequence or set type and of the alternatives of a choice type;
b) the identifiers of the enumeration items of an enumerated type;
c) whether a set or sequence type component has a default value or not;
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