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FOREWORD

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the ITU.
Some 179 member countries, 84 telecom operating entities, 145 scientific and industrial organizations and
38 international organizations participate in ITU-T which is the body which sets world telecommunications standards
{Recommendations).

The approval of Recommendations by the Members of ITU-T is covered by the procedure laid down in WTSC
Resolution No. 1 (Helsinki, 1993). In addition, the World Telecommunication Standardization Conference (WTSC),
which meets every four years, approves Recommendations submitted to it and establishes the study programme for the
following period.

In some areas of information technology which fall within ITU-T"s purview, the necessary standards are prepared on a
collaborative basis with ISO and IEC. The text of ITU-T Recommendation X.834 was approved on 5th of October 1996.
The identical text is also published as ISO/IEC International Standard 11586-5.

NOTE

In this Recommendation, the expression “Administration” is used for conciseness to indicate both a telecommunication
administration and a recognized operating agency.

@ ITU 1997

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means, electronic or

mechanical, including photocopying and microfilm, without permission in writing from the ITU, except as noted in
footnote 1) in Annexe A.
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Summary

This Recommendation | International Standard belongs to a series of Recommendations on Generic Upper Layers
Security (GULS). It is the Protocol Implementation Conformance Statement (PICS) proforma for the Security Exchange
Service Element Protocol specified in ITU-T Rec. X.832 | ISO/IEC 11586-3 and the Security Exchange described in
ITU-T Rec. X.830 | ISO/IEC 11586-1, Annex C. This Recommendation | International Standard provides a description

of the standardized capabilities and options in a form that supports conformance evaluation of a particular
implementation.

Introduction
This Recommendation | International Standard forms part of a series of Recommendations | International Standards that
provide generic upper layer security services. The parts are as follows:

— Partl: Overview, Model and Notation.

— Part2: Security Exchange Service Element Service Definition.

— Part3: Security Exchange Service Element Protocol Specification,

— Part4: Protecting Transfer Syntax Specification.

— Part5: Security Exchange Service Element Service PICS Proforma.

— Part6: Protecting Transfer Syntax PICS Proforma.

This Recommendation | International Standard constitutes Part 5 of the series.

Part 3 defines a protocol for the communication of security exchange information between open systems as part of the
operation of a security mechanism. To evaluate the conformance of a particular implementation, it is necessary to have a
description of the capabilities and options which have been implemented. Such a description is called a Protocol
Implementation Conformance Statement (PICS). This Recommendation | International Standard includes the PICS

proforma for the security exchange service element protocol specified in Part 3 and the security exchanges defined in
Part 1, Annex C.
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