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INTERNATIONAL STANDARD |ISO/IEC 24824-3
ITU-T RECOMMENDATION X.893

Information technology — Generic applications of ASN.1:
Fast infoset security

- Summary

~ITU-T Rec. X.893 | ISO/IEC 24824-3 specifies the application of encryption and integrity (either separately or in

‘ combination) to a fragment of an XML infoset that is serialized using the Fast Infoset specification in
ITU-T Rec. X.891 | ISO/IEC 24824-1. The specification of encryption uses the W3C Recommendation XML Encryption
Syntax and Processing. The specification of integrity uses the W3C Recommendations W3C Canonical XML
Version 1.0, W3C Exclusive XML Canonicalization Version 1.0 and XML-Sgnature Syntax and Processing.

Source

ITU-T Recommendation X.893 was approved on 29 May 2007 by ITU-T Study Group 17 (2005-2008) under the ITU-T
Recommendation A.8 procedure. An identical text is also published as | SO/IEC 24824-3.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing
Recommendations on them with a view to standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and 1EC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2008

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Introduction

This Recommendation | International Standard specifies:

a) the application of integrity to one or more parts of an XML infoset using Fast Infoset serialization and
W3C XML Signature;

b) the application of encryption to one or more parts of an XML infoset using Fast Infoset serialization and
W3C XML Encryption.

W3C XML Signature specifies ameans of generating W3C XML Signature information items that contain (inter alia):

a) explicit (using URIs) or implicit (dependent on the use of the XML infoset signature information item)
identification of one or more data objects (a data object is anything that either already is, or can be
transformed into, a string of octets);

b) a (possibly empty) list of sequential transforms (specified by URIs for the algorithm to be used in
performing the transform) from those data objects to a sequence of octets; these transforms can select all
or part of the identified data objects, but are required to result in a sequence of octets;

¢) digest and encryption information for the production of a signature of the resulting sequence of octets;
and

d) theresulting signature.

This Recommendation | International Standard specifies four (canonical Fast Infoset) algorithms that can be referenced
in a W3C XML Signature transform (and provides URIs for them) and can aso be (independently) used as the
algorithm for the W3C XML Signature canonicalization method.

NOTE 1 — The same Fast Infoset algorithm could be used for both the transform and the canonicalization method, but use of two
different Fast Infoset algorithms (or a Fast Infoset algorithm and some other algorithm) is not excluded.

In al four cases, the input to the canonical Fast Infoset algorithm is either an XML infoset, or an XPath node set
(restricted, in accordance with 6.1.4 b, to those node sets that produce a well-formed XML document when serialized).

The output of all four canonical Fast Infoset algorithms is a sequence of octets (the octets of a fast infoset document,
see ITU-T Rec. X.891 | ISO/IEC 24824-1) that are suitable for digest and hashing in order to provide a signature in
accordance with W3C XML Signature.

NOTE 2 —Thiswill usually be the last transform in the sequential list of W3C XML Signature transforms, but need not be.

A typical use will be to sign one or more parts of asingle XML infoset.
NOTE 3 — Use to sign parts of multiple XML infosetsis not excluded.

It is expected, but not required, that the resulting W3C XML Signature information items will be used either as a
detached signature, or as an enveloping or enveloped signature (see W3C XML Signature) for the XML infoset that is
signed, and that the resulting XML infoset will be seridlized using ITU-T Rec. X.891 | ISO/IEC 24824-1.

This Recommendation | International Standard specifies application-level extensions (see 3.2.1) to W3C XML
Encryption. These application-level extensions enable encryption to be applied to part of an XML infoset using octets
provided by a Fast Infoset serialization, rather than to the octets provided by an XML serialization of those parts.

NOTE 4 —W3C XML Encryption can be applied to a complete fast infoset document as specified in W3C XML Encryption, 3.1,

without the use of this Recommendation | Internationa Standard. The MimeType attribute will have the value
"application/fastinfoset".

The means of identifying the parts of the XML infoset that are encrypted is specified by W3C XML Encryption and
allows the encryption of:

a) an eement information item and its properties, including any direct or indirect child information items
(and their properties); and

b) the child information items of the child property of an element information item and their properties,
including any direct or indirect child information items (and their properties).

Encryption requires that those parts of an XML infoset that are to be encrypted have to be first serialized into a string of
octets for input to an encryption algorithm.

The ability to produce a serialization of aand b above is not supported by ITU-T Rec. X.891 | ISO/IEC 24824-1, but is
specified in clause 8 of ITU-T Rec. X.893 | ISO/IEC 24824-3 (using ITU-T Rec. X.891 | ISO/IEC 24824-1). This is
done by converting such fragments (in a defined way) to a complete XML infoset and then applying ITU-T Rec. X.891 |
| SO/IEC 24824-1 to the complete XML infoset.

This Recommendation | International Standard also specifies two URIs, one for a above and one for b above, that are
used in XML Encryption to identify the application-level extensions which determine the use of Fast Infoset
serialization rather than XML serialization for the production of the octets to be input to an encryption algorithm.
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Use of Fast Infoset serialization to determine the octets for input to an encryption algorithm in general reduces the
number of octets that have to be encrypted and decrypted, and would be normal (but not necessary) if the XML infoset
istransferred using a Fast Infoset serialization.

NOTE 5 — It is aso possible (but would be unusual) to use Fast Infoset serialization to determine the octets for input to an
encryption algorithm when the XML infoset isto be transferred using an XML serialization.

The serialization of an XML infoset containing W3C XML Signature information items and/or W3C XML Encryption
information items to a fast infoset document has the following advantages over serialization to an XML document:

a) repeating information such as multiple signed references or multiple encrypted parts with the same XML
tags or content will be encoded more efficiently; and

b) the (binary) octets associated with signature values, digest values, cipher values or keys may be encoded
directly (see ITU-T Rec. X.891 | ISO/IEC 24824-1, 10.3) if a (binary) fast infoset document is used to
serialize the XML infoset; when serializing an XML infoset to an XML document (which is a string of
characters), such octets are required to be base64 encoded, increasing processing speed and size.

Clause 6 specifies four canonical Fast Infoset algorithms that can be referenced in aW3C XML Signature transform.
Clause 7 specifies the use of W3C XML Signature with canonical Fast Infoset algorithms.

Clause 8 specifies the use of W3C XML Encryption for the encryption of parts of an XML infoset that are serialized to
fast infoset documents.

Annex A does not form an integral part of this Recommendation | International Standard and provides examples of
signing and validating a SOAP XML infoset (that makes use of canonical Fast Infoset algorithms), and encrypting and
decrypting a SOAP message infoset (that makes use of the encryption of part of the SOAP message infoset that is
serialized to afast infoset document).

Annexes B and C do not form an integral part this Recommendation | International Standard, and provide examples of a
signed SOAP message infoset and a signed and encrypted SOAP message infoset, respectively.
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