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| TU-T Recommendation Y.1281

Mobile P servicesover MPLS

Summary

This Recommendation defines service definition and requirements to support mobile IP services
through the MPLS network. It also describes the service architecture and application procedures to
provide the mobility service over the MPLS network.

Source

ITU-T Recommendation Y.1281 was approved by ITU-T Study Group 13 (2001-2004) under the
ITU-T Recommendation A.8 procedure on 13 September 2003.

Keywords

CR-LDP, Home Agent (HA), Foreign Agent (FA), IP-in-1P Tunnel, Label Edge Router (LER), Label
Switched Path (LSP), Label Switched Router (LSR), LDP, mobile IPv4, mobile IPv6, MPLS,
Quality of Service (QoS), route optimization, RSVP-TE, Smooth Handover, Virtual Private Network

(VPN).

Documents

Document Sharing Hub
Copyright International Telecommunication Union/ITU Telcommunication Sector I T U‘T Ra: Y . 1281 (09/2003) |
Provided by IHS Markit under license with ITU-T
No reproduction or networking permitted without license from IHS

Full document details: ITU-T Y.1281 2003

Licensee=/, User=,
Not for Resale,


http://www.avadocuments.com/doc/itu-t-y-1281-2003
http://www.avadocuments.com/doc/itu-t-y-1281-2003

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing
Recommendations on them with a view to standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with |SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementors
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database.

© ITU 2003

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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I ntroduction

This Recommendation defines service definition and requirements to support mobile IP services
through the MPL S network. It also describes the service architecture and application procedures to
provide the mobility service over the MPLS network.

In the mobile IP network, a node's IP address uniquely identifies the node's point of attachment.
Therefore, a mobile node must be located on the network indicated by its IP address in order to
receive packets destined to it. Otherwise, packets destined to the mobile node would be
undeliverable. In order not to lose its ability to communicate whenever it changes its point of
attachment, the mobile node must change its IP address. The IP address of mobile node must be
advertised through the entire Internet to receive packets whenever it moves. The link by which a
mobile node is directly attached to the Internet may often be awirelesslink [7].

Mobile IP isintended to enable nodes to move from one | P subnet to another. This makes mobile IP
suitable for mobility across heterogeneous media. If the mobile node moves from one LAN segment
to another (e.g., a wireless LAN), the mobile node's IP address remains the same after such a
movement in order to receive packets from other nodes. In fact, a mobile node is given a long-term
| P address on a home network, the "home" address. This home address is administered in the same
way that a"permanent” IP addressis provided to afixed host.

When away from its home network, a "care-of address’ is associated with the mobile node and
reflects the mobile node's current point of attachment. When away from home, mobile IP uses
protocol tunnelling to hide a mobile node's home address to routers between its home network and
its current location. The tunnel terminates at the mobile node's care-of address [8]. The care-of
address must be an address to which packets can be delivered via conventional IP routing. At the
point of care-of address, the original packet is extracted from the tunnel and is delivered to the
mobile node.

In the basic mobile I1Pv4 protocol, there is no direct routing from any correspondent node to any
mobile node. Packets need to pass through the mobile node's home network and be forwarded by its
home agent, which is called the problem of "triangle routing”. To solve this problem, the route
optimization capability allows direct routing from any correspondent node to any mobile node [19].
In IPv6 network, IPv6 node caches the binding of a mobile node's home address with its care-of
address, and then sends any packets destined to the mobile node directly to this care-of address. To
support this operation, mobile IPv6 defines an I1Pv6 protocol and a destination option [29]. All IPv6
nodes, whether mobile or stationary, support communications with mobile nodes.

From the network provider's point of view, future networks are designed to support network
operation and maintenance by guaranteeing acceptable quality of service (QoS) levels and
satisfying various service level agreements (SLAS) negotiated with customers. To support future
business models, the IP network has to be upgraded to meet the demands placed by real-time and
multimedia applications. It then provides various features such as fault tolerance, traffic
prioritization, and QoS classes. To meet these requirements over future mobile services, first, the
end-to-end performance would be manageable and predictable regardless of whether end users are
moving or not. Second, for the mobile IP service, the functions of home agent and foreign agent are
positioned after consideration of architectural consequences. Third, the existing and future transport
technologies, including an optical one, would be able to support a future mobile world.

In the MPLS network, once a packet is classified according to quality of service, no further header
analysis is done by subsequent routers: all forwarding is driven by the labels. This has a number of
advantages over conventional IP layer forwarding. The MPLS forwarding can be done by switches
which are capable of doing label lookup and replacement at adequate speed and QoS. There is no
need to analyze the IP layer headers. Sometimes it is desirable to force a packet to follow a
particular route which is explicitly chosen at or before the time the packet enters the network, rather
than being chosen by the normal dynamic routing algorithm as the packet travels through the
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network. This may be done as a matter of policy, or supporting MPLS traffic engineering. In MPLS,
alabel can be used to represent this explicit route, which is called a traffic engineered tunnel.

For mobile IP service, the home agent intercepts packets on the home link destined to the mobile IP
node's home address, encapsulates them, and tunnels them to the mobile node's registered care-of
address via the foreign agent. The foreign agent decapsulates and delivers packets to the mobile IP
node.

By combining tunnelling functions of a home agent and a foreign agent into the MPLS forwarding
paradigm, the MPLS node is capable of handling the mobile | P node by assigning labels for a tunnel
between a home agent and a foreign agent. In this case, the home agent and the foreign agent can be
located or attached at a MPLS node, the tunnelling between the home agent and the foreign agent
being provided at the MPLS layer. To avoid the problem of triangle routing, the MPLS nodes can
alow a direct binding, which is the same with routing optimization of IP layer, from any
correspondent node to any mobile IP node by assigning a label.

As far as the support of the MPLS network is concerned, the MPLS network can provide the QoS-
enabled and reliable tunnels for mobile IP service for the various sets of service requirements. The
MPLS tunnelling capabilities can be implemented at the layer 2 level rather than the layer 3 mobile
IP protocol level, then achieving higher service rate and lower overhead during tunnelling
operation. Specifically, the MPLS network supporting the mobile IP services has the following
features:

- The flow concept of MPLS network provides the connection-oriented virtual channel
capability with acceptable quality of service (QoS) levels for transfer delay and loss.

- A direct cut-through tunnel between the mobile node and the correspondent node may be
established while the mobile IPv4 protocol does not support it. This can save overal
resource consumption and reduce the processing overhead of home agent.

- The binding cache information of the mobile IPv6 protocol can be mapped one-to-one to
the MPLS label information table in each MPLS node, without requiring any complex
interworking feature.

- If the home agents and/or the foreign agents can be located at the MPLS node, the L3
tunnels between the home agents and the foreign agents can be mapped into the L2 tunnels
of the MPLS layer.

- The mobile agents and mobile nodes do not need any knowledge of the MPLS backbone
network. This means that the mobile IPv4 and mobile IPv6 nodes do not need to modify
their tunnelling procedures through the MPL S backbone network.

- The MPLS network can provide seamless end-to-end connectivity without any performance
degradation during handover operations (smooth handover).
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| TU-T Recommendation Y.1281

Mobile P servicesover MPLS

1 Scope

The scope of this Recommendation covers:

. Service requirements and definitions for mobile IPv4 and mobile IPv6 services over MPLS;

. Service architecture to support mobile I P service over MPLS;

. L SP tunnelling scenarios to support the mobile IP services over MPLS;

. Application procedures to support the mobile I P services over MPLS.

However, this Recommendation does not cover:

. The detailed signalling protocol and packet formats for tunnel establishment;

. The detailed interworking procedures between the external mobile IP network and the
MPLS network including traffic and QoS parameters,

. The mapping and conversion procedures between the IP-in-1P tunnels inside the mobile IP
network and the L SP tunnels of the MPL S network;

. Coverage of more than one MPL S administrative domain;

. QoS negotiation procedures between mobile | P nodes and the MPL S network;

. Routing algorithms of MPL S network with mobility support.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

2.1 Normative References
ITU-T
[1] ITU-T Recommendation Y.1310 (2000), Transport of IP over ATM in public networks.

[2] ITU-T Recommendation Y.1311 (2002), Networ k-based VPNs — Generic architecture and
service requirements.

[3] ITU-T Recommendation Y.1311.1 (2001), Network-based IP VPN over MPLS ar chitecture.

[4] ITU-T Recommendation Y.1241 (2001), Support of IP-based services using IP transfer
capabilities.

[5] ITU-T Recommendation Y.1401 (2000), General requirements for interworking with
Internet protocol (IP)-based networks.

[6] ITU-T Recommendation Y.1540 (2002), Internet protocol data communication service — 1P
packet transfer and availability performance parameters.

[7] ITU-T Recommendation Y.1541 (2001), Network Performance Objectives for 1P-Based
Services.
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|IETF
[8]
[9]
[10]
[11]
[12]
[13]

[14]
[15]

116)
17
28

[19]

2.2

[20]
[21]
[22]
[23]

[24]
[25]
[26]

[27]
[28]
[29]
[30]
[31]

[32]

L. Andersson, et. a., LDP Specification, RFC 3036, January 2001.

C. Perkins, IP Mobility Support for 1Pv4, RFC 3344, August 2002.

C. Perkins, IP Encapsulation within IP, RFC 2003, October 1996.

C. Perkins, Minimal Encapsulation within 1P, RFC 2004, October 1996.

E. Rosen, et. a., Multiprotocol Label Switching Architecture, RFC 3031, January 2001.

D. Awduche, et. al., RSVP-TE: Extensions to RSVP for LSP Tunnels. RFC 3209,
December 2001.

B. Jamoussie, et. al., Constraint-Based LSP Setup using LDP, RFC 3212, January 2002.

S. Kent and R. Atkinson, Security Architecture for the Internet Protocol, RFC 2401,
November 1998.

Thomas Narten, Erik Nordmark, Neighbor Discovery for IP Version 6 (IPv6), RFC 2461,
December 1998.

F. Le Faucheur, et. a., Multi-Protocol Label Swvitching (MPLS) Support of Differentiated
Services, RFC 3270, May 2002.

P. Ashwood-Smith, et. al., Generalized MPLS Sgnaling — CR-LDP Extensions, RFC 3472,
January 2003.

L. Berger, et. a., Generalized MPLS Sgnaling — RSVP-TE Extensions, RFC 3473,
January 2003.

Infor mative References

W. Simpson, IP in IP Tunnelling, RFC 1853, October 1995.

S. Hanks, et. a., Generic Routing Encapsulation (GRE), RFC 1701, October 1994.
S. Deering, et. a., ICMP Router Discovery Messages, RFC 1256, September 1991.

E. Crawley, et. a., A Framework for QoS-based Routing in the Internet, RFC 2386, August
1998.

S. Blake, et. a., An Architecture for Differentiated Service, RFC 2475, December 1998.
C. delLaat, €et. a., Generic AAA Architecture, RFC 2903, August 2000.

S. Glass, et. a., Mobile IP Authentication, Authorization, and Accounting Requirements,
RFC 2977, October 2000.

P. Ferguson and D. Senie, Network Ingress Filtering: Defeating Denial of Service Attacks
which employ IP Source Address Spoofing, RFC 2267, January 1998.

C. Perkins and Pat R. Calhoun, AAA Registration Keys for Mobile IP, <draft-ietf-mobileip-
aaa-key-13.txt>, June 2003.

David B. Johnson, et. a., Mobility Support in IPv6, <draft-ietf-mobileip-ipv6-22.txt>, June
2003.

Thomas D. Nadeau, et. a., Multiprotocol Label Snvitching (MPLS) Management Overview,
<draft-ietf-mpls-mgmt-overview-06.txt> June 2003.

G. Tdgirtsis, Fast Handovers for Mobile IPv6, <draft-ietf-mobilei p-fast-mipv6-06.txt>,
March 2003.

E. Gustafsson, et. al., Mobile IPv4 Regional Registration, <draft-ietf-mobileip-reg-tunnel-

07.txt> October 2002. Documents
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[33] PatR. Cahoun, et. a., Diameter Base Protocol, <draft-ietf-aaa-diameter-17.txt>,
December 2002.

[34] Pat R. Cahoun, et. a., Diameter Mobile IPv4 Application, <draft-ietf-aaa-diameter-
mobileip-14.txt>, April 2002.

3 Termsand Definitions

In relation to mobile 1Pv4, mobile IPv6 and MPLS nodes, this Recommendation defines the
following terms.

31 agent discovery: Home agents and foreign agents may advertise their availability on each
link for which they provide service (that is, Agent Advertisement). A newly arrived mobile node
can send a solicitation on the link to learn if any prospective agents are present (that is, Agent
Solicitation) [9].

3.2 anchor node: An MPLS node capable of changing the routing path when a better next hop
becomes available at some LSR along the LSP during handover time of the mobile node. The
anchor node provides the cross-over location from old LSP to new L SP between the correspondent
node and the new mobile node's |ocation.

3.3 binding acknowledgement: A binding acknowledgement message is used to acknowledge
receipt of abinding update [29].

34 binding cache: A cache of mobility bindings of mobile nodes, maintained by a node for
use in tunnelling packets to those mobile nodes [29].

35 binding update: A message indicating a mobile node's current mobility binding, and in
particular its care-of address[22].

3.6 Correspondent Node (CN): A peer with which a mobile node is communicating. A
correspondent node may be either mobile or stationary [9].

3.7 Care-of Address (CoA): The termination point of a tunnel toward a mobile node for
packets forwarded to the mobile node while it is away from home. The protocol can use two
different types of care-of address. a "foreign agent care-of address’ is an address of a foreign agent
with which the mobile node is registered, and a "colocated care-of address' is an externally
obtained local address which the maobile node has associated with one of its own network interfaces
[9]. In IPv6, among the multiple care-of addresses that a mobile node may have at any given time
(e.g., with different subnet prefixes), the one registered with the mobile node's home agent is called
its"primary" care-of address [29].

3.8 Foreign Agent (FA): A router on a mobile node's visited network which provides routing
services to the mobile node while registered. The foreign agent detunnels and delivers packets to the
mobile node that were tunnelled by the mobile node's home agent [9].

3.9 Forwarding Equivalence Class (FEC): A group of IP packets which are forwarded in the
same manner (e.g., over the same path, with the same forwarding treatment) [12].

3.10 Gateway Foreign Agent (GFA): Foreign Agent which has a publicly routable IP address
[32].

3.11 gateway LER/HA: One or more LER/HAS responsible for a specific administrative
domain (defined by network operator), in which the mobile nodes register the current care-of
address.

3.12 gateway LER/FA: One or more LER/FAs responsible for a specific administrative domain
(defined by network operator).
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3.13 home address: An IP address assigned to a mobile node, used as the permanent address of
the mobile node. This address is within the mobile node's home link. Standard 1P routing
mechanisms will deliver packets destined for a mobile node's home address to its home link [29].

3.14 HomeAgent (HA): A router on a mobile node's home link with which the mobile node has
registered its current care-of address. While the mobile node is away from home, the home agent
intercepts packets on the home link destined to the mobile node's home address, encapsulates them,
and tunnels them to the mobile node's registered care-of address[29].

3.15 IP-in-IP encapsulation: To encapsulate an IP datagram using IP-in-1P encapsulation, an
outer IP header isinserted before the datagram's existing | P header [10], [11].

3.16 Layer 2(L2): The protocol layer under layer 3 (which therefore offers the services used by
layer 3). Forwarding, when done by the swapping of short fixed length labels, occurs at layer 2
regardliess of whether the label being examined is an ATM VPI/VCI, a frame relay DLCI, or an
MPLS label [12].

3.17 Layer 3 (L3): The protocol layer at which IP and its associated routing protocols operate
link layer synonymous with layer 2 [12].

3.18 Labe Edge Router (LER): An MPLS node that connects an MPLS domain with a node
which is outside of the domain, either because it does not run MPLS, and/or because it isin a
different domain [12].

- 319 Label Edge Router/Foreign Agent (LER/FA): An MPLS edge node with functions of
- foreign agent. It notes that there is no need of foreign agent in IPv6 [LER in IPv6)].

320 Label Edge Router/Home Agent (LER/HA): An MPLS edge node with functions of
- home agent.

321  Labd Switched Path (L SP): The path through one or more LERSL SRs at one level of the
hierarchy followed by packetsin a particular FEC [12].

3.22 Labd Switching Router (L SR): An MPLS node which is capable of forwarding native L3
packets[12].

3.23  Mobility Agent: Either ahome agent or aforeign agent [9].

3.24  mobility binding: The association of a home address with a care-of address, along with the
remaining lifetime of that association [9].

3.25 MPLS domain: A contiguous set of nodes which operate MPLS routing and forwarding
and which are also in one Routing or Administrative Domain [12].

3.26 Mobile Node (MN): A node that can change its point of attachment from one link to
another, while still being reachable via its home address [29].

3.27 MPLSegressnodeor egressLER: An MPLS edge node in its role of handling traffic as it
leaves an MPLS domain [12].

3.28 MPLSingressnodeor ingressLER: An MPLS edge node in itsrole of handling traffic as
it entersan MPLS domain [12].

3.29 MPLSnode: A node whichisrunning MPLS (e.g., LER and LSR). An MPLS node will be
aware of MPLS control protocols, will operate one or more L3 routing protocols, and will be
capable of forwarding packets based on labels. An MPLS node may optionally be also capable of
forwarding native L3 packets [12].

3.30 path extension: When a mobile node moves and registers with a new foreign agent, IP
datagrams for old foreign agent are tunnelled to the mobile node's new care-of-address [29].
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