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Recommendation ITU-T Y.2066

Common requirements of the Internet of things

Summary

Recommendation ITU-T Y.2066 provides the common requirements of the Internet of things (loT).
These requirements are based on general use cases of the 10T and 10T actors, which are built from the
definition of 10T contained in Recommendation ITU-T Y.2060. The common requirements of the 10T
are independent of any specific application domain, which refer to the areas of knowledge or activity
applied for one specific economic, commercial, social or administrative scope, such as transport
application domain and health application domain.

This Recommendation builds on the overview of 0T (Recommendation ITU-T Y.2060), developing
the common requirements based on general use cases of the 10T and the lIoT actors and taking into
account important areas of consideration from a requirement perspective. Some representative use
cases of the 10T, which are abstracted from application domains, are also provided. The common
requirements of the 10T specified in this Recommendation are classified into the categories of non-
functional requirements, application support requirements, service requirements, communication
requirements, device requirements, data management requirements and security and privacy protection
requirements.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2014

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

Documents
Rec. ITU-T Y.2066 (06/2014) Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T Y.2066 2014


http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-y-2066-2014
http://www.avadocuments.com/doc/itu-t-y-2066-2014

Table of Contents

Page

1 S0P e 1
2 RETEIEINCES. ...ttt bbbttt bbbt 1
3 DEIINITIONS ...ttt r et e et eneenreeteenee e 2
3.1 Terms defined EISEWNEIE ... 2

3.2 Terms defined in this Recommendation............ccccoveiieiiiienienine e 2

4 ADDreviations and aCrONYMS ........ceeiiiiiiie i 2
(010 1Y 01T o TR PO PP R 3

6 General use cases of the 10T and 10T aCtOrS.........ccueieieiiiiiiieee e 3
6.1 GENETAI USE CASES....cviiviereeiiesiesiesiesteste st asee et et st sbe st b e re e e b e besbesbesbesbeane e 3

6.2 THE 10T ACLOIS. ...ttt bbb bbb 5

7 Important areas for consideration from a requirement perspective ...........ccccceeervrvenne 6
: 7.1 Implementation and operational aspects ..........cccccvvvevveriiie i 6
7.2 UDIQUITOUS CONNECTLIVILY......ccviiiiiiciie e 6

7.3 End-to-end iNtelligeNCEe .......cocoviiieie e 6

7.4 Time SYNCRIONIZALION .......cvoiiiiiiiice e 6

7.5 Human body CONNECLIVITY..........ccoiiiiiiiciese e 6

7.6 A large amount of data from things...........cccoeeeriiiniiiiiiece s 6

7.7 Privacy protection related With things...........cccooveiiiiiiic i 7

8 Common requirements OF the 10T ......c.ooi i 7
8.1 Categories of 10T COMMON reQUIrEMENTS ........coveivireriiieieieiee e 7

8.2 Non-functional reQUITEMENTS..........coviiiieiiie e 7

8.3 Application sUpPOrt reqUIrEMENTS .........ceeveeiieiieii e 8

8.4 SErVICE FEQUITEMENTS ....cveeiiieieiie ettt ettt re e sr et aeeae e nas 9

8.5 Communication reqUIFEMENTS .........ccveieeieiieie e 10

8.6 DEVICE FEQUITEMENTS ...ttt sttt 11

8.7 Data management reqQUIFEMENTS ........ccuorverirerenereneseeeeee e 12

8.8 Security and privacy protection reqUirementS........cccccvevereeervereesieeseeseseenens 12
Annex A — The 10T common requiremMents liSt.........cocvoiiiiiiiiie i 14
Appendix | — Representative use cases 0f the 10T ... 20
1.1 Video SUNVEITTANCE ..o 20

1.2 EMergency alerting.......ccooee i 20

1.3 Data ACOUISTTION .....eevieiiie ettt nbe e eeree 20

1.4 REMOLE CONIOL ...t e e 20

1.5 Transfer of events across different application domains............cc.ccocvvvrenene. 21

1.6 Data sharing across different application domains............cccoceeeveninenenennnns 21

1.7 Integrated operating centre for SMart City ........cccccevvevvereciesie e 21

1.8 One detailed use case: traffic accident information collection....................... 21

Documents
Rec. ITU-T Y.2066 (06/20%4)"e" S1ifino Hu
No reprotucton or netwarking permited without Roense from IHS Not for Resale

Full document details: ITU-T Y.2066 2014


http://www.avadocuments.com/doc/itu-t-y-2066-2014
http://www.avadocuments.com/doc/itu-t-y-2066-2014

Page
=T 0] [0 o =] 0 Y2 23

Documents
v Rec, ITU-T Y.2066 (06/2014) Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T Y.2066 2014


http://www.avadocuments.com/doc/itu-t-y-2066-2014
http://www.avadocuments.com/doc/itu-t-y-2066-2014

Recommendation ITU-T Y.2066

Common requirements of the Internet of things

1 Scope

This Recommendation provides the common requirements of the Internet of things (IoT). These
requirements are based on general use cases of the 10T and IoT actors, which are built from the
definition of loT contained in [ITU-T Y.2060]. The common requirements of the loT are independent
of any specific application domain, which refer to the areas of knowledge or activity applied for one
specific economic, commercial, social or administrative scope, such as transport application domain
and health application domain.

This Recommendation builds on the overview of IoT [ITU-T Y.2060], developing the common
requirements based on general use cases of the 10T and loT actors and taking into account important
areas of consideration from a requirement perspective. The common requirements of the 10T specified
in this Recommendation are classified into the categories of non-functional requirements, application
support requirements, service requirements, communication requirements, device requirements, data
management requirements and security and privacy protection requirements.

The scope of this Recommendation includes:

. general use cases of the loT

. loT actors

. important areas of consideration from a requirement perspective
. common requirements of the 10T.

The common requirements of the 10T are summarized and numbered in Annex A.

Some representative use cases of the loT, which are abstracted from application domains, are
provided in Appendix 1.

NOTE — Regulatory, legal and business aspects are outside the scope of this Recommendation. Protocol and
interface related requirements (e.g., for the control and management aspects of 10T) are also outside the scope
of this Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.2060] Recommendation ITU-T Y.2060 (2012), Overview of Internet of things.

[ITU-T Y.2091] Recommendation ITU-T Y.2091 (2011), Terms and definitions for next
generation networks.
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3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 application [ITU-T Y.2091]: A structured set of capabilities, which provide value-added
functionality supported by one or more services, which may be supported by an API interface.

3.1.2 customer [ITU-T Y.2091]: The customer buys products and services from the enterprise or
receives free offers or services. A customer may be a person or a business.

NOTE — There can be many users per customer.

3.1.3 device [ITU-T Y.2060]: With regard to the Internet of things, this is a piece of equipment

with the mandatory capabilities of communication and optional capabilities of sensing, actuation, data
_capture, data storage and data processing.

'3.1.4 Internetof things (1oT) [ITU-T Y.2060]: A global infrastructure for the information society,
-enabling advanced services by interconnecting (physical and virtual) things based on existing and
~evolving, interoperable information and communication technologies.

*NOTE 1 - Through the exploitation of identification, data capture, processing and communication capabilities,
the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that security and
privacy requirements are fulfilled.

NOTE 2 — In a broad perspective, the 10T can be perceived as a vision with technological and societal
implications.

3.1.5 service [ITU-T Y.2091]: A set of functions and facilities offered to a user by a provider.
3.1.6 thing [ITU-T Y.2060]: With regard to the Internet of things, this is an object of the physical

world (physical things) or the information world (virtual things), which is capable of being identified
and integrated into communication networks.

3.2 Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1 application domain: An area of knowledge or activity applied for one specific economic,
commercial, social or administrative scope.

NOTE - Transport application domain, health application domain and government application domain are
examples of application domains.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

2G Second Generation

3G Third Generation

API Application Programming Interface

CAN Controller Area Network

DSL Digital Subscriber Line

loT Internet of Things

ITS Intelligent Transport Systems

LTE Long Term Evolution

M2M Machine-to-Machine
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MOC Machine Oriented Communication

SDP Service Delivery Platform
SLA Service Level Agreement
UML Unified Modelling Language
WiFi Wireless Fidelity

5 Conventions

In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this document is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not
absolutely required. Thus this requirement need not be present to claim conformance.

The keywords "can optionally” and "may" indicate an optional requirement which is permissible,
without implying any sense of being recommended. These terms are not intended to imply that the
vendor's implementation must provide the option and the feature can be optionally enabled by the
network operator/service provider. Rather, it means the vendor may optionally provide the feature
and still claim conformance with the specification.

6 General use cases of the 10T and 10T actors

This clause describes general use cases of the 10T and 10T actors and the relations among general use
cases and loT actors. An 10T actor specified in this Recommendation refers to an entity that is external
to the IoT and that interacts with the 10T.

6.1 General use cases
The general use cases are built from the definition of 10T contained in [ITU-T Y.2060].

According to the definition of 10T, given in [ITU-T Y.2060], IoT enables "advanced services by
interconnecting (physical and virtual) things based on existing and evolving interoperable
information and communication technologies™. This implies that the 10T interconnects things to sense
or actuate things and to provide advanced services, so the general use cases of "loT sensing or
actuating” and "loT service provision™ can be derived.

According to the definition of loT, as given in [ITU-T Y.2060], "Through the exploitation of
identification, data capture, processing and communication capabilities, the 10T makes full use of
things to offer services to all kinds of applications, whilst ensuring that security and privacy
requirements are fulfilled™. This implies that data capture and processing capabilities can be grouped
as data management capabilities and privacy protection should be guaranteed. So the general use
cases of "loT data management” and "I0T privacy protection™ can be derived.

Figure 6-1 shows the general use case model of the 10T, which is described via unified modelling
language (UML), for more information see [b-UML]. This model consists of four general use cases:
IoT sensing or actuating, 10T data management, 10T service provision and I0T privacy protection.
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Figure 6-1 — The general use case model of the 1oT

NOTE 1 - In [b-UML], a use case is defined as a single unit of meaningful work in a system. It may provide
a view of behaviour observable by entities outside the system. The use cases can be used to capture the
requirements of a system. A use case model (combination of single units of work) can show the interaction
between the system and entities external to the system. These external entities are referred to as "actors" in
UML. In this perspective, the 10T becomes the system being modelled with UML while an "1oT actor" is an
entity that is outside the loT, and interacts with the 0T,

NOTE 2 — Some use cases abstracted from IoT applications (the representative use cases described in
Appendix 1) can be decomposed into the general use cases described in clauses 6.1.1 to 6.1.4, to facilitate the
generation of the functional requirements corresponding to the loT actors. For example, the "video
surveillance™" use case described in Appendix 1.1 can be decomposed into video capturing (IoT sensing or
actuating), video transmission and storage (loT data management) and video replay and analysis (10T service
provision) use cases. These use cases can be used to generate the functional requirements from different actors
of video surveillance, such as time synchronization to support real-time video transmission and virtual storage
to support storage of a large amount of video continuously generated by video cameras.

6.1.1 "loT sensing or actuating' use case

"l0T sensing or actuating” use case is a general use case that can be applicable to multiple application
domains. This use case involves the activities of connecting with physical things, sensing the states
of physical things or actuating the physical things.

6.1.2 "loT data management™ use case

"loT data management” use case is a general use case that can be applicable to multiple application
domains. This use case involves the activities of capturing, transferring, storing and processing the
data of physical things.

6.1.3 "loT service provision' use case

"loT service provision™ use case is a general use case that can be applicable to multiple application
domains. This use case involves the activities of providing services by the service provider and using
services by the 10T user.

6.1.4 "loT privacy protection' use case

"loT privacy protection™ use case is a general use case that can be applicable to multiple application
domains. This use case involves the activities of securing and hiding the private information of the
physical things.
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