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Recommendation ITU-T Y.2068 

Functional framework and capabilities of the Internet of things 

 

 

 

Summary 

Recommendation ITU-T Y.2068 provides a description of the basic capabilities of the Internet of 

things (IoT), based on the functional view, the implementation view and the deployment view of the 

IoT functional framework described in this Recommendation, in order to fulfil the IoT common 

requirements specified in Recommendation ITU-T Y.2066.  

This Recommendation also describes additional capabilities of the IoT for the integration of cloud 

computing and big data technologies with the IoT. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 
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written permission of ITU. 
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Recommendation ITU-T Y.2068 

Functional framework and capabilities of the Internet of things 

1 Scope 

This Recommendation describes the functional framework of the Internet of things (IoT) in three 

different views, the IoT basic capabilities, and additional capabilities for the integration of cloud 

computing and big data technologies with the IoT.  

The scope of this Recommendation includes: 

• concepts of the IoT functional framework; 

• the functional view, the implementation view and the deployment view of the IoT functional 

framework; 

• the IoT basic capabilities fulfilling the common requirements of the IoT specified in 

[ITU-T Y.2066]; 

• additional IoT capabilities for the integration of cloud computing and big data technologies 

with the IoT. 

All capabilities of the IoT specified in this Recommendation are numbered and summarized in 

Annex A. 

Appendix I provides an analysis of all capabilities of the IoT specified in this Recommendation in 

terms of matching with the common requirements of the IoT specified in [ITU-T Y.2066].  

NOTE – The detailed specification of the capabilities identified in this Recommendation is outside the scope 

of this Recommendation. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

references in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.2012]  Recommendation ITU-T Y.2012 (2010), Functional requirements and 

architecture of next generation networks. 

[ITU-T Y.2060]  Recommendation ITU-T Y.2060 (2012), Overview of the Internet of things. 

[ITU-T Y.2066]  Recommendation ITU-T Y.2066 (2014), Common requirements of the Internet 

of things. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 cloud computing [b-ITU-T Y.3500]: Paradigm for enabling network access to a scalable and 

elastic pool of shareable physical or virtual resources with self-service provisioning and 

administration on-demand. 
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NOTE – Examples of resources include servers, operating systems, networks, software, applications, and 

storage equipment.  

3.1.2 device [ITU-T Y.2060]: With regard to the Internet of things, this is a piece of equipment 

with the mandatory capabilities of communication and the optional capabilities of sensing, actuation, 

data capture, data storage and data processing. 

3.1.3 functional entity [ITU-T Y.2012]: An entity that comprises an indivisible set of specific 

functions. Functional entities are logical concepts, while groupings of functional entities are used to 

describe practical, physical implementations. 

3.1.4 Internet of things (IoT) [ITU-T Y.2060]: A global infrastructure for the information society, 

enabling advanced services by interconnecting (physical and virtual) things based on existing and 

evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication capabilities, 

the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that security and 

privacy requirements are fulfilled. 

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal 

implications. 

3.1.5 next generation network (NGN) [b-ITU-T Y.2001]: A packet-based network able to 

provide telecommunication services and able to make use of multiple broadband, QoS-enabled 

transport technologies and in which service-related functions are independent from underlying 

transport-related technologies. It enables unfettered access for users to networks and to competing 

service providers and/or services of their choice. It supports generalized mobility which will allow 

consistent and ubiquitous provision of services to users. 

3.1.6 thing [ITU-T Y.2060]: With regard to the Internet of things, this is an object of the physical 

world (physical things) or the information world (virtual things), which is capable of being identified 

and integrated into communication networks. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

IoT  Internet of Things 

MMCF  Mobility Management and Control Functions 

NACF Network Attachment Control Functions 

NGN  Next Generation Network 

QoS  Quality of Service 

RACF  Resource and Admission Control Functions 

TaaS  Things as a Service 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement which must be strictly followed and from 

which no deviation is permitted if conformance to this document is to be claimed. 
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The keywords "is recommended" indicate a requirement which is recommended but which is not 

absolutely required. Thus this requirement need not be present to claim conformance. 

The keywords "can optionally" and "may" indicate an optional requirement which is permissible, 

without implying any sense of being recommended. These terms are not intended to imply that the 

vendor's implementation must provide the option and the feature can be optionally enabled by the 

network operator/service provider. Rather, it means the vendor may optionally provide the feature 

and still claim conformance with the specification. 

6 Concepts of the IoT functional framework 

6.1 Openness and interoperability of the IoT capabilities 

The openness of the IoT capabilities refers to opening the networking and service-provisioning 

functionalities of the IoT to stimulate the innovation ability for IoT technologies and applications 

development. Through an open, shared, collaborative approach, IoT applications can be developed 

effectively for business, industry, and social community. 

The openness of IoT capabilities can be realized by encapsulating IoT capabilities into service-

provisioning interfaces.  

The "open IoT capabilities" refer to the set of the IoT capabilities that are required to be opened to 

IoT applications or users. These IoT capabilities should have open interfaces that can be accessed by 

IoT applications or users. 

The interoperability of the IoT capabilities can be realized by specifying the service-provisioning 

interfaces in a standardized way. 

The "interoperable IoT capabilities" refer to the set of the IoT capabilities that are required to interact 

between different IoT functional elements, especially when deployed by different service providers. 

These IoT capabilities are distributed across different functional elements, and collaboration between 

these different functional elements fulfils their functionalities. 

6.2 Completeness, implementability and applicability of the IoT capabilities 

The completeness of the IoT capabilities refers to the fact that the whole set of IoT capabilities can 

fulfil all the common requirements of the IoT [ITU-T Y.2066].  

NOTE – There may not be one-to-one mapping between IoT common requirements and IoT capabilities (i.e., 

one common requirement may involve multiple capabilities).  

The implementability of the IoT capabilities refers to the set of the IoT capabilities that can be 

implemented in the functional elements described in, or reasonably derived from, specifications of 

existing networks. 

The applicability of the IoT capabilities refers to the set of the IoT capabilities that can be deployed 

in the functional elements of the IoT implementations.  

The IoT capabilities specified in this Recommendation should fulfil the requirements of 

completeness, implementability and applicability. These characteristics of the IoT capabilities 

specified in this Recommendation are validated by the IoT functional framework. 

6.3 The different views of the IoT functional framework 

The IoT functional framework consists of the IoT functional elements and their relations. In this 

Recommendation, the IoT functional framework can be described via three distinct views, i.e., the 

functional view, the implementation view and the deployment view. 
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NOTE 1 – The three views reflect three different phases of development of the IoT, namely the design phase, 

implementation phase, and deployment phase. Each view describes IoT capabilities aiming to fulfil the 

requirements encountered in different phases of development of the IoT.  

NOTE 2 – The IoT functional elements in the functional view are named "functional groups". The IoT 

functional elements in the implementation view are named "functional entities". The IoT functional elements 

in the deployment view are named "functional components". 

The functional view identifies functional groupings of IoT capabilities. The functional view of the 

IoT functional framework consists of the IoT "functional groups", and their relations. The functional 

view of the IoT functional framework is used to describe the completeness of the IoT capabilities by 

establishing the relations of the IoT capabilities with the common requirements of the IoT.  

NOTE 3 – Functional groupings help to simplify the specification and analysis of the IoT capabilities.  

The implementation view identifies capabilities of the IoT when implementation of functional 

groupings is realized. The implementation view of the IoT functional framework consists of the IoT 

"functional entities", and their relations. The implementation view of the IoT functional framework 

is used to describe the implementability of the IoT capabilities by establishing the relations of the IoT 

capabilities with the functional entities described in, or reasonably derived from, specifications of 

existing networks.  

The deployment view identifies capabilities of the IoT when deployment of functional entities is 

realized. The deployment view of the IoT functional framework consists of the IoT "functional 

components" (such as gateway for IoT as specified in [b-ITU-T Y.2067]) and their relations. The 

deployment view of the IoT functional framework is used to describe the applicability of the IoT 

capabilities by establishing the relations of the IoT capabilities with the functional components 

deployed in concrete IoT implementations.  

The capabilities identified via the three views are the "basic IoT capabilities" which fulfil the common 

requirements of the IoT [ITU-T Y.2066] (see clause 8). Additional capabilities which fulfil some 

common requirements of the IoT [ITU-T Y.2066] are identified for the integration of cloud 

computing and big data technologies with the IoT (see clause 9). 

7 The IoT functional framework 

7.1 The IoT functional framework in functional view 

The IoT functional framework in functional view is to describe the IoT capabilities at the functional 

level in order to guarantee that the IoT capabilities can fulfil all common requirements of the IoT 

specified in [ITU-T Y.2066]. A practical way is to describe the IoT capabilities in groups 

corresponding to all categories of common requirements of the IoT as specified in [ITU-T Y.2066]. 

The IoT functional framework in functional view consists of groups of the IoT capabilities and their 

relationships. 

In this Recommendation, the groups of the IoT capabilities are named "IoT functional groups". The 

classification of the IoT functional groups is based on the following requirement categories specified 

in [ITU-T Y.2066]: application support requirements, service requirements, data management 

requirements, device requirements, communication requirements, security and privacy protection 

requirements, and non-functional requirements. 

IoT functional group names correspond to those of the requirement categories as follows: application 

support group, service provision group, data management group, connectivity group, communication 

group, security and privacy protection group and management group. 

7.1.1 The IoT functional groups 

The application support group is defined as a group of the IoT capabilities that can fulfil the 

requirements specified in the category of application support requirements [ITU-T Y.2066].  
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NOTE 1 – Based on the specifications of the category of application support requirements in [ITU-T Y.2066], 

this group of capabilities cannot be used directly by IoT users, but can be used by service providers.  

NOTE 2 – IoT user, service provider, data manager and thing are the four IoT actors as described in clause 6 

of [ITU-T Y.2066]. In this Recommendation, the term "thing" refers to "physical thing" as noted in clause 6.2.1 

of [ITU-T Y.2066]. 

The service provision group is defined as a group of the IoT capabilities that can fulfil the 

requirements specified in the category of service requirements [ITU-T Y.2066].  

NOTE 3 – Based on the specifications of the category of service requirements in [ITU-T Y.2066], this group 

of capabilities can be used by IoT users, service providers and things. 

The data management group is defined as a group of the IoT capabilities that can fulfil the 

requirements specified in the category of data management requirements [ITU-T Y.2066].  

NOTE 4 – Based on the specifications of the category of data management requirements in [ITU-T Y.2066], 

this group of capabilities can be used by data managers. 

The connectivity group is defined as a group of the IoT capabilities that can fulfil the requirements 

specified in the category of device requirements [ITU-T Y.2066].  

NOTE 5 – Based on the specifications of the category of device requirements in [ITU-T Y.2066], this group 

of capabilities can be used by data managers and things. 

The communication group is defined as a group of the IoT capabilities that can fulfil the requirements 

specified in the category of communication requirements [ITU-T Y.2066].  

NOTE 6 – Based on the specifications of the category of communication requirements in [ITU-T Y.2066], this 

group of capabilities can be used by IoT users, service providers and things. 

The security and privacy protection group is defined as a group of the IoT capabilities that can fulfil 

the requirements specified in the category of security and privacy protection requirements 

[ITU-T Y.2066].  

NOTE 7 – Based on the specifications of the category of security and privacy protection requirements in 

[ITU-T Y.2066], this group of capabilities can be used by IoT users, things, service providers and data 

managers. 

The management group refers to a group of the IoT capabilities that can fulfil some non-functional 

requirements, such as manageability, reliability, high availability. The management group includes 

the capabilities for managing the operations related to application support, service provision, data 

management, connectivity, and communication of the IoT.  

NOTE 8 – Based on the specifications of the category of security and privacy protection requirements in 

[ITU-T Y.2066], this group of capabilities can be used by IoT users, service providers or data managers.  

7.1.2 Relations among the IoT functional groups 

Figure 7-1 describes the IoT functional framework in functional view constituted by the IoT 

functional groups and the relations among these groups. The connectivity group is within the device 

layer defined in [ITU-T Y.2060], the communication, data management, service, and application 

support groups are within the network layer and the service support and application support layer 

defined in [ITU-T Y.2060]. 
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Figure 7-1 – The IoT functional framework in functional view 

The connectivity group provides services to the data management group and communication group. 

The connectivity group can provide services to the communication group and data management group 

triggered by requests. The security and privacy protection group configures and manages the security 

and privacy protection aspects of connectivity capabilities, and the management group configures and 

manages the other aspects of connectivity capabilities. 

The communication group provides communication services to the other functional group. The other 

functional groups use the communication services. The management group configures and manages 

the communication capabilities. The security and privacy protection group configures and manages 

the security and privacy protection aspects of communication capabilities. 

The data management group provides services to the other functional groups. The other functional 

groups request and configure the data management services. The management group configures and 

manages the data management capabilities. The security and privacy protection group configures and 

manages the security and privacy protection aspects of data management capabilities. 

The application support group requests services from the data management group and communication 

group, and these two groups can provide services to the application support group. The management 

group configures and manages the application support capabilities. The security and privacy 

protection group configures and manages the security and privacy protection aspects of application 

support capabilities. 

The service provision group requests services from the data management group and communication 

group, and these two groups can provide services to the service provision group. The management 

group configures and manages the service provision capabilities. The security and privacy protection 

group configures and manages the security and privacy protection aspects of the service provision 

capabilities. 

The security and privacy protection group configures and manages the security and privacy protection 

aspects of the capabilities in other functional groups.  

The management group configures and manages the capabilities, except the security and privacy 

protection aspects of these capabilities, in other functional groups. 

7.2 The IoT functional framework in implementation view 

In this Recommendation, the functional entities of the implementation view are only described by 

their capabilities without mentioning their detailed relationships. 

NOTE – There may be different implementation views based on different implementation approaches of the 

IoT. In this Recommendation, only one implementation view of the IoT functional framework is presented in 

order to describe and analyse the capabilities of the IoT. It is anticipated that there is no need to cover all 

possible implementation views of the IoT functional framework: the implementation view of the IoT is in fact 

only used for showing the implementability of the IoT capabilities, so one implementation view of the IoT is 

sufficient to show this possibility. 
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7.2.1 Structure of an implementation view 

An implementation view of the IoT functional framework consists of the functional entities of the 

IoT, and their high level relations. Figure 7-2 illustrates an implementation view of the IoT functional 

framework based on the IoT reference model specified in [ITU-T Y.2060] and the IoT common 

requirements specified in [ITU-T Y.2066], and building over functional entities described in the NGN 

functional architecture [ITU-T Y.2012]. 

 

Figure 7-2 – Implementation view of the IoT functional framework building over the NGN 

functional architecture 

There are two classes of functional entities in this implementation view of the IoT functional 

framework, one is for the functional entities already specified for the NGN [ITU-T Y.2012], and 

another is for the functional entities specific to the IoT.  

The functional entities that are illustrated by green boxes in Figure 7-2 are the functional entities 

specific to the IoT (to be specified in this Recommendation), while the functional entities illustrated 

by differently coloured boxes are the functional entities described in [ITU-T Y.2012]. Among the 

functional entities described in [ITU-T Y.2012], the functional entities illustrated by the same colour 

belong to a single functional layer except the Management and Identity Management functional entity 

that crosses all functional layers of the IoT reference model [ITU-T Y.2060]. 

Even if some end-user functions are already mentioned in NGN Recommendations, these 

Recommendations only cover specifications on interactions between end-user functions and other 

NGN functions. There is no specification of end-user functions. In the implementation view, the end-

user functions are needed to be described in order to cover the possibility that the IoT device 

capabilities are implemented in end-user functional entities. The "End-User" functional entity of 

NGN Recommendations enhanced with some IoT device capabilities is named as "End-User Device" 

functional entity in this Recommendation. 

NOTE 1 – A smart phone configured with sensors and associated application software is an implementation 

of the End-User Device functional entity. 

With respect to the functional entities already specified for the NGN, the Transport and Transport 

Control functional entities are in the network layer, and the Application Support, Service Provision, 

Service Control and Content Delivery functional entities are in the service support and application 
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support layer. The Management and Identity Management functional entity crosses all functional 

layers.  

With respect to the functional entities specific to the IoT, the IoT Device, the IoT Gateway and the 

End-User Device functional entities are in the device layer, the IoT Transport Control functional 

entity in the network layer, the IoT Data Management and the IoT Service Control functional entities 

in the service support and application support layer. The IoT Security and Privacy Protection 

functional entity crosses all functional layers.  

NOTE 2 – The functional entities described in this Recommendation located in the service support and 

application support layer are only related with the generic support capabilities specified in [ITU-T Y.2060]. 

7.2.2 Functional entities of an implementation view 

The Transport functional entity illustrated in Figure 7-2 includes the access network functions, edge 

functions, core transport functions, gateway functions, and media handling functions as specified in 

[ITU-T Y.2012].  

The Transport Control functional entity illustrated in Figure 7-2 includes resource and admission 

control functions (RACF), network attachment control functions (NACF), and mobility management 

and control functions (MMCF) as specified in [ITU-T Y.2012].  

The Service Provision functional entity and the Application Support functional entity illustrated in 

Figure 7-2 include functions such as the gateway, registration, authentication and authorization 

functions at the application level as specified in [ITU-T Y.2012]. 

The Service Control functional entity illustrated in Figure 7-2 includes resource control, registration, 

and authentication and authorization functions at the service level for both mediated and non-

mediated services as specified in [ITU-T Y.2012]. 

The Content Delivery functional entity illustrated in Figure 7-2 receives content from the Application 

Support functional entity and Service Provision functional entity, stores, processes, and delivers it to 

the End-User Device functional entity using the capabilities of the Transport functional entity, under 

control of the Service Control functional entity as specified in [ITU-T Y.2012]. 

The Management and Identity Management functional entity illustrated in Figure 7-2 includes 

management functions and identity management functions as specified in [ITU-T Y.2012]. 

The IoT Device functional entity contains the capabilities of connecting and monitoring things, or 

controlling things that fulfil the device requirements of the IoT specified in [ITU-T Y.2066].  

The IoT Gateway functional entity contains the capabilities of interconnecting devices with networks, 

buffering and transferring data, and configuring and monitoring devices that fulfil some device 

requirements and some data management requirements of the IoT specified in [ITU-T Y.2066] and 

[b-ITU-T Y.2067]. 

The End-User Device functional entity contains the capabilities of time synchronization, 

collaboration among services or among devices, reliable and secure human body connectivity, 

automatic service, intelligent communication, and device mobility to fulfil some application support 

requirements, service requirements, communication requirements, and device requirements of the IoT 

specified in [ITU-T Y.2066].  

NOTE – As the above capabilities can be distributed in different functional entities, the capabilities contained 

in the End-User Device functional entity are named by prefixing them with the term "end-user" in order to 

distinguish them from capabilities residing in other functional entities. 

The IoT Data Management functional entity contains the capabilities of semantic annotating, 

aggregating, storing, and transporting data of things that fulfil the data management requirements of 

the IoT specified in [ITU-T Y.2066]. 
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The IoT Transport Control functional entity contains the capabilities of configuring and monitoring 

communication modes, autonomic networking, content-aware communication, and location-based 

communication that fulfil some communication requirements specified in [ITU-T Y.2066]. 

The IoT Service Control functional entity contains the capabilities of group management, time 

synchronization, collaboration among services, configuring and monitoring the semantic based 

services, autonomic services, location-based and context-aware services that fulfil some service 

requirements of the IoT specified in [ITU-T Y.2066]. 

The IoT Security and Privacy Protection functional entity contains the capabilities of performing the 

operations of security and privacy protection in communication, data management, and service 

provisioning. These capabilities fulfil some security and privacy protection requirements of the IoT 

specified in [ITU-T Y.2066]. 

7.3 The IoT functional framework in deployment view  

In this Recommendation, the functional components specified in the deployment view of the IoT 

functional framework are only described by their capabilities without mentioning their detailed 

relationships. 

NOTE – There may be different deployment views based on different deployment approaches of the IoT. In 

this Recommendation, only one deployment view of the IoT functional framework is presented in order to 

describe and analyse the capabilities of the IoT. It is anticipated that there is no need to cover all possible 

deployment views of the IoT functional framework in the Recommendation: the deployment view of the IoT 

is in fact only used for showing the applicability of the IoT capabilities, so one deployment view of the IoT is 

enough to show this possibility.  

7.3.1 Structure of a deployment view 

A deployment view of the IoT functional framework consists of its functional components and their 

high level relations. Figure 7-3 illustrates a deployment view of the IoT functional framework based 

on the IoT reference model specified in [ITU-T Y.2060], the IoT common requirements specified in 

[ITU-T Y.2066], and the NGN components described in the NGN functional architecture 

[ITU-T Y.2012].  

 

Figure 7-3 – Deployment view of the IoT functional framework building over  

the NGN components 
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The functional components that are illustrated by green boxes in Figure 7-3 are the functional 

components specific to the IoT (to be specified in this Recommendation), while the functional 

components illustrated by differently coloured boxes are the functional components described or 

partially described in [ITU-T Y.2012]. 

The deployment view of the IoT functional framework is only a logical approach for deploying IoT 

capabilities, and the functional components described in the deployment view can be mapped to 

physical components of some practical IoT deployments.  

The functional components of this deployment view are classified respectively into device layer, 

network layer, and service support and application support layer as specified in [ITU-T Y.2060]. The 

cross-layer capabilities specified in [ITU-T Y.2060] are assigned to different functional components 

(such as Device Manager, Network Manager and Service Manager), distributed in each functional 

layer, in order to simplify the description and analysis of the IoT capabilities. 

The IoT Device, IoT Gateway, End-User Device, and Device Manager functional components belong 

to the device layer. The Enhanced Transport Network, IoT Network Controller, and Network 

Manager functional components belong to the network layer. The IoT Data Server, IoT Service 

Controller, Service Platform, and Service Manager functional components belong to the service 

support and application support layer. 

NOTE – The functional components described in this Recommendation in the service support and application 

support layer are solely related to generic support capabilities specified in [ITU-T Y.2060]. 

7.3.2 Functional components of a deployment view 

The IoT Device functional component includes the capabilities of the IoT Device functional entity, 

capabilities of autonomic management and energy management, and capabilities of security and 

privacy protection. 

The IoT Gateway functional component includes capabilities of interconnecting IoT Devices with 

Enhanced Transport Network, capabilities of aggregating and transferring data of things as well as 

capabilities of the IoT Device functional component. 

The End-User Device functional component includes capabilities of existing networking terminal, 

and capabilities of the IoT Device functional components.  

The Device Manager functional component includes capabilities of identifying and managing devices 

within a defined domain, and capabilities of autonomic management. 

The Enhanced Transport Network functional component includes capabilities of transport and 

transport control as specified in [ITU-T Y.2012], and enhanced capabilities to fulfil some 

communication requirements specified in [ITU-T Y.2066]. 

The IoT Transport Controller functional component includes capabilities of configuring, monitoring, 

and controlling functionalities of the IoT related communication performed in the Enhanced 

Transport Network to fulfil communication requirements specified in [ITU-T Y.2066]. 

The Network Manager functional component includes capabilities of managing the Enhanced 

Transport Network, and capabilities of security and privacy protection in the Enhanced Transport 

Network. 

The IoT Data Server functional component includes capabilities of storing, querying and managing 

data of things, and contains database and data management related with data of things. 

The IoT Service Controller functional component includes capabilities of configuring, monitoring, 

and controlling functionalities of IoT application support and service provision performed in Service 

Platform to fulfil some application support requirements and service requirements of the IoT specified 

in [ITU-T Y.2066].  
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