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Recommendation ITU-T Y.2773

Performance models and metrics for deep packet inspection

Summary

Recommendation ITU-T Y.2773 specifies the performance models and metrics for deep packet
inspection in evolving networks. This Recommendation specifies deep packet inspection- (DPI-)
specific performance models and measure points of DPI performance metrics, and also specifies
categorization methods of DPI performance metrics. Furthermore, a DPI performance description
template and DPI specific performance metrics are specified.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration™" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2017

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T Y.2773

Performance models and metrics for deep packet inspection

1 Scope

This Recommendation specifies performance models and metrics for deep packet inspection (DPI)
in evolving networks.

The scope of this Recommendation is limited to:
- DPI-specific performance models
- DPI-specific performance metrics.

The specification of new metrics ensures specification quality as required by performance-related
Recommendations.

Implementers and users of this Recommendation shall comply with all applicable national and
regional laws, regulations and policies. The mechanism described in this Recommendation may not
be applicable to international correspondence in order to ensure the secrecy and sovereign national
legal requirements placed upon telecommunications providers, as well as the ITU Constitution and
Convention.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T 1.350] Recommendation ITU-T 1.350 (1993), General aspects of quality of service
and network performance in digital networks, including ISDNs.

[ITU-T Y.2770] Recommendation ITU-T Y.2770 (2012), Requirements for deep packet
inspection in next generation networks.

[ITU-T Y.2771] Recommendation ITU-T Y.2771 (2014), Framework for deep packet
inspection.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 application [ITU-T Y.2770]: A designation of one of the following:

— an application protocol type (e.g., IP application protocols ITU-T H.264 video, or session
initiation protocol (SIP));

— a served user instance (e.g., VolP, VoOLTE, VolMS, VoNGN, and VoP2P) of an application
type, e.g., "voice-over-Packet application”;

— a "provider specific application" for voice-over-Packet, (e.g., 3GPP provider VolP,
Skype VolIP);
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- an application embedded in another application (e.g., application content in a body element
of a SIP or an HTTP message).

An application is identifiable by a particular identifier (e.g., via a bit field, pattern, signature, or
regular expression as "application level conditions”, see also clause 3.2.2 of [ITU-T Y.2770]), as a
common characteristic of all the above listed levels of applications.

3.1.2 deep packet inspection (DPI) [ITU-T Y.2770]: Analysis, according to the layered protocol
architecture OSI-BRM [b-ITU-T X.200], of:

- payload and/or packet properties (see list of potential properties in clause 3.2.11 of
[ITU-T Y.2770]) deeper than protocol layer 2, 3 or 4 (L2/L3/L4) header information, and

- other packet properties

in order to identify the application unambiguously.

NOTE — The output of the DPI function, along with some extra information such as the flow information, is
typically used in subsequent functions such as reporting or actions on the packet.

3.1.3 DPI engine [ITU-T Y.2770]: A subcomponent and central part of the DPI functional entity
which performs all packet path processing functions (e.g., packet identification and other packet
processing functions in Figure 6-1 of [ITU-T Y.2770]).

3.1.4 DPI node [ITU-T Y.2771]: A network element or device that realizes the DPI related
functions. It is thus a generic term used to designate the realization of a DPI physical entity.

NOTE — Functional perspective: the DPI node function (DPI-NF) comprises the DPI policy enforcement
function (DPI-PEF) and the (optional) local policy decision function (L-PDF), hence, the DPI-NF is
functionally equal to the DPI functional entity.

3.1.5 DPI policy condition (also known as DPI signature) [ITU-T Y.2770]: A representation
of the necessary state and/or prerequisites that identify an application and define whether a policy
rule's actions should be performed. The set of DPI policy conditions associated with a policy rule
specifies when the policy rule is applicable (see also [b-IETF RFC 3198]).

A DPI policy condition must contain application level conditions and may contain other options
such as state conditions and/or flow level conditions:

1) State condition (optional):
a) network grade of service conditions (e.g., experienced congestion in packet paths); or
b) network element status (e.g., local overload condition of the DPI-FE).
2) Flow descriptor/Flow level conditions (optional):
a) packet content (header fields);
b) characteristics of a packet (e.g., number# of MPLS labels);
c) packet treatment (e.g., output interface of the DPI-FE).
3) Application descriptor/application level conditions:
a) packet content (application header fields and application payload).

NOTE — The condition relates to the "simple condition" in the formal descriptions of flow level conditions
and application level conditions.

3.1.6 flow descriptor (also known as flow level conditions) [ITU-T Y.2770]. A set of rule
conditions that is used to identify a specific type of flow (according to clause 3.1.3 of
[ITU-T Y.2770]) from inspected traffic.

NOTE 1 — This definition of flow descriptor extends the definition in [b-ITU-T Y.2121] with additional
elements as described in clause 3 of [ITU-T Y.2770].

NOTE 2 — For further normative discussion of the flow descriptor as used in [ITU-T Y.2770], see Annex A
of [ITU-T Y.2770].
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3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

3GPP Third Generation Partnership Project
DNNF Determining Next Node Function

DPI Deep Packet Inspection

DPI-AclF DPI Action Information Function
DPI-AnF DPI1 Analyser Function

DPI-FE DPI Functional Entity

DPI-NF DPI Node Function

DPI PD-FE DPI Policy Decision Functional Entity
DPI-PEF DPI Policy Enforcement Function
DPI-PIB DPI Policy Information Base

DPI-ScF DPI Scan Function

FIB Forwarding Information Base

HTTP Hypertext Transfer Protocol

IP Internet Protocol

KPI Key Performance Indicator

L-PDF Local Policy Decision Function

MP Measurement Point

MPLS Multi-Protocol Label Switching

NMS Network Management System
OSI-BRM Open System Interconnection-Basic Reference Model
PIB Policy Information Base

QoE Quality of Experience

QoS Quality of Service

SD-PDF Session-Dependent Policy Decision Function
SIP Session Initiation Protocol

SI-PDF Session-Independent Policy Decision Function
TCP Transmission Control Protocol
VoIMS Voice over Integrated Media System
VolP Voice over Internet Protocol

VOLTE Voice over Long Term Evolution
VONGN Voice over Next Generation Network
VVoP2P Voice over Peer to Peer
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Table 4-1 — Mathematical symbols for DPI metrics

€DPI (DPI) error rate -
€fn (DPI) false-negative error rate -
Efp (DPI) false-positive error rate -
dp.in (DPI) processing rate of incoming packets [sH
dp.out (DPI) packet rate in outgoing direction [sY]
&P Node,Out. packet node throughput -
P, identified rate of successfully identified packets -
Phit BloomFilter estimated information certainty of probability -
Nab the number of DPI policy rules -
Sp the packet size -
Nbpieng the number of DPI engines -
D node-internal transfer delay (of DPI node) [ns]
Dopi DPI inspection depth -
ATCP con,est TCP successful connection establishment rate -
N-cp,concur Number of concurrent TCP connections -
Atcp suce TCP connection establishment success rate -
AHTTP trf rate HTTP application transaction identification rate -
NTags Number of supported application tags -
Trule Rule take effect time -
Tailover Failover time -
Tdeploy DPI node deployment time -
Tsyn Redundancy data synchronization time -
Tnms NMS response time
Nnms Concurrent NMS number supported by a DPI entity -
Nrulewrite NMS DPI rule number written per second -
Tagereport NMS DPI rule age report time -
Ebit Energy per bit -
Epacket Energy per packet -

5 Conventions

None.

6 DPI performance model and categorizations

6.1 DPI performance model

The DPI performance metrics are specified on the basis of DPI functions and events that may be
observed at measurement points (MPs). An example of a DPI performance model is illustrated in

Figure 6-1.
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Figure 6-1 — An example of a DPI performance model

6.2 Categorization based on the type of performance metric

For comparability and completeness, DPI performance is considered in the context of the m x n
(mand n are integers greater than 1) performance matrix specified in [ITU-T 1.350]. Three DPI
functions are identified in the matrix: application identification, policy information base (PIB)
maintenance and system status. Each function is considered with respect to four general
performance concerns: speed, accuracy, dependability and resources.

Table 6-1 — Categorization of DPI performance metrics

Performance concern
DPI function —
Speed Accuracy Dependability Resources
Application X X X X
identification
PIB maintenance X x X X
System status X X X X

6.3 Categorization based on functional planes and DPI node

A description of performance metrics is logically clear if the metrics are classified based on
functional planes and entities. Specifications of functional planes and entities can be seen in
Figure 7-6 and Figure 7-7 of [ITU-T Y.2771], which are used as a basis for the specification of the
classification method in this Recommendation (see Figure 6-2).
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