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Recommendation ITU-T Y.3081 

Self-controlled identity based on blockchain: Requirements and framework 

 

 

 

Summary 

Recommendation ITU-T Y.3081 presents the motivations and principles for self-controlled identity 

based on blockchain in future networks including networks beyond IMT-2020. It provides the high-

level framework and requirements of self-controlled identity based on blockchain. It specifies the 

capability requirements of the self-controlled identity based on blockchain accordingly in the context 

of future networks including networks beyond IMT-2020. Detailed descriptions of the use cases and 

business models are listed in the appendix. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T Y.3081 

Self-controlled identity based on blockchain: requirements and framework 

1 Scope 

This Recommendation specifies for self-controlled identity (SCid) based on blockchain targeting 

network applications in future networks including networks beyond international mobile 

telecommunications-2020 (IMT-2020): 

• roles and principles analysis: 

• high-level framework and requirements; 

• capability requirements. 

Detailed use cases and business models are listed in an appendix. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.2015] Recommendation ITU-T Y.2015 (2009), General requirements for ID/locator 

separation in NGN. 

[ITU-T Y.2022] Recommendation ITU-T Y.2022 (2011), Functional architecture for the 

support of host-based separation of node identifiers and routing locators in 

next generation networks. 

[ITU-T Y.2057] Recommendation ITU-T Y.2057 (2011), Framework of node identifier and 

routing locator separation in IPv6-based next generation networks. 

[ITU-T Y.2342] Recommendation ITU-T Y.2342 (2019), Scenarios and capability 

requirements of blockchain in next generation network evolution. 

[ITU-T Y.2720] Recommendation ITU-T Y.2720 (2009), NGN identity management 

framework. 

[ITU-T Y.3031] Recommendation ITU-T Y.3031 (2012), Identification framework in future 

networks. 

[ITU-T Y.3032] Recommendation ITU-T Y.3032 (2014), Configurations of node identifiers and 

their mapping with locators in future networks. 

3 Definitions  

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 blockchain [b-ITU-T X.1400]: A type of distributed ledger which is composed of digitally 

recorded data arranged as a successively growing chain of blocks with each block cryptographically 

linked and hardened against tampering and revision. 
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3.1.2 claim [b-ITU-T X.1252]: [noun] Digital assertion about identity attributes made by an 

entity about itself or another entity. [verb] To state as being the case, without being able to give 

proof.  

NOTE – The terms assertion and claim [noun] are agreed to be very similar. 

3.1.3 credential [b-ITU-T X.1252]: A set of data presented as evidence of a claimed identity 

and/or entitlements. 

NOTE – [b-ISO/IEC 29115] is a similar text to [b-ITU-T X.1254] and contains the same definition of 

credential that was developed by the groups involved. 

3.1.4 decentralized application [b-ITU-T X.1400]: Application that runs in a distributed and 

decentralized computing environment. 

3.1.5 decentralized identifier (DID) [b-ITU-T X.1252]: A globally unique identifier that does 

not require a centralized registration authority because it is registered with distributed ledger 

technology or other form of decentralized network. A DID is associated with exactly one DID 

object descriptor. 

3.1.6 distributed ledger [b-ITU-T X.1400]: A type of ledger that is shared, replicated, and 

synchronized in a distributed and decentralized manner. 

3.1.7 entity [b-ITU-T X.1252]: Something that has separate and distinct existence and that can 

be identified in context. 

3.1.8 identity [ITU-T Y.2720]: Information about an entity that is sufficient to identify that 

entity in a particular context. 

3.1.9 identifier [ITU-T Y.2091]: A series of digits, characters and symbols or any other form of 

data used to identify subscriber(s), user(s), network element(s), function(s), network entity(ies) 

providing services/applications, or other entities (e.g., physical or logical objects). Identifiers can be 

used for registration or authorization. They can be either public to all networks, shared between a 

limited number of networks or private to a specific network (private IDs are normally not disclosed 

to third parties). 

3.1.10 identity provider [ITU-T Y.2720]: An entity that creates, maintains and manages trusted 

identity information of other entities (e.g., users/subscribers, organizations, and devices) and offers 

identity-based services based on trust, business and other types of relationship. 

3.1.11 identity verification [b-ITU-T X.1252]: The process of confirming that a claimed identity 

is correct by comparing the offered claims of identity with previously proven information. 

3.1.12 issuer [b-ITU-T X.1252]: The entity that issues a claim. 

3.1.13 private key [b-ITU-T X.509]: (In a public-key cryptosystem) that key of an entity's key 

pair which is known only by that entity. 

3.1.14 public key [b-ITU-T X.509]: That key of an entity's key pair which is publicly known. 

3.1.15 revocation [b-ITU-T X.1252]: The annulment of something previously done by someone 

having the authority. 

3.1.16 verification [b-ITU-T X.1252]: Process of establishing that identity information associated 

with a particular entity is correct. 

3.1.17 verifier [b-ITU-T X.1252]: Entity that performs verification. 

3.1.18 wallet (identity wallet) [b-ITU-T X.1252]: An application that primarily allows a user to 

hold identifiers and credentials by storing the corresponding private keys on the user device. 
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3.1.19 zero knowledge proof [b-ITU-T X.1403]: A proof that uses special cryptography and a 

master secret to permit selective disclosure of information in a set of claims. A zero knowledge 

proof proves that some or all of the data in a set of claims is true without revealing any additional 

information, including the identity of the prover. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 self-controlled identity (SCid): An identity created, controlled and managed in a 

decentralized manner by the entity itself. The self-controlled identity includes the identifiers and 

associated explanatory profiles. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

API Application Programming Interface 

APP Application 

DID Decentralized Identifier 

ID Identifier 

IMT-2020 International Mobile Telecommunications-2020 

KYC  Know Your Customer 

LOC Locator 

SCid Self-Controlled identity 

SP Service Provider 

SSO Single Sign On 

URL Uniform Resource Locator 

5 Conventions 

In this Recommendation: 

The phrase "is required" indicates a requirement that must be strictly followed and from which no 

deviation is permitted, if conformity to this Recommendation is to be claimed. 

The phrase "is recommended" indicates a requirement that is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformity. 

The phrase "can optionally" indicates an optional requirement that is permissible, without implying 

any sense of being recommended. This term is not intended to imply that the vendor's 

implementation must provide the option, and the feature can be optionally enabled by the network 

operator or service provider (SP). Rather, it means the vendor may optionally provide the feature 

and still claim conformity with this Recommendation. 

In the body of this Recommendation and its annexes, the words "shall", "shall not", "should", and 

"may" sometimes appear, in which case they are to be interpreted respectively as, "is required to", 

"is prohibited from", "is recommended", and "can optionally". The appearance of such words or 

phrases in an appendix or in material explicitly marked as informative are to be interpreted as 

having no normative intent. 
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