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Recommendation ITU-T Y.3090 

Digital twin network – Requirements and architecture 

 

 

 

Summary 

Recommendation ITU-T Y.3090 describes the requirements and architecture of a digital twin 

network (DTN). A digital twin network is a virtual representation of a physical network. It is useful 

for analysing, diagnosing, emulating, and controlling the physical network based on data, model, and 

interface to achieve a real-time interactive mapping between a physical network and a digital twin 

network.  
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T Y.3090  

Digital twin network – Requirements and architecture 

1 Scope 

A digital twin network (DTN) is a virtual representation of a physical network. It is useful for 

analysing, diagnosing, emulating, and controlling the physical network based on data, model, and 

interface, to achieve a real-time interactive mapping between physical networks and digital twin 

networks. This Recommendation describes the requirements and architecture of DTN.  

The scope of this Recommendation includes the following items: 

– Functional requirements of DTN; 

– Service requirements of DTN; 

– Architecture of DTN; 

– Security considerations of DTN. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

None.  

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 IMT-2020 [b-ITU-T Y.3100]: Systems, system components, and related technologies that 

provide far more enhanced capabilities than those described in [b-ITU-R M.1645].  

NOTE – [b-ITU-R M.1645] defines the framework and overall objectives of the future development of 

IMT-2000 and systems beyond IMT-2000 for the radio access network. 

3.1.2 management [b-ITU-T Y.3100]: In the context of IMT-2020, the processes aiming at 

fulfilment, assurance, and billing of services, network functions, and resources in both physical and 

virtual infrastructure including compute, storage, and network resources. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 digital twin network: A virtual representation of a physical network. It is useful for 

analysing, diagnosing, emulating and controlling the physical network based on data, model and 

interface, to achieve the real-time interactive mapping between the physical network and virtual 

twin network. 
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3.2.2 domain: A collection of physical or functional entities which are owned and operated by a 

player and can include entities from more than one role. The extent of a domain is defined by a 

useful context and one player can have more than one domain. 

NOTE – Based on the definition given in [b-ITU-T Y.110]. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AI Artificial Intelligence 

CPU Central Processing Unit 

DTN Digital Twin Network 

IBN Intent-based Networking 

INT In-band Network Telemetry 

IP Internet Protocol 

MAC Media Access Control 

ML Machine Learning 

NetConf Network Configuration 

NoSQL Not Only SQL 

O&M  Operation and Maintenance 

SNMP Simple Network Management Protocol 

SQL Structured Query Language 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement that must be strictly followed and from which 

no deviation is permitted, if conformance to this document is to be claimed. 

The keywords "is recommended" indicate a requirement that is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 

The keywords "is not recommended" indicate a requirement that is not recommended but which is 

not specifically prohibited. Thus, conformance with this specification can still be claimed even if 

this requirement is present. 

6 Overview of a digital twin network 

A digital twin is a real-time representation of physical assets in a digital world. It has been used in 

many industries towards smart manufacturing and 'Industry 4.0', such as aerospace engineering, 

electric grid, car manufacturing, petroleum industry, etc. [b-Tao]. In the future, digital twin 

technology will be used extensively in the fields of smart city, human activity management and 

scientific research, making the whole society move towards the 'digital twin' world. The network 

provides a solid foundation for building the 'digital twin' world. Meanwhile, in the face of 

increasing business types, scale and complexity, the network itself also needs to use digital twin 

technology to seek solutions beyond the physical network.  

A digital twin network (DTN) is a virtual representation of the physical network. DTN is useful for 

analysing, diagnosing, emulating and controlling the physical network based on data, model and 
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