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Recommendation ITU-T Y.3302

Functional architecture of software-defined networking

Summary

Recommendation ITU-T Y.3302 provides the functional architecture of software-defined networking
(SDN) with descriptions of functional components and reference points. The described functional
architecture is intended to be used as an enabler for further studies on other aspects such as protocols
and security as well as being used to customize SDN in support of appropriate use cases (e.g., cloud
computing, mobile networks).

This Recommendation is based on ITU-T Y.3300 and ITU-T Y.3301. Recommendation ITU-T Y.3300
describes the framework of SDN including definitions, objectives, high-level capabilities,
requirements and the high-level architecture of SDN; Recommendation ITU-T Y.3301 describes more
detailed requirements.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Y.3302 2017-01-12 13 11.1002/1000/13017

Keywords

Abstraction, functional component, multi-layer management, orchestration, programmability,
software-defined networking.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had received notice of intellectual property, protected
by patents, which may be required to implement this Recommendation. However, implementers are cautioned
that this may not represent the latest information and are therefore strongly urged to consult the TSB patent
database at http://www.itu.int/ITU-T/ipr/.

© ITU 2017

AII, rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.3302

Functional architecture of software-defined networking

1 Scope

This Recommendation defines the functional architecture of software-defined networking (SDN) by
describing a layered architecture, the functional components of the architecture and its reference
points. Details of multi-layer management are provided in Annex A and the role of orchestration is
addressed in Appendix I. The architecture is based on [ITU-T Y.3300] which defines the SDN
framework and [ITU-T Y.3301] which describes the functional requirements of the SDN architecture
which the present Recommendation has to fulfil.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T M.3400] Recommendation ITU-T M.3400 (2000), TMN management functions.

[ITU-T Y.3001] Recommendation ITU-T Y.3001 (2011), Future networks: Objectives and
design goals.

[ITU-T Y.3300] Recommendation ITU-T Y.3300 (2014), Framework of software-defined
networking.

[ITU-T Y.3301] Recommendation ITU-T Y.3301 (2016), Functional requirements of
software-defined networking.

[ITU-T Y.3320] Recommendation ITU-T Y.3320 (2014), Requirements for applying formal
methods to software-defined networking.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 functional component [b-ITU-T Y.3502]: A functional building block needed to engage in
an activity, backed by an implementation.

3.1.2 network virtualization [b-ITU-T Y.3011]: A technology that enables the creation of
logically isolated network partitions over shared physical networks so that heterogeneous collection
of multiple virtual networks can simultaneously coexist over the shared networks. This includes the
aggregation of multiple resources in a provider and appearing as a single resource.

3.1.3 software-defined networking [ITU-T Y.3300]: A set of techniques that enables to directly
program, orchestrate, control and manage network resources, which facilitates the design, delivery
and operation of network services in a dynamic and scalable manner.
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3.2 Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1 SDN orchestration: A process that oversees and directs a set of software-defined networking
activities and interactions with the objective of carrying out certain work in an automated manner.

NOTE — In SDN, orchestration can be used to arrange, configure and coordinate a set of operations in multi-domain,
multi-layer or end-to-end heterogeneous networking environments in order to execute a specific task.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

ACI

AL
ALM
AL-MSO
BSS

CL
CL-AS
CL-MSO
CL-RA
CLM
DevOps
ERM
FCAPS
KPI
MMF
MMFA
MMFC
MMFO
MMFR
MMO
0SS
RCI

RL
RL-CS
RL-DP
RL-DT
RL-MS
RLM
SDN
SDN-AL
SDN-CL
SDN-RL

Application Control Interface

Application Layer

Application Layer Management

Application Layer Management Support and Orchestration
Business Support System

Control Layer

Control Layer Application Support

Control Layer Management Support and Orchestration
Control Layer Resource Abstraction

Control Layer Management

Development Operations

External Relationship Management

Fault, Configuration, Accounting, Performance and Security
Key Performance Indicator

Multi-layer Management Functions

Multi-layer Management Functions Application layer
Multi-layer Management Functions Control layer
Multi-layer Management Functions OSS/BSS
Multi-layer Management Functions Resource layer
Multi-Layer Management Orchestration

Operations Support System

Resource Control Interfaces

Resource Layer

Resource Layer Control Support

Resource Layer Data Processing

Resource Layer Data Transport

Resource Layer Management Support

Resource Layer Management

Software-Defined Networking

SDN Application Layer

SDN Control Layer

SDN Resource Layer
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5 Conventions

None.

6 Introduction

As described in [ITU-T Y.3300], key properties of SDN include:

1) logically centralized network control which allows for controlling and managing network
resources by software;

2) support for network virtualization, and,

3) network customization, for efficient and effective network deployments and operations.

Requirements for SDN [ITU-T Y.3300] include:

1) separation of SDN control from network resources;

2) programmability of network resources;

3) abstraction of network resources, by means of standard information and data models, and;

4) support for orchestration of network resources and SDN applications.

More detailed requirements are provided in [ITU-T Y.3301].

This Recommendation provides a description of the SDN functional architecture with the aim of
ensuring that the key properties and requirements of SDN are appropriately supported. The SDN
functional architecture is based on the layering framework derived from clause 11 of [ITU-T Y.3300]
and shown in Figure 6-1.

SDN application layer

(SDN-AL)
Multi-layer
management SDN control layer
functions (SDN-CL)
(MMF)

SDN resource layer
(SDN-RL)

Y.3302(17)_F6-1

Figure 6-1 — SDN layering framework

Considering other efforts to design an SDN architecture [b-ONF-arch 1.0], [b-ONF-arch 1.1],
[b-IETF RFC 7426], the SDN architecture described in this Recommendation takes into account factors that
are important in large-scale public networks:

— Orchestration-based run-time lifecycle management of software-based SDN functions.

Since public networks are becoming even more complex due to the emerging technologies,
services and companion usage behaviors as well as the integration of fixed and mobile
networks, SDN technologies need to contribute to the orchestration of operations and the
resulting lifecycle management of network functions. SDN orchestration in this
Recommendation is used to automate a set of operations;

NOTE — The background, design principle and role of SDN orchestration is described in more details
in Appendix .

— Interaction with operators’ legacy operations support system (OSS)/business support system
(BSS).
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The SDN architecture is designed to be capable to interact with the existing OSS/BSS;
- Scalability.

In order to cope with appropriate control and application layers (ALs) performance in SDN
networks potentially involving a huge number of customers, providing various types of
services and covering vast geographical areas, the SDN architecture provides independent
control and management capabilities, which enables performance monitoring of available
resources in all layers, and enables dynamic adaptation of resources, e.g., scaling up and
scaling down. The SDN architecture also allows for implementation of functions in a
distributed manner, and enables distribution of fault, configuration, accounting, performance
and security (FCAPS) management in each of the SDN layers;

- Reliability.

The possibility of decomposition of the SDN architecture and their functionalities enabled
by this Recommendation, with the important role of management, contribute to the increased
overall SDN reliability. Some reliability-related mechanisms are implementation dependent;

— Covering multiple resource layer (RL) technologies.

The SDN architecture is designed to cover multiple resource layer technologies including
basic data forwarding and more complex data processing, which makes it easier for future
expansion towards software-defined infrastructure;

- Efficiency of resource usage.

The decomposition of the control and management architectures and their functionalities
contributes to overall efficiency of SDN resource usage. It is realized by monitoring and
analytics of all layers' resource usage together with dynamic resource provisioning in order
to reach the required system performance but at the same time to maintain optimal resource
usage, taking into account energy consumption reduction.

7 Functional architecture

Figure 7-1 presents an overview of the SDN functional architecture organized by means of the SDN
layering framework shown in Figure 6-1.
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Figure 7-1 — SDN functional architecture
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