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Recommendation ITU-T Y.3509

Cloud computing — Functional architecture for data storage federation

Summary

Recommendation ITU-T Y.3509 specifies the data storage federation (DSF) functions based on DSF
logical components identified in Recommendation ITU-T Y.3505, the DSF functional architecture
and its reference points. This Recommendation also provides relationships between the DSF
functional architecture and the cloud computing reference architecture defined in Recommendation

ITU-T Y.3502.
History
Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Y.3509 2019-12-14 13 11.1002/1000/14135
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To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique 1D. For example,
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2020

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T Y.3509

Cloud computing — Functional architecture
for data storage federation

1 Scope

This Recommendation provides functional architecture for data storage federation (DSF). It
specifies the detailed DSF functions and DSF functional architecture based on functional
requirements defined in [ITU-T Y.3505].

This Recommendation defines the following:

— DSF functions;

— DSF functional architecture and reference points.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.3500] Recommendation ITU-T Y.3500 (2014), Information technology — Cloud
computing — Overview and vocabulary.

[ITU-T Y.3502] Recommendation ITU-T Y.3502 (2014), Information technology — Cloud
computing — Reference architecture.

[ITU-T Y.3505] Recommendation ITU-T Y.3505 (2018), Cloud computing — Overview and
functional requirements for data storage federation.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 cloud service customer [ITU-T Y.3500]: A party which is in a business relationship for the
purpose of using cloud services.

3.1.2 cloud service user [ITU-T Y.3500]: Natural person, or entity acting on their behalf,
associated with a cloud service customer that uses cloud services.

NOTE — Examples of such entities include devices and applications.

3.1.3 data storage federation (DSF) [ITU-T Y.3505]: A processing to provide a single virtual
volume from the multiple heterogeneous data storages using storage virtualization.

NOTE - In this Recommendation, heterogeneous storage refers to DSF local storage.

3.1.4 DSF local storage [ITU-T Y.3505]: A physical storage to be integrated.

NOTE — DSF local storage includes on-premises storage such as main memory, non-volatile memory
express (NVMe), solid state disk, hard disk drive, serial attached small computer system interface (SCSI),
Internet SCSI storage and network-attached storage, object-based storage device, intelligent storage device,
etc. and cloud storage with different management units such as block, object and file.
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3.1.5 storage virtualization [ITU-T Y.3505]: An abstraction of storage resource to provide

logical storage.

NOTE — The abstraction includes consolidating the different type of storages into a virtual storage pool as

well as dividing a virtual storage pool into a single virtual volume.

3.1.6 virtual storage pool [ITU-T Y.3505]: A logical storage by integration of DSF local

storage.

3.1.7 single virtual volume [ITU-T Y.3505]: A virtual storage unit provided in forms of a block

device, disk, or object device.
NOTE - Disk and object device are considered as file and object-based storage in this Recommendation.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

API Application Program Interface
CRUD Create Read Update Delete
CsC Cloud Service Customer

CSP Cloud Service Provider

CSuU Cloud Service User

CUA-F Customer Access Function

DFM-F Data Fragment Function

DME-F Data Manipulation Enhancement Function

DM-FS DSF data Manipulation Functions

DMP Data Manipulation Provider

DOC-F Data Operation with write buffer and read Cache Function
DSC-F DSF local Storage Connection Function

DSF Data Storage Federation

DS-FS DSF local Storage Functions

ENC-F Encryption/decryption, compression/decompression Function
FTP File Transfer Protocol

110 Input/Output

iISCSI internet Small Computer System Interface
NAS Network Attached Storage

NFS Network File System

NVMe Non-Volatile Memory express

POL-F Policy management of data storage and data manipulation Function
PP-FS Provision and Policy management Functions

PRO-F Provision of single virtual volume and virtual storage pool Function

2
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RAM Random Access Memory

SAN Storage Attached Network

SC-FS Single virtual volume Connection Functions
SCSI Small Computer System Interface

SFP Storage Federation Provider

SFTP Secure File Transfer Protocol

SSH Secure Shell

SSD Solid State Drive

STS-F Storage Structuring Function

SVI-F Single Virtual volume Interface Function
VSP-F Virtual Storage Pool management Function
5 Conventions

None.

6 DSF functions

Figure 6-1 shows data storage federation (DSF) functions derived from the DSF requirements and
DSF logical components defined in [ITU-T Y.3505].
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s N
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l DSF local storage connection | | Storage structuring DSF local storage
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Figure 6-1 — DSF functions

NOTE 1 — Appendix | provides details regarding the relationships between the DSF requirements and DSF
logical components defined in [ITU-T Y.3505] and the DSF functions defined in this clause.

NOTE 2 — Appendix Il describes the relationships between DSF functions and functional components of the
cloud computing reference architecture [ITU-T Y.3502].
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In the remaining parts of this Recommendation, the term “cloud service user” (and its acronym
"CSU") corresponds to "DSF service customer™ as used in Recommendation [ITU-T Y.3505].

6.1 Single virtual volume connection

The single virtual volume connection functions include:
— customer access (see clause 6.1.1); and
— single virtual volume interface (see clause 6.1.2).

6.1.1 Customer access

The customer access function supports the following:

— Registering the cloud service user's (CSU) information;
NOTE 1 — Examples of CSU's information for configuring storage is as shown below:
+ Data storage service name;

* Cloud storage and interworking information (CSU name, password, cloud storage
connection endpoint information);

*  On-premises storage connection information;

+ Data storage specification (size, caching, tier, encryption and other data storage
policies);

+ Cloud storage name;

+ Types of single virtual volume such as file storage such as direct-attached storage
(DAS) and network-attached storage (NAS), object storage such as a storage area
network (SAN) connecting to a working server for applications or databases, and block
storage e.g., [b-Ceph], [b-Swift], and [b-Lustre];

« Access mechanisms.

NOTE 2 — Once registration of CSU's information is completed, the CSU can access the DSF
service and request the allocation and capability of storage such as single virtual volume and DSF
local storage.

— Enabling interactions between the DSF service and the CSU for both storage operations and
data operations.
NOTE 3 — A single virtual volume is created through storage operations while the CSU's data is
stored and managed through data operations.

6.1.2  Single virtual volume interface

The single virtual volume interface function supports the following:

— Provisioning interfaces between a CSU and a single virtual volume according to the type of
storage requested by the CSU;

— Selecting CSU's data access mechanisms and setting the related parameters;

NOTE — Examples of data access mechanisms are [b-iSCSI] for block storage, [b-NFS], [b-SSH],
[b-SFTP], [b-FTP] for file storage and APIs of [b-Ceph], [b-Swift], and [b-Lustre] for object
storage.

— Interfacing with CSU's web application or client software used to access a single virtual
volume.
6.2 DSF data manipulation

The DSF data manipulation functions include:
— virtual storage pool management (see clause 6.2.1);

— data operations with write buffer and read cache (see clause 6.2.2); Documents
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— data fragmentation (see clause 6.2.3);
— encryption/decryption and compression/decompression (see clause 6.2.4);
— enhanced management for data manipulation (see clause 6.2.5).

6.2.1 Virtual storage pool management

The virtual storage pool management function supports the following:

— Configuring virtual storage pool using storage management metadata and virtual storage
pool information;

NOTE 1 — Storage management metadata (see [ITU-T Y.3505]) is a description required to perform
storage operations. This metadata includes elements such as the location of DSF local storage,
read/write speed, storage capacity, API for customer data operation, etc.

NOTE 2 — Examples of virtual storage pool information include:
» size of virtual storage pool;
» the number of DSF local storage used by CSU;
» the type of DSF local storage (e.g., on premise or cloud storage).
— Connecting to DSF local storage according to the storage types selected by CSU,;
NOTE 3 — Types of DSF local storage include on premise storage, cloud storage, etc.
— Creating virtual storage pools;

NOTE 4 — Creating a virtual storage pool means creating the associated storage volume and
interfacing with DSF local storage.

— Referring to the DSF global registry to securely write and read data in the selected DSF
local storage;

- Activating write buffer and read cache depending on CSU’s selection regarding the usage
of write buffer and read cache when virtual storage pool is configured;

- Transmitting the sizes of write buffer and read cache;
- Executing storage operations;
- Managing connections among separated virtual storage pools.

NOTE 5 — In this case, a proxy interface (see [ITU-T Y.3505]) can be used by the virtual storage
pool management function to establish connections among separate virtual storage pools and to
manage the network used for transmitting data to the DSF local storage.

6.2.2 Data operation with write buffer or read cache

The data operation with write buffer or read cache function supports the following:
— Buffering data during write operations;

NOTE 1 - Since DSF local storage can be connected with different 1/0O storage speeds, a write
buffer is used to overcome differences in I/O storage speeds and to get faster data operation.

— Caching data during read operations;
NOTE 2 — Caching data allows lower latency data operations.
— Transmitting data in the write buffer to DSF local storage periodically;

NOTE 3 — When the write buffer is full or depending on policies for data manipulation, the data is
transmitted from the write buffer to DSF local storage.

— Overwriting buffered data with new CSU's data;
— Searching data in read cache;

NOTE 4 — The objective of read cache is to improve response times of read data operations.
— Accessing to DSF global registry to search for data operation metadata;
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