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Recommendation ITU-T Y.3525 

Cloud computing – Requirements for cloud service development  

and operation management 

 

 

 

Summary 

Recommendation ITU-T Y.3525 describes the overview of cloud service development and operation 

management and its functional requirements. It provides the lifecycle of cloud service development 

and operation management based on five processes and eight stages. Additionally, this 

Recommendation also specifies the functional requirements of cloud service development and 

operation management derived from the corresponding use cases. 

 

 

History 

Edition Recommendation Approval Study Group Unique ID* 

1.0 ITU-T Y.3525 2020-09-29 13 11.1002/1000/14403 
 

 

 

Keywords 

Cloud service, development and operation management, framework. 

 

 

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web 

browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11

830-en. 

Full document details: ITU-T Y.3525 2020

http://handle.itu.int/11.1002/1000/14403
http://handle.itu.int/11.1002/1000/11830-en
http://handle.itu.int/11.1002/1000/11830-en
http://www.avadocuments.com/doc/itu-t-y-3525-2020
http://www.avadocuments.com/doc/itu-t-y-3525-2020


 

ii Rec. ITU-T Y.3525 (09/2020) 

FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T Y.3525 

Cloud computing – Requirements for cloud service development  

and operation management 

1 Scope 

This Recommendation provides functional requirements and typical use cases of cloud service 

development and operation management. This Recommendation covers the following aspects: 

– overview of cloud service development and operation management; 

– functional requirements of cloud service development and operation management; 

– typical use cases of cloud service development and operation management. 

2 Reference 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1601] Recommendation ITU-T X.1601 (2015), Security framework for cloud 

computing. 

[ITU-T Y.3502] Recommendation ITU-T Y.3502 (2014) | ISO/IEC 17789:2014, Information 

technology –Cloud computing – Reference architecture. 

[ITU-T Y.3522] Recommendation ITU-T Y.3522 (2016), End-to-end cloud service lifecycle 

management requirements. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 cloud computing [b-ITU-T Y.3500]: Paradigm for enabling network access to a scalable and 

elastic pool of shareable physical or virtual resources with self-service provisioning and 

administration on demand. 

NOTE – Examples of resources include servers, operating systems, networks, software, applications, and 

storage equipment. 

3.1.2 cloud service [b-ITU-T Y.3500]: One or more capabilities offered via cloud computing 

invoked using a defined interface. 

3.1.3 cloud service customer [b-ITU-T Y.3500]: Party which is in a business relationship for the 

purpose of using cloud services. 

3.1.4 cloud service partner [b-ITU-T Y.3500]: Party which is engaged in support of, or auxiliary 

to, activities of either the cloud service provider or the cloud service customer, or both. 

3.1.5 cloud service provider [b-ITU-T Y.3500]: Party which makes cloud services available. 

3.1.6 service level agreement (SLA) [b-ITU-T Y.3500]: Documented agreement between the 

service provider and customer that identifies services and service targets.  
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NOTE 1 – A service level agreement can also be established between the service provider and a supplier, an 

internal group or a customer acting as a supplier. 

NOTE 2 – A service level agreement can be included in a contract or another type of documented agreement.  

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 continuous integration: A software engineering approach of merging CSN:cloud service 

developers' working copies to a shared mainline at any time. 

NOTE – In the continuous integration, each integration is verified by the automated building, including 

compiling, release, automated testing, and deployment, in order to as early as possible to find the integration 

errors. 

3.2.2 continuous delivery: A software engineering approach in which the CSN:cloud service 

developers produce software in short cycles, ensuring that the software can be reliably released at any 

time. 

NOTE – Continuous delivery does not mean that each change of the software needs to be deployed in the 

product environment as soon as possible, but means that each change is verified to be deployed at any time. 

3.2.3 automated testing: A method in software testing that makes use of special software tools to 

control the execution of testing and then compares actual testing results with predicted or expected 

results. 

NOTE – Automated testing is done automatically with little or no intervention from the CSN:cloud service 

developers.  

3.2.4 continuous operation: The management processes associated with cloud service 

management to deliver the right set of services with the high quality and competitive costs for the 

cloud service customer (CSC) in a sustainable way. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

CCRA Cloud Computing Reference Architecture 

CI Continuous Integration 

CD Continuous Delivery 

CSC Cloud Service Customer 

CSP Cloud Service Provider 

CSN Cloud Service partner 

E2E End-to-End 

NaaS  Network as a Service 

NFV Network Function Virtualization 

SLA Level Agreement 

VM  Virtual Machine 

VNF Virtualized Network Function 

5 Conventions 

The keywords "is required" indicate a requirement which must be strictly followed and from which 

no deviation is permitted if conformance to this Recommendation is to be claimed. 

Full document details: ITU-T Y.3525 2020

https://en.wikipedia.org/wiki/Software_engineering
https://en.wikipedia.org/wiki/Trunk_(software)
https://en.wikipedia.org/wiki/Software_engineering
http://www.avadocuments.com/doc/itu-t-y-3525-2020
http://www.avadocuments.com/doc/itu-t-y-3525-2020


 

  Rec. ITU-T Y.3525 (09/2020) 3 

The keywords "is recommended" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 

In the body of this Recommendation and its annexes, the words shall, shall not, should, and may 

sometimes appear, in which case they are to be interpreted, respectively, as is required to, is prohibited 

from, is recommended, and can optionally. The appearance of such phrases or keywords in an 

appendix or in material explicitly marked as informative is to be interpreted as having no normative 

intent. 

6 Overview of cloud service development and operation management 

We are living in a volatile, uncertain, complex and ambiguous world where the environment is 

extremely sensitive. Along with the expansion of cloud computing technology and the demands of 

cloud service customers (CSCs), the complexity of the system architecture has greatly evolved and 

has never been more challenging. The traditional way of development and operation management is 

no longer effective and compatible with new technologies, e.g., container and micro-services. 

Therefore, the end-to-end (E2E) development and operation management of cloud services becomes 

one of the most important ways for success. 

According to [ITU-T Y.3522], cloud service lifecycle management integrates and optimizes 

processes such as service provisioning, service assurance, service fulfilment, service charging and 

service change management for particular workloads respecting relevant governance and polices. 

E2E cloud service development and operation optimize procedures, including development plan, 

automated tests, continuous integration (CI), continuous delivery (CD), monitoring state as well as 

quality assurance, and accelerate the delivery of high-quality cloud service to the CSC. 

This approach has been reconstructing the way to effectively develop cloud service and safely try out 

hypothesis. First, the flow through the lifecycle, which is divided into plan, design, code, build, test, 

release, deployment and operation, should be identified and accelerated by automated test and CI/CD. 

Then, measurements are needed to be performed in each part of the flow, and the monitoring system 

is required to provide instant feedback. Quality assurance covers the whole lifecycle of development 

and operation, which is beneficial for identifying defects in the earlier stage and preventing problems 

from flowing downstream. 

6.1 Cloud service development and operation management framework 

Cloud service development and operation management framework refers to unifying the 

development, delivery and operation of cloud services. Based on the cooperation of the whole 

organization and on application architecture optimization, it is able to achieve rapid continuous 

delivery and high-quality cloud services, while ensuring stability. It can help the cloud service partner 

(CSN) and the cloud service provider (CSP) to improve development and operation efficiency, so as 

to flexibly respond to the rapidly changing CSC demand and market environment. The cloud service 

development and operation management framework and other related functional components of the 

cloud computing reference architecture (CCRA) are shown in Figure 6-1. 
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