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Recommendation ITU-T Y.3536

Cloud computing — Functional architecture for cloud service brokerage

Summary

Recommendation ITU-T Y.3536 describes functional architecture for cloud service brokerage (CSB)
based on functional requirements defined in Recommendation ITU-T Y.3506. This
Recommendation also provides the reference points among CSB functions, and the relationship
between the CSB functional architecture and the cloud computing reference architecture specified in
Recommendation ITU-T Y.3502.

History
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1.0 ITU-T Y.3536 2022-02-13 13 11.1002/1000/14861
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To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2022

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T Y.3536

Cloud computing — Functional architecture for cloud service brokerage

1 Scope

This Recommendation specifies the functional architecture for cloud service brokerage (CSB) based
on the functional requirements defined in [ITU-T Y.3506]. It addresses the following subjects:

— Functions of cloud service brokerage;
- Functional architecture of cloud service brokerage;

— Relationship between the CSB functional architecture and the cloud computing reference
architecture.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1601] Recommendation ITU-T X.1601 (2015), Security framework for cloud
computing.

[ITU-T Y.3502] Recommendation ITU-T Y.3502 (2014), Information technology — Cloud
computing — Reference architecture.

[ITU-T Y.3506] Recommendation ITU-T Y.3506 (2018), Information technology — Cloud
computing — Functional requirements for cloud service brokerage.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 cloud service customer [b-ITU-T Y.3500]: Party which is in a business relationship for the
purpose of using cloud services.

3.1.2 cloud service provider [b-ITU-T Y.3500]: Party which makes cloud services available.

3.1.3 cloud service broker [b-ITU-T Y.3500]: Cloud service partner that negotiates relationships
between cloud service customers and cloud service providers.

3.1.4 product catalogue [ITU-T Y.3502]: A listing of all the cloud service products which cloud
service providers make available to cloud service customers.

3.1.5 cloud service agreement [b-1SO/IEC 19086-1]: Documented agreement between the cloud
service provider and cloud service customer that governs the covered service(s).

NOTE — A cloud service agreement can consist of one or more parts recorded in one or more documents.

3.1.6 cloud service brokerage [ITU-T Y.3506]: A service that arbitrates, delivers, and manages
cloud services provided by cloud service providers (CSPs) for cloud service customers (CSCs).
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NOTE - Cloud service brokerage is realized by cloud service broker with new activities. The new activities
are (i) assist CSC for accessing service and (ii) check and control service status.

3.1.7 cloud service level agreement [b-ISO/IEC 19086-1]: Part of the cloud service agreement
(clause 3.1.5) that includes cloud service level objectives (clause 3.1.8) and cloud service
qualitative objectives (clause 3.1.9) for the covered cloud service(s).

3.1.8 cloud service level objective [b-ISO/IEC 19086-1]: Commitment a cloud service provider
makes for a specific, quantitative characteristic of a cloud service, where the value follows the
interval scale or ratio scale.

NOTE — A cloud service level objective commitment may be expressed as a range.

3.1.9 cloud service qualitative objective [b-ISO/IEC 19086-1]: Commitment a cloud service
provider makes for a specific, qualitative characteristic of a cloud service, where the value follows
the nominal scale or ordinal scale.

NOTE 1 — A cloud service qualitative objective may be expressed as an enumerated list.
NOTE 2 — Qualitative characteristics typically require human interpretation.
NOTE 3 — The ordinal scale allows for existence/non-existence.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

API Application Programming Interface
BM-F Business Management Function
CSAM-F Cloud Service Access information Management Function

CSAM-FG Cloud Service Agreement Management Function Group

CSB Cloud Service Brokerage
CSC Cloud Service Customer
CSC-F Cloud Service Configuration Function
CSD-F Cloud Service Deregistration Function
CSM-F Cloud Service Monitoring Function
CSN Cloud Service Partner
CSP Cloud Service Provider
CSR-F Cloud Service Registration Function
CSRM-F Cloud Service Requirement Management Function
CSS-F Cloud Service Search Function
oS Operating System
PCM-FG Product Catalogue Management Function Group
RD-F Request Delivering Function
RV-F Request Validation Function
SC-FG Service Control Function Group
SDM-F SLA Document Management Function
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SLA Service Level Agreement

SLO Service Level Objectives

SM-F SLA Management Function

SQO Service Qualitative Objectives

UAM-F User Account Management Function
UAUTH-F User Authentication and authorization Function
UIM-F User Interface Management Function

UM-FG User access Management Function Group

URL Uniform Resource Locator

5 Conventions

Throughout this Recommendation, the term "CSB user" stands for "CSP and CSC".

6 Relationship between CSB logical components and CSB functions

A cloud service broker described in [ITU-T Y.3506] is a sub-role of cloud service partner (CSN)
that negotiates relationships between cloud service customers (CSCs) and cloud service providers
(CSPs). A cloud service brokerage (CSB) as described in [ITU-T Y.3506] is a service between
CSCs and CSPs, in which the cloud service broker arbitrates, delivers, and manages the cloud
services from the CSPs to the CSCs. The objectives of cloud service brokerage (CSB) are to
provide a single access, easily managed and value-added service to CSCs from multiple CSPs.
There are five CSB logical components in [ITU-T Y.3506]:

— workspace;

- product catalogue management;
- contract management;

- service access management;

- service management.

These CSB logical components are realized by the following CSB function groups:

- user access management function group: provides authentication of CSB users and grants
authorization to access other CSB functions;

— product catalogue management function group: supports registering, deregistering,
searching cloud services within the CSB product catalogue, and allowing CSCs to select
cloud services;

- cloud service agreement management function group: manages contracts between CSPs and
CSCs including cloud service level agreements (SLAS);

— service control function group: requests CSPs to initiate contracted cloud services
accompanied by access information and, also, requests service controls (such as initiate,
resume/suspend, create, and stop) and monitors the status of running cloud services.

Table 6-1 shows the relationship between CSB logical components and CSB function groups in this
Recommendation. The mapping between the functional requirements of each of the CSB logical
components in [ITU-T Y.3506] and CSB functions in clause 7 of this Recommendation is described
in Appendix I.
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