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Recommendation ITU-T Y.3539

Cloud computing — Framework of risk management

Summary

Recommendation ITU-T Y.3539 provides a framework of risk management in a cloud computing
environment, including risk assessment, risk treatment, risk acceptance, risk communication and
consultation, and risk monitoring and review. It also provides a complete set of management processes
and effective measures to reduce risks in the cloud computing environments.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2023

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.3539

Cloud computing — Framework of risk management

1 Scope

This Recommendation provides an overview of and framework for risk management in the cloud
computing environment. It focuses on the risk management processes of a cloud service provider
(CSP) by addressing the following subjects:

- Overview and framework of risk management in a cloud computing environment;
- Risk assessment in a cloud computing environment;
- Risk treatment in a cloud computing environment.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ISO/IEC 27005] ISO/IEC 27005:2022, Information security, cybersecurity and privacy
protection — Guidance on managing information security risks.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 cloud computing [b-1ITU-T Y.3500]: Paradigm for enabling network access to a scalable and
elastic pool of shareable physical or virtual resources with self-service provisioning and
administration on-demand.

NOTE — Examples of resources include servers, operating systems, networks, software, applications, and
storage equipment.

3.1.2 cloud service provider [b-ITU-T Y.3500]: Party which makes cloud services available.

3.1.3 cloud service customer [b-ITU-T Y.3500]: Party which is in a business relationship for the
purpose of using cloud services.

NOTE — A business relationship does not necessarily imply financial agreements.

3.1.4 threat [b-ISO/IEC 27000]: Potential cause of an unwanted incident, which may result in
harm to a system or organization.

3.1.5 vulnerability [b-1SO/IEC 27000]: Weakness of an asset or control that can be exploited by
one or more threats.

3.1.6 risk [b-ISO/IEC 27000]: Effect of uncertainty on objectives.

3.1.7 risk assessment [b-ISO/IEC 27000]: Overall process of risk identification, risk and risk
evaluation.
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3.1.8 risk management [b-ISO/IEC 27000]: Coordinated activities to direct and control an
organization with regard to risk.

3.1.9 risk treatment [b-1SO/IEC 27000]: Process to modify risk.

3.2 Terms defined in this Recommendation
None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
CSC  Cloud Service Customer

CSP  Cloud Service Provider

CVE Collaborative Virtual Environment

DMZ Demilitarized Zone

NaaS Network as a Service

SQL  Structured Query Language

XSS  Cross-Site Scripting

5 Conventions

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this Recommendation is to be claimed.

In the body of this Recommendation and its annexes, the words should and may sometimes appear,
in which case they are to be interpreted, respectively, as is recommended and can optionally. The
appearance of such phrases or keywords in an appendix or in material explicitly marked as
informative is to be interpreted as having no normative intent.

6 Overview and framework of risk management in the cloud computing environment

With the rapid development of cloud computing, risk management has become increasingly
important. In the actual production environment, network instability, equipment failure and other
problems are inevitable. There are several potential risks associated with the life cycle of cloud
services.

It is required that the CSP provide the following: cloud service security and risk manager with a
complete set of processes for risk management and effective measures to reduce risks. The framework
of risk management in the cloud computing environment provides management capabilities as shown
in Figure 6-1. These management capabilities are based on the procedure described in
[ISO/IEC 27005], specifically relating to the cloud computing environment aspect.
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Figure 6-1 — Framework of risk management in the cloud computing environment

Risk assessment: management capability for identifying and estimating risks in the cloud
computing environment.

Risk treatment: management capability for taking measures to keep risk within an acceptable
range based on the results of a risk assessment, including risk reduction, risk retention, risk
avoidance and risk transfer, which is presented in clause 8.

Risk acceptance: management capability for accepting residual risks when the risk
acceptance criteria are met. The following factors should be considered criteria:
» Accepting a residual risk that leads to a small loss.

NOTE 1 — Residual risk will not affect the cloud service in some cases, such as with some system
vulnerabilities created by useless components. If the influence is small based on the risk
evaluation, then the residual risk can be accepted.

* When a key point has a risk that cannot be resolved, this risk is acceptable if the key
point can bring very high benefits for the CSP.
NOTE 2 - Some key points may bring risks and benefits simultaneously. For example, using
open source components in cloud service may bring risks such as licence infringement and open
source security incidents. Open source components could also bring benefits such as cost
decreasing or rapid technology iteration. If the key point brings many more benefits then risks,
it can be accepted.

»  Accepting the risk when the CSP cannot afford to reduce it.

Risk communication and consultation: management capability for timely informing the cloud
service customers (CSCs) of security risk events, including but not limited to:

* Vulnerabilities that could threaten data and applications in cloud services;
«  Major changes of cloud services or CSP;
»  Security events that have occurred, such as data loss and data breach.

Risk monitoring and review: management capability for intelligently paying timely attention
to any security warning notices, vulnerability notices and other threat notices and generating
arisk report on a regular basis for regulatory review.
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