
ITUPublications International Telecommunication Union 

Recommendations Standardization Sector 

Recommendation 

ITU-T Y.3658 (04/2024) 

 

SERIES Y: Global information infrastructure, Internet 
protocol aspects, next-generation networks, Internet of 
Things and smart cities 

Big Data 
 

 
Big data driven networking – Functional 
requirements and functional architecture of 
network programmability 
 

Full document details: ITU-T Y.3658 2024

http://www.avadocuments.com/doc/itu-t-y-3658-2024
http://www.avadocuments.com/doc/itu-t-y-3658-2024


 

ITU-T Y-SERIES RECOMMENDATIONS 

Global information infrastructure, Internet protocol aspects, next-generation networks, Internet of Things and smart cities 

  
GLOBAL INFORMATION INFRASTRUCTURE Y.100-Y.999 
     General      Y.100-Y.199 
     Services, applications and middleware      Y.200-Y.299 
     Network aspects      Y.300-Y.399 
     Interfaces and protocols      Y.400-Y.499 
     Numbering, addressing and naming      Y.500-Y.599 
     Operation, administration and maintenance      Y.600-Y.699 
     Security      Y.700-Y.799 
     Performances      Y.800-Y.899 
INTERNET PROTOCOL ASPECTS Y.1000-Y.1999 
     General      Y.1000-Y.1099 
     Services and applications      Y.1100-Y.1199 
     Architecture, access, network capabilities and resource management      Y.1200-Y.1299 
     Transport      Y.1300-Y.1399 
     Interworking      Y.1400-Y.1499 
     Quality of service and network performance      Y.1500-Y.1599 
     Signalling      Y.1600-Y.1699 
     Operation, administration and maintenance      Y.1700-Y.1799 
     Charging      Y.1800-Y.1899 
     IPTV over NGN      Y.1900-Y.1999 
NEXT GENERATION NETWORKS Y.2000-Y.2999 
     Frameworks and functional architecture models      Y.2000-Y.2099 
     Quality of Service and performance      Y.2100-Y.2199 
     Service aspects: Service capabilities and service architecture      Y.2200-Y.2249 
     Service aspects: Interoperability of services and networks in NGN      Y.2250-Y.2299 
     Enhancements to NGN      Y.2300-Y.2399 
     Network management      Y.2400-Y.2499 
     Computing power networks      Y.2500-Y.2599 
     Packet-based Networks      Y.2600-Y.2699 
     Security      Y.2700-Y.2799 
     Generalized mobility      Y.2800-Y.2899 
     Carrier grade open environment      Y.2900-Y.2999 
FUTURE NETWORKS Y.3000-Y.3499 
CLOUD COMPUTING Y.3500-Y.3599 
BIG DATA Y.3600-Y.3799 
QUANTUM KEY DISTRIBUTION NETWORKS Y.3800-Y.3999 
INTERNET OF THINGS AND SMART CITIES AND COMMUNITIES Y.4000-Y.4999 
     General      Y.4000-Y.4049 
     Definitions and terminologies      Y.4050-Y.4099 
     Requirements and use cases      Y.4100-Y.4249 
     Infrastructure, connectivity and networks      Y.4250-Y.4399 
     Frameworks, architectures and protocols      Y.4400-Y.4549 
     Services, applications, computation and data processing      Y.4550-Y.4699 
     Management, control and performance      Y.4700-Y.4799 
     Identification and security      Y.4800-Y.4899 
     Evaluation and assessment      Y.4900-Y.4999 
  

For further details, please refer to the list of ITU-T Recommendations. 

 

 

Full document details: ITU-T Y.3658 2024

http://www.avadocuments.com/doc/itu-t-y-3658-2024
http://www.avadocuments.com/doc/itu-t-y-3658-2024


 

  Rec. ITU-T Y.3658 (04/2024) i 

Recommendation ITU-T Y.3658 

Big data driven networking – Functional requirements and functional 

architecture of network programmability 

 

 

 

Summary 

Big data driven networking (bDDN) can provide a significant enhancement to the network 

programmability in a network control function, network infrastructure and network application. By 

using network programmability and intelligence of big data plane, bDDN can automatically adjust 

the network behaviour according to the user's requirements and network status. Recommendation 

ITU-T Y.3658 specifies an overview of the network programmability for bDDN, functional 

requirements of network programmability and functional architecture of network programmability 

for bDDN. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T Y.3658 

Big data driven networking – Functional requirements and functional 

architecture of network programmability 

1 Scope 

This Recommendation specifies the functional requirements and functional architecture of network 

programmability for big data driven networking (bDDN). The scope of this Recommendation 

includes: 

a) Overview of network programmability for big data driven networking; 

b) Functional requirements of network programmability for big data driven networking; 

c) Functional architecture of network programmability for big data driven networking; 

d) Security consideration. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.2704] Recommendation ITU-T Y.2704 (2010), Security mechanisms and procedures 

for NGN. 

[ITU-T Y.3650] Recommendation ITU-T Y.3650 (2018), Framework of big-data-driven 

networking. 

[ITU-T Y.3653] Recommendation ITU-T Y.3653 (2021), Big data driven networking – 

functional architecture. 

3 Definitions 

3.1  Terms defined elsewhere 

This Recommendation uses the following term defined elsewhere: 

3.1.1 big data driven networking (bDDN) [ITU-T Y.3650]: bDDN is a type of future network 

framework, that provides big data intelligence to facilitate network management, operation, control, 

optimization and security, etc. based on the big data generated by the network itself. 

It is notable that bDDN has the same meaning as DDN. 

3.2  Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

API  Application Interface 
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AR  Augmented Reality 

BGP Border Gateway Protocol 

bDDN Big Data Driven Networking 

DDoS Distributed Denial of Service 

DHCP Dynamic Host Configuration Protocol 

FPGA Field Programmable Gate Array 

HTTP Hypertext Transfer Protocol 

IP Internet Protocol 

IPv4 Internet Protocol version 4 

IPv6 Internet Protocol version 6 

IPU Intelligent Processing Unit 

MPLS  Multi-Protocol Label Switching 

MR Mixed Reality 

NFV  Network Functions Virtualization 

NFVI Network Functions Virtualization Instance 

NIC Network Interface Card 

SDN Software Defined Networking 

TLV  Type Length Value 

VR Virtual Reality 

XR Extended Reality 

5 Conventions 

This Recommendation uses the following conventions:  

The keywords "is required to" indicate a requirement which must be strictly followed and from 

which no deviation is permitted, if conformance to this Recommendation is to be claimed.  

The keywords "is recommended to" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 

In the body of this Recommendation and its annexes, the words 'should' sometimes appear, in which 

case they are to be interpreted as is recommended, and can optionally. The appearance of such 

phrases or keywords in an appendix or in material explicitly marked as informative are to be 

interpreted as having no normative intent. 

6 Overview of network programmability for big data driven networking 

Software defined networking (SDN) solution achieves the separation of network control and 

forwarding and enhances the centralized programmable ability of the control plane. It has been 

popular for the functions of the control plane on traditional switches and routers to be realized by 

the software. However, the programmable functions provided by the control plane are designed by 

hardware manufacturers and are closely bound with hardware. These functions are difficult to 

provide to a third party for secondary development. Although some network devices can provide 

more advanced SDN control capabilities, the functions that users can control are also very limited. 
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