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Recommendation ITU-T Y.4114 

Specific requirements and capabilities of the Internet of things for big data 

 

 

 

Summary 

Recommendation ITU-T Y.4114 specifies requirements and capabilities of the Internet of things 

(IoT) for big data. This Recommendation complements the developments on common requirements 

of the IoT described in Recommendation ITU-T Y.4100/Y.2066 and the functional framework and 

capabilities of the IoT described in Recommendation ITU-T Y.2068 in terms of the specific 

requirements and capabilities that the IoT is expected to support in order to address the challenges 

related to big data. This Recommendation also constitutes a basis for further standardization work 

such as functional entities, application programming interfaces (APIs) and protocols concerning big 

data in the IoT. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 

involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 

validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 

outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers 

are cautioned that this may not represent the latest information and are therefore strongly urged to consult the 

TSB patent database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2017 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the 

prior written permission of ITU. 
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Recommendation ITU-T Y.4114 

Specific requirements and capabilities of the Internet of things for big data 

1 Scope 

This Recommendation provides specific requirements and capabilities of the IoT for big data. 

This Recommendation complements the developments on common requirements of the IoT 

[ITU-T Y.4100] and functional framework of the Internet of things (IoT) [ITU-T Y.2068] in terms 

of the specific requirements and capabilities that the IoT is expected to support in order to address 

the challenges related to big data. 

In order to enhance the IoT system for dealing with the big data challenges in the IoT environment, 

the big data characteristics of IoT data and the IoT ecosystem from the IoT data point of view are 

investigated. From the perspective of the IoT data roles, big data challenges in the IoT are 

described. 

The requirements of the IoT for big data are specified addressing different IoT data operations in 

the IoT which are impacted by big data. IoT data operations include data collection, data pre-

processing, data analysis, data transfer, data storage, data query and data visualization. 

Building on the identified specific requirements of the IoT for big data, the capabilities of the IoT 

for big data are then specified. 

The scope of this Recommendation includes: 

– Overview of big data in the IoT 

– Requirements of the IoT for big data 

– Capabilities of the IoT for big data 

An IoT use case with big data characteristics is provided in Appendix I. 

Details on relationships among IoT data roles, IoT business roles, IoT data operations and IoT 
components are provided in Appendix II. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.2068] Recommendation ITU-T Y.2068 (2015), Functional framework and 

capabilities of the Internet of things.  

[ITU-T Y.3600] Recommendation ITU-T Y.3600 (2015), Big data – Cloud computing based 

requirements and capabilities. 

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

things. 

[ITU-T Y.4100] Recommendation ITU-T Y.4100/Y.2066 (2014), Common requirements of 

the Internet of things. 

[ITU-T Y.4113] Recommendation ITU-T Y.4113 (2016), Requirements of the network for the 

Internet of things. 
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3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 Internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information 

society, enabling advanced services by interconnecting (physical and virtual) things based on 

existing and evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication 

capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that 

security and privacy requirements are fulfilled. 

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal 

implications. 

3.1.2 big data [ITU-T Y.3600]: A paradigm for enabling the collection, storage, management, 

analysis and visualization, potentially under real-time constraints, of extensive datasets with 

heterogeneous characteristics. 

NOTE – Examples of datasets characteristics include high-volume, high-velocity, high-variety, etc. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 IoT big data characteristics: IoT data set characteristics of high-volume, high-velocity 

and/or high-variety related to the challenges of IoT data set operations. 

NOTE 1 – The term ''volume'' refers to the size of the IoT data sets, the term ''velocity'' refers to the speed of 

IoT data streams in and out of the IoT data sets and the term ''variety'' refers to the diversity of IoT data types 

of the IoT data sets. 

NOTE 2 – Additional dimensions of data, such as veracity, variability, etc., may also be associated with the 

IoT big data characteristics. 

NOTE 3 – Examples of operations on IoT data sets include collection, pre-processing, transfer, storage, 

query, analysis and visualization. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

API Application Programming Interface 

EHM e-Health Monitoring 

IoT Internet of Things 

QoE Quality of Experience 

QoS Quality of Service 

SLA Service Level Agreement 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement which must be strictly followed and from 

which no deviation is permitted if conformance to this Recommendation is to be claimed. 

The keywords "is recommended" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 
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6 Overview of big data in the IoT 

6.1 Data characteristics in the IoT 

It is expected that in the future the quantity of connected things will be so huge that the IoT data 

will constitute a predominant part of the data carried by networks. These IoT data include not only 

data collected from things via devices and/or gateways within the IoT system and data processed 

within the IoT system itself, but also data injected from sources which are external to the IoT 

system (e.g., Web, social networks and industry domain specific information systems). 

In order to enhance the IoT system enabling it to deal with big data challenges in the IoT 

environment, it is essential to investigate application independent characteristics (i.e., common 

characteristics) of IoT data. Consequently, according to the common characteristics of IoT data, the 

IoT system is enabled to handle the IoT data by the means of common capabilities facilitating data 

operations in the IoT. 

With respect to traditional data operations, operations on IoT data require additional study due to 

some unique characteristics of IoT data, named here as ''IoT big data characteristics'', essentially 

due to the diversity of collected IoT data types and the broad variety of application scenarios. The 

prominent IoT big data characteristics are IoT data's high volume (the size of the data sets), IoT 

data's high variety (heterogeneity of data types and sources) and IoT data's high velocity (the speed 

of data streams in and out of the data sets). These prominent IoT big data characteristics are the 

main driver of the requirements study in this Recommendation, helping to identify related common 

capabilities of the IoT system with respect to the variety of concrete IoT deployments. 

6.2 IoT data roles 

Based on consideration of the IoT system and the IoT big data characteristics, five key IoT data 

roles, i.e., the key roles which are relevant in an IoT deployment from a data operation perspective, 

are identified for the IoT ecosystem as shown in Figure 1. 

 

Figure 1 – IoT data roles 

 

– IoT data provider: The IoT data provider collects data from things, injects data processed 

within the IoT system as well as data from external sources and provides them via the IoT 

data carrier to the IoT data consumer (optionally, the applications provided by the IoT data 

application provider may execute relevant data operations with the support of the IoT data 

framework provider). 

– IoT data application provider: The IoT data application provider provides applications 

related to the execution of IoT data operations (e.g., applications for data analysis, data pre-

processing, data visualization and data query). 

NOTE 1 – The applications provided by the IoT data application provider can interact with the 

infrastructure (e.g., storage cloud) provided by the IoT data framework provider through the IoT 

data carrier or run on the infrastructure (e.g., scalable distributed computing platforms) provided by 

the IoT data framework provider. 
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