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Recommendation ITU-T Y.4115 

Reference architecture for IoT device capability exposure 

 

 

 

Summary 

Recommendation ITU-T Y.4115 specifies the reference architecture of IoT device capability exposure 

(IoT DCE) which supports IoT applications in DCE devices (e.g., smart phones, tablets and home 

gateways) to access device capabilities exposed by IoT devices connected to the DCE device. 

This Recommendation clarifies the concept of the IoT DCE, identifies its general characteristics and 

common requirements and provides the reference architecture for the IoT DCE and relevant high-level 

common procedures. 

 

 

History 

Edition Recommendation Approval Study Group Unique ID* 

1.0 ITU-T Y.4115 2017-04-29 20 11.1002/1000/13266 
 

 

 

Keywords 

Device capability, device capability exposure, Internet of things. 

 

                                                 

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web 

browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/1

1830-en. 

Copyright International Telecommunication Union/ITU Telcommunication Sector 
Provided by IHS Markit under license with ITU-T Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: ITU-T Y.4115 2017

http://handle.itu.int/11.1002/1000/13266
http://handle.itu.int/11.1002/1000/11830-en
http://handle.itu.int/11.1002/1000/11830-en
http://www.avadocuments.com/doc/itu-t-y-4115-2017
http://www.avadocuments.com/doc/itu-t-y-4115-2017


 

ii Rec. ITU-T Y.4115 (04/2017) 

FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had received notice of intellectual property, protected 

by patents, which may be required to implement this Recommendation. However, implementers are cautioned 

that this may not represent the latest information and are therefore strongly urged to consult the TSB patent 

database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2017 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 
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Recommendation ITU-T Y.4115 

Reference architecture for IoT device capability exposure 

1 Scope 

This Recommendation specifies the reference architecture for IoT device capability exposure.  

The scope of this Recommendation includes: 

– the concept, general characteristics and requirements of IoT device capability exposure, 

– the reference architecture for IoT device capability exposure including common procedures. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.2091] Recommendation ITU-T Y.2091 (2011), Terms and definitions for next 

generation networks. 

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

things. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 application [ITU-T Y.2091]: A structured set of capabilities, which provide value-added 

functionality supported by one or more services, which may be supported by an API interface. 

3.1.2 capability [b-ITU-R M.1224-1]: The ability of an item to meet a service demand of given 

quantitative characteristics under given internal conditions. 

3.1.3 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment 

with the mandatory capabilities of communication and the optional capabilities of sensing, actuation, 

date capture, data storage and data processing. 

3.1.4 internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information society, 

enabling advanced services by interconnecting (physical and virtual) things based on existing and 

evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication capabilities, 

the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that security and 

privacy requirements are fulfilled. 

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal 

implications. 
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3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 device capability exposure (DCE): A functional entity to manage the connected Internet of 

things (IoT) devices in an IoT area network, to expose the capabilities of the connected IoT devices 

to IoT applications and to support the IoT applications to access the exposed device capabilities. 

NOTE – Through device capability exposure, IoT applications can dynamically discover the connected 

IoT devices. 

3.2.2 DCE device: A device (e.g., smart phone, tablet, home gateway) that hosts the device 

capability exposure (DCE) and connects to external IoT devices, and provides underlying 

hardware/software support for implementing the functionalities of DCE. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AAM-FC Auth Agent Management Functional Component of the IoT DCE 

AM-FC Application Management Functional Component of the IoT DCE 

API Application Programming Interface 

DCE Device Capability Exposure 

DPM-FC Device Proxy Management Functional Component of the IoT DCE 

FC Functional Component 

IoT Internet of Things 

NFC Near Field Communication 

OS Operating System 

PC Personal Computer 

PM-FC Profile Management Functional Component of the IoT DCE 

UPnP Universal Plug and Play 

USB Universal Serial Bus 

Wi-Fi Wireless Fidelity 

5 Conventions 

The following conventions are used in this Recommendation: 

– The keywords "is required to" indicate a requirement which must be strictly followed and 

from which no deviation is permitted, if conformance to this Recommendation is to be 

claimed. 

– The keywords "is recommended" indicate a requirement which is recommended but which 

is not absolutely required. Thus, this requirement need not be present to claim conformance. 

6 Introduction 

IoT devices for individual consumers, especially wearable devices (e.g., watches, glasses, headbands 

and belts), are accepted in the market and are becoming more and more popular. Usually, consumers 

use their device capability exposure (DCE) devices (e.g., smart phones, tablets and home gateways) 

to manage IoT devices. There are two kinds of solutions for using DCE devices to manage IoT 

devices, vertical solutions and horizontal solutions. 

Copyright International Telecommunication Union/ITU Telcommunication Sector 
Provided by IHS Markit under license with ITU-T Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

--`,,```,,,,````-`-`,,`,,`,`,,`---

Full document details: ITU-T Y.4115 2017

http://www.avadocuments.com/doc/itu-t-y-4115-2017
http://www.avadocuments.com/doc/itu-t-y-4115-2017

