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Recommendation ITU-T Y.4221

Requirements of loT-based electric power infrastructure monitoring systems

Summary

Recommendation ITU-T Y.4221 specifies the requirements for an loT-based electric power
infrastructure monitoring system for the purposes of maintaining the electric power infrastructure.

An Internet of things (10T)-based electric power infrastructure monitoring system is an effective means
to obtain the operational health status of electric power infrastructures. It provides advanced and
efficient auxiliary monitoring and diagnosis methods for maintaining the safe and stable operation of
an electric power system.

History™
Edition Recommendation Approval Study Group Unique ID
1.0 ITU-T Y.4221 2024-07-10 20 11.1002/1000/15475
Keywords

Electric power infrastructure, Internet of things, 10T, loT-based electric power infrastructure
monitoring system, I0T-EPIMS.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2024

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.4221

Requirements of loT-based electric power infrastructure monitoring systems

1 Scope

This Recommendation specifies the requirements of an Internet of Things (1oT)-based electric power
infrastructure monitoring system.

The scope of this Recommendation includes:
— A reference model for an loT-based electric power infrastructure monitoring system;
- Requirements specific to an loT-based electric power infrastructure monitoring system.

A use case of an loT-based electric power infrastructure monitoring system is provided in the
appendix.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 conversion of electricity [b-IEC 60050-601]: The changing of the characteristics of the form
and frequency of voltage and current by means of a converter.

3.1.2 distribution of electricity [b-IEC 60050-601]: The transfer of electricity to consumers
within an area of consumption.

3.1.3 electric equipment [b-IEC 60050-826]: Item used for such purposes as generation,
conversion, transmission, distribution or utilization of electric energy, such as electric machines,
transformers, switchgear and control gear, measuring instruments, protective devices, wiring systems,
and current-using equipment.

3.1.4 electric power system [b-IEC 60050-601]: All installations and plants provided for the
purpose of generating, transmitting and distributing electricity.

3.1.5 generation of electricity [b-IEC 60050-601]: A process whereby electrical energy is
obtained from some other form of energy.

3.1.6 Internet of things (loT) [b-ITU-T Y.4000]: A global infrastructure for the information
society, enabling advanced services by interconnecting (physical and virtual) things based on existing
and evolving interoperable information and communication technologies.

NOTE 1 - Through the exploitation of identification, data capture, processing and communication capabilities,
the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that security and
privacy requirements are fulfilled.
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