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Recommendation ITU-T Y.4227

Internet of things requirements and capabilities to support blockchain

Summary

Blockchain can help the Internet of things (IoT) and smart city and community-related services and
applications to establish trust, accountability and transparency while streamlining business processes.

In order to promote the integration of blockchain with 10T infrastructure, as well as enable richer, more
flexible service scenarios for different loT, and smart cities and community verticals,
Recommendation ITU-T Y.4227, from the loT point of view, identifies the functionalities of
blockchain, specifies the requirements of blockchain-enabled 10T, and describes the specific 10T
capabilities that are necessary to support blockchain.

History™
Edition Recommendation Approval Study Group Unique ID
1.0 ITU-T Y.4227 2024-08-29 20 11.1002/1000/16088
Keywords

Blockchain, blockchain-enabled 10T, capabilities, functionalities, 10T, requirements.

* To access the Recommendation, type the URL https://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. Documents
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, and information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2024

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.4227

Internet of things requirements and capabilities to support blockchain

1 Scope

Blockchain [b-ITU-T F.751.0] can help the Internet of things (IoT) and smart city and community-
related services and applications to establish trust, accountability and transparency while streamlining
business processes.

I0T needs to provide appropriate capabilities to support blockchain.

The focus of this Recommendation is to identify requirements and capabilities of blockchain- enabled
I0T. The potential audience of this Recommendation includes, but is not limited to, 10T blockchain
solution providers, device vendors, gateway vendors, 10T application providers, platform providers,
and network providers.

The scope of this Recommendation includes:

— Introduction to blockchain-enabled IoT.

— Blockchain functionality plane.

— Requirements of blockchain-enabled 10T.

— Capabilities of blockchain-enabled IoT.

NOTE — Requirements of blockchain itself are outside of the scope.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of
things.

[ITU-T Y.4113] Recommendation ITU-T Y.4113 (2016), Requirements of the network for the
Internet of things.

[ITU-T Y.4114] Recommendation ITU-T Y.4114 (2017), Specific requirements and
capabilities of the Internet of things for big data.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 blockchain [b-ITU-T F.751.0]: A type of distributed ledger that is composed of digitally
recorded data arranged as a successively growing chain of blocks with each block cryptographically
linked and hardened against tampering and revision.
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3.1.2 Dblockchain transaction [b-ITU-T Y.4052]: An operation (e.g., deploying, invoking and
querying results of blockchain contracts) in a blockchain in which an authorized end user performs
operations (e.g., reading/writing blockchain data, invoking a blockchain contract).

NOTE - Definition compatible with [b-1SO 22739].
3.1.3 consensus [b-ITU-T F.751.0]: Agreement that a set of transactions is valid.

3.1.4 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment
with the mandatory capabilities of communication and the optional capabilities of sensing, actuation,
data capture, data storage and data processing.

3.1.5 digital signature [b-ITU-T X.800]: Data appended to, or a cryptographic transformation (see
cryptography) of a data unit that allows a recipient of the data unit to prove the source and integrity
of the data unit and protect against forgery, e.g., by the recipient.

3.1.6 Internetof things (1oT) [ITU-T Y.4000]: A global infrastructure for the information society,
enabling advanced services by interconnecting (physical and virtual) things based on existing and
evolving interoperable information and communication technologies.

NOTE 1 - Through the exploitation of identification, data capture, processing and communication capabilities,
the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that security and
privacy requirements are fulfilled.

NOTE 2 — From a broader perspective, the 10T can be perceived as a vision with technological and societal
implications.

3.1.7 Merkle tree [b-1TU-T X.1404]: A Merkle tree is a data structure where the data are hashed
and combined until there is only a singular root hash that represents the entire structure.

3.1.8 node [b-ITU-T X.1400]: Device or process that participates in a distributed ledger network.
NOTE - A node can store a complete or partial replica of the distributed ledger.

3.1.9 smart contract [b-ITU-T Y.4464]: Embedded logic that encodes the rules for specific types

of blockchain transactions. A smart contract can be stored in the blockchain, and can be invoked by
specific blockchain applications.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 Dblockchain-enabled 10T: Internet of things (10T) with the required resources (including, but
not limited to, network, computation and storage resources) to support blockchain-related
functionalities.

NOTE - This can enable the operation of smart contracts, cryptographic functionalities and other blockchain-
related functionalities in 10T.

3.2.2 data collection: Data operation related to measurement processes and/or data information
gathering from components of Internet of things.

NOTE 1 —Data collected by an 10T platform directly from sensors and data collected by an 10T platform via a
gateway can be seen as two typical examples of data collection scenarios.

NOTE 2 — Definition based on [ITU-T Y.4114].

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ICT Information and Communication Technology
loT Internet of Things
P2P Peer-to-Peer
Documents
2 Rec. ITU-T Y.4227 (08/2024) Document Sharing Hub

Full document details: ITU-T Y.4227 2024


http://www.avadocuments.com/doc/itu-t-y-4227-2024
http://www.avadocuments.com/doc/itu-t-y-4227-2024

