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Recommendation ITU-T Y.4451

Framework of constrained device networking in the IoT environments

Summary

In Internet of things (IoT) environments, constrained devices, equipped with various low-power
wireless interfaces, have connection capability to locally available networks for the purpose of
interacting with the real world. Constrained devices have many different characteristics.
Recommendation ITU-T Y.4451 specifies the framework of constrained device networking in the
Internet of things (1oT) environments. This Recommendation therefore describes the concept and
features of constrained device networking as well as network architectures of constrained device
networking including functional requirements, such as fragmentation, reassembly, header
compression, address configuration, network management, multi-hop routing protocol and higher
layer considerations.

This Recommendation specifies the framework of constrained device networking in the Internet of
things (loT) environments with respect to IoT device communications. This Recommendation
describes the concept of constrained device networking in the 10T environments and the
communication of constrained devices. This Recommendation also describes network architecture
and mechanisms of constrained device networking.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Y.4451 2016-09-13 20 11.1002/1000/13026

Keywords

Constrained device networking, Internet of Things, l0T.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/1

1830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

“In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2016

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T Y.4451

Framework of constrained device networking in the 1oT environments

1 Scope

The scope of this Recommendation includes the following:

- An overview of constrained device networking in the 10T environments.
— Communication of constrained devices.

- Architectures of constrained device networking.

- Functionalities of constrained device networking.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T G.9959] Recommendation ITU-T G.9959 (2015), Short range narrow-band digital
radiocommunication transceivers — PHY, MAC, SAR and LLC layer
specifications.

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of
things.

[ITU-T Y.4109] Recommendation ITU-T Y.4109/Y.2061 (2012), Requirements for the support
of machine-oriented communication applications in the next generation
network environment.

[IETF RFC 4862] IETF RFC 4862 (2007), IPv6 Stateless Address Autoconfiguration.

[IETF RFC 4944] IETF RFC 4944 (2007), Transmission of IPv6 Packets over IEEE 802.15.4
Networks.

[IETF RFC 5225] IETF RFC 5225 (2008), RObust Header Compression Version 2 (ROHCv2):
Profiles for RTP, UDP, IP, ESP and UDP-Lite.

[IETF RFC 6282] IETF RFC 6282 (2011), Compression Format for IPv6 Datagrams over IEEE
802.15.4-Based Networks.

[IETF RFC 6550] IETF RFC 6550 (2012), RPL: IPv6 Routing Protocol for Low-Power and
Lossy Networks.

[IETF RFC 7400] IETF RFC 7400 (2014), 6LoWPAN-GHC: Generic Header Compression for
IPv6 over Low-Power Wireless Personal Area Networks (6LoOWPANS).

[IETF RFC 7428] IETF RFC 7428 (2015), Transmission of IPv6 Packets over ITU-T G.9959
Networks.

[IETF RFC 7668] IETF RFC 7668 (2015), IPv6 over BLUETOOTH(R) Low Energy.

[IETF RFC 7721] IETF RFC 7721 (2016), Security and Privacy Considerations for IPv6 Address
Generation Mechanisms.
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3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment
with the mandatory capabilities of communication and the optional capabilities of sensing,
actuation, data capture, data storage and data processing.

3.1.2 Internet of things (loT) [ITU-T Y.4000]: A global infrastructure for the information
society, enabling advanced services by interconnecting (physical and virtual) things based on
existing and evolving interoperable information and communication technologies.

NOTE 1 — Through the exploitation of identification, data capture, processing and communication
capabilities, the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that
security and privacy requirements are fulfilled.

NOTE 2 — From a broader perspective, the l0T can be perceived as a vision with technological and societal
implications.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 constrained device: A device that has constraints on characteristics such as limited
processing capability, small memory capability, limited battery power, short range and low bit rate.

3.2.2 adaptation layer: A layer that is required for binding the network layer and the datalink
layer in low-power network technologies.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
BLE Bluetooth Low Energy

loT Internet of Things

LLCP Logical Link Control Protocol

LoWPAN Low-power Wireless Personal Area Network

MP2P Multipoint-to-Point (MP2P)

MTU Maximum Transmission Unit
NFC Near Field Communication
POS Personal Operating Space
P2MP Point-to-Multipoint
P2P Point-to-Point
QoS Quiality of Service
SNMP Simple Network Management Protocol
SSAP Source Service Access Point
5 Conventions
None.
Documents
Rec. ITU-T Y.4451 (09/2016) Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T Y.44512016


http://www.avadocuments.com/doc/itu-t-y-4451-2016
http://www.avadocuments.com/doc/itu-t-y-4451-2016

