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Recommendation ITU-T Y.4500.20 

oneM2M – WebSocket protocol binding 

 

 

 

Summary 

Recommendation ITU-T Y.4500.20 specifies the binding of Mca and Mcc primitives on to the 

WebSocket binding. 

Recommendation ITU-T Y.4500.20 specifies: 

• procedures and message formats for operating and closing of WebSocket connections; 

• how request and response primitives are mapped into the payload of the WebSocket protocol. 

 

 

History 

Edition Recommendation Approval Study Group Unique ID* 

1.0 ITU-T Y.4500.20 2018-03-01 20 11.1002/1000/13511 
 

 

 

Keywords 

oneM2M, WebSocket. 

 

                                                 

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web 

browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11

830-en. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 

 

 

NOTE – This Recommendation departs slightly from the usual editorial style of ITU-T Recommendations to 

preserve existing cross-referencing from external documents. 

 

 ITU 2018 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 
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Recommendation ITU-T Y.4500.20 

oneM2M – WebSocket protocol binding 

1 Scope 

This Recommendation specifies the binding of Mca and Mcc primitives on to the WebSocket binding. 

This Recommendation specifies: 

• procedures and message formats for operating and closing of WebSocket connections; 

• how request and response primitives are mapped into the payload of the WebSocket protocol. 

The Recommendation contains oneM2M Release 2 specification – oneM2M WebSocket Protocol 

Binding V2.0.0 – and is equivalent to standards of oneM2M partners including ARIB, ATIS  

[b-ATIS.oneM2M.TS0020V200], CCSA, ETSI [b-ETSI TS 118 120], TIA, TSDSI  

[b-TSDSI STD T1.oneM2M TS-0020-2.0.0 ], TTA [b-TTAT.MM-TS.0020 v2.0.0] and TTC 

[b-TTC TS-M2M-0020v2.0.0]. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.4500.1] Recommendation ITU-T Y.4500.1 (2018), oneM2M  Functional architecture. 

[ITU-T Y.4500.4] Recommendation ITU-T Y.4500.4 (2018), oneM2M – Service layer core 

protocol. 

[ETSI TS 118 103] ETSI TS 118 103 V2.4.1 (2016), oneM2M; Security solutions (oneM2M TS-

0003 version 2.4.1 Release 2). 

[IETF RFC 6455] IETF RFC 6455 (2011), The WebSocket protocol. 

[IETF RFC 7230] IETF RFC 7230 (2014), Hypertext transport protocol (HTTP/1.1): Message 

syntax and routing. 

[IETF RFC 7692] IETF RFC 7692 (2015), Compression extensions for WebSocket. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1  application entity (AE): [b-ITU-T Y.4500.11] Represents an instantiation of application 

logic for end-to-end M2M solutions. 

3.1.2  common services entity (CSE): [b-ITU-T Y.4500.11] Represents an instantiation of a set of 

common service functions of the M2M environments. Such service functions are exposed to other 

entities through reference points. 
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2 Rec. ITU-T Y.4500.20 (03/2018) 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 oneM2M WebSocket client (WS client): WebSocket client associated with an application 

entity or a common services entity capable of establishing the WebSocket connections. 

3.2.2 oneM2M WebSocket server (WS server): WebSocket server associated with a common 

services entity which accepts requests to establish WebSocket connections. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ADN Application Dedicated Node 

AE Application Entity 

ASN Application Service Node 

CBOR Concise Binary Object Representation 

CMDH Communication Management and Delivery Handling 

CRUDN Create-Retrieve-Update-Delete-Notify 

CSE Common Services Entity 

FQDN Fully Qualified Domain Name 

GUID Globally Unique Identifier 

HTTP Hypertext Transport Protocol 

IN-CSE Infrastructure Node-Common Services Entity 

IP Internet Protocol 

JSON JavaScript Object Notation 

MN-CSE Middle Node-Common Services Entity 

NAT Network Address Translator 

SAEF Security Association Establishment Framework 

TCP Transmission Control Protocol 

TLS Transport Layer Security 

URI Uniform Resource Identifier 

WS WebSocket 

WSS WebSocket Secure 

XML Extensible Markup Language 

5 Conventions 

The keywords "shall", "shall not", "may", "need not", "should", "should not" in this Recommendation 

are to be interpreted as follows. 

Shall/shall not:  

Requirements: 

1)  effect on this Recommendation: this Recommendation needs to describe the required feature 

(i.e., specify a technical solution for the requirement);  
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